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Agenda Item:
2.1
1 Decision/action requested 
This contribution proposes a new solution for key issue 2 in TR 33.809
2 References
3 Rational
The contribution proposes a new solution for key issue #2 ”Security protection of system information”.
4 Detailed proposal
*************** Start of 1st Change ****************
6.X
Solution #X: System Information Protection using SNPN Credentials
6.X.1
Introduction

This solution addresses key issue #2, and is only available for SNPN scenario.
UE on-boarding and remote provisioning of SNPN credentials is one objective in FS_eNPN_SEC. The UE could use the method to obtain SNPN credential in SNPN. Since the SNPN credential may include UE’s certificate and CA’s certificate, the RAN can sign the broadcast message with its private key relevant to RAN’s certificate signed by the CA’s private key, and the UE can verify the broadcast with the CA’s certificate.

6.X.2
Solution details

6.X.2.1
Credential provision

This solution is based on output of UE on-boarding solutions in FS_eNPN_SEC, if SNPN credential is certificate based on PKI, 

· The UE shall store CAC (CA certificate) via on-boarding method, and the CA belongs to a SNPN. 
· Each gNB in SNPN should generate its private key, and provide related public key to CA in SNPN to sign a RAN’s certificate RANC, e.g. using OAM via CMPv2 protocol.
6.X.2.2
Procedures
Broadcast protection in gNB side:
GNB broadcasts messages, which include broadcast content M1, signature and RANC. The signature is generated from the M1 and the private key relevant to RANC, while the RANC contains the public key relevant to the private key and is signed by CA in SNPN
Broadcast verification in UE side:

When the UE receives the broadcast messages, it shall first verify the validity of the RANC using the CAC. After successfully verifying the RANC, the UE uses public key in RANC to verify the signature. If the verification of signature succeeds, the UE treat the broadcast messages as genuine.

UE actions upon detection of invalid signature:
The UE with CAC shall verify the broadcast messages, if failed, the UE drops the broadcast messages.
6.X.3
Assessment using Annex A.3

6.X.3.1a
UE aspects

UE needs to acquire the on-boarding SNPN credential, e.g. CA certificate . 

The on-boarding method and credential storage is based on output of FS_eNPN_SEC.
UE shall support verification of system information using CA certificate.

6.X.3.1b
UE actions upon detection of invalid signature

The action is depicted in 6.X.2.2.

6.X.3.2

Threats that are mitigated by signed SI messages

Key issue 2 is addressed. All broadcast message in SNPN can be signed using this solution after successful on-boarding.
6.X.3.3

Threats that are not mitigated by signed SI messages

Since there is a small number of RANs in SNPN and TSN feature is considered in SNPN, it is easy to synchronize the time on UEs and NEs in SNPN, thus, replay attack is able to be mitigated.
6.X.3.4
Provisioning of keys

Editor’s Note: Evaluation of provisioning of keys is FFS based on output of FS_eNPN_SEC.
6.X.3.5
RAN aspects 

The gNB in SNPN shall support certificate provisioning method of SNPN certificate, e.g. CMPv2. Since the number of gNB in SNPN is small, the configuration is not complicated.
The gNB in SNPN shall support generation of the signature with the minimum SI broadcasted.
6.X.3.6
VPLMN aspects 

For SNPN, VPLMN is not involved.

6.X.3.7
HPLMN aspects 

For SNPN, VPLMN is not involved.
6.X.3.8
Network sharing aspects

gNB can broadcast a list of PLMN and SNPN in the SIB message, if the gNB is a shared gNB, it may use more than one PLMN ID and SNPN. In this case, the SI including SNPN information is signed.
6.X.3.9
Roaming aspects

No consider in SNPN.
6.X.3.10
Regulatory aspects 

The CA construction shall follow the local regulatory.

6.X.3.11
Signature schemes

There could one or more signature schemes like:

-
null-scheme

-
ECDSA (recommended with named curves) 

-
RSA

-
others

6.X.3.12
Signature length

ECDSA: 64 byte
RSA: 256 byte

6.X.3.13
Resistance against Quantum Computing

None identified as of now.
*************** End of 1st Change ****************
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