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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.840.
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3
Rationale

It is proposed to add a new key issue of security configuration differentiation in gNB-CU-UPs.
4
Detailed proposal

*****Start of Change*****
X.X
Key Issue #X: Security configuration differentiation in gNB-CU-UPs
X.X.1 Issue details
Per TS33.501, the security requirements on gNB shall apply to all types of gNB. For CU-CP and CU-UP split scenario, each CU-UP in one gNB are not required to support same security capability/ algorithm priority. As described in TR38.823[xx], the CU-UPs could be configured with different security configuration irrespective of the location CU-UPs deployed. Based on the existing architecture for disaggregated gNB, the gNB-CU-CP selects the appropriate gNB-CU-UP(s) for the requested services for the UE. Therefore, it is need to support a case that the UE is connected to more than one gNB-CU-UPs providing different security algorithm or algorithm priority or security configuration simultaneously.
In addition, as specified in TS38.401[zz], one gNB consists of a gNB-CU and one or more gNB-DU(s) and one gNB-DU could be connected to multiple gNB-CU-UPs. Thus, this key issue assumes multiple gNB-CU-UPs can be mapped to one or more physical cells or group cells, i.e., MCG/SCG. 
X.X.2 Security Threats
Not applicable.
X.X.3 Potential security requirements
5GS should support different security protection for user plane protection in different gNB-CU-UPs for the same UE.

Note 1: As specified in TS38.401, all the CU-UPs in one gNB belongs to the same security domain. This key issue is based on the existing architecture and requirements in TS38.401.

Note 2: Potential solutions shall not compromise the requirement that the 5G RAN internal architecture (i.e., CP/UP separation and DU/CU split) is invisible to the UE.
*** END of CHANGE ***
