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1
Decision/action requested

This document proposes a new key issue: UE onboarding for SNPN to the TR 33.857. SA3 is kindly requested to approve this document.
2
References

 [1]
3GPP TR 33.857, v 0.1.0.
3
Rationale

This contribution proposes a new key issue on UE onboarding for SNPN.
4
Detailed proposal

***
BEGIN OF 1ST CHANGE
***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G System"

[3]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
[X]
3GPP TS 23.501:"System Architecture for the 5G System; Stage 2".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

***
END OF 1ST CHANGE
***
***
BEGIN OF 2ND CHANGE
***
3
Definitions of terms, symbols and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].


Default UE credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.

Default Credential Server (DCS): The server that can authenticate a UE with default UE credentials or provide means to another entity to do it.

NPN: Non-Public Network as defined in TS 23.501 [X]. The terminology NPN refers to both SNPN and PNI-NPN in this TR unless otherwise stated.

NPN credentials: Information that the UE uses for authentication to access a NPN. NPN credentials may be 3GPP credentials or non-3GPP credentials.
Onboarding Network (ON): The network providing initial registration and/or access to the UE for UE Onboarding.
Provisioning Server: The server that provisions the authenticated/authorized UE with the subscription data and optionally other configuration information.

Subscription Owner (SO): The entity that stores and as result of the UE Onboarding procedures provide the subscription data and optionally other configuration information via the PS to the UE.

UE Onboarding: Provisioning of information, to a UE and within the network, required for the UE to get authorized access and connectivity to an NPN.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].


DCS
Default Credential Server

ON
Onboarding Network
PS
Provisioning Server
SO
Subscription Owner

***
END OF 2ND CHANGE
***
***
BEGIN OF 3RD CHANGE
***
5.X
Key Issue #X: UE onboarding for SNPN
5.X.1
Key issue details
This key issue addresses security implications of the interim conclusions for UE onboarding for SNPN of KI#4 in the TR 23.700-07 [3] clause 8. The interim coclusions which may have security implications are:

-
It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).

-
It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
-
Using PLMN credentials for UE onboarding and PLMN as Onboarding Network (ON) is already possible and does not require any further standardisation work.

The architectural assumption of UE onboarding for SNPN is that the UE should register to an Onboarding Network (ON) using Default UE credentials which are provided by a Default Credential Server (DCS), before the UE is provisioned with SNPN credentials by the Provisioning Server (PS).
5.X.2
Security threats
-
Unauthorized access by UEs to SNPN for onboarding may cause the resource of SNPN to be misused or overloaded.

-
Unauthorized SNPN serving the UE may mislead the UE, e.g., deliver wrong information to the UE.
5.X.3
Potential security requirements
-
The UE and the Onboading Network shall support mutual authentication for UE onboading.
***
END OF 3RD CHANGE
***
