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To: TSG N2

– for information –

LS on Authentication Failure Report

During their meeting in Antwerp, Jan 19-21, N2’s reaction on S3’s CR on Authentication Failure Report was
considered. Concerns regarding the need of an acknowledgement of authentication failure reporting have been
received. After a short discussion in S3 the issue was seen as a mis-understanding between the groups. A new CR
was approved (TD S3-000076) removing the acknowledgement part of the Authentication Failure Report
mechanism.
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6.3.6 Reporting authentication failures from the SGSN/VLR to
the HLR

The purpose of this procedure is to provide a mechanism for reporting authentication failures
from the serving environment back to the home environment.

The procedure is shown in Figure 13.

 

VLR/SGSN HLR 

Authentication failure report 
(IMUI and FailureCause) 

 

VLR/SGSN HLR 

Authentication failure report 
(IMUI and FailureCause) 

Authentication failure report ack 

Figure 13: Reporting authentication failure from VLR/SGSN to HLR

The procedure is invoked by the serving network VLR/SGSN when the authentication
procedure fails.  The authentication failure report shall contain the subscriber identity and a
failure cause code. The possible failure causes are either that the network signature was
wrong or that the user response was wrong.

When the home environment receives the authentication failure report it shall respond by an
acknowledge back to the serving network. The HE may decide to cancel the location of the
user after receiving an authentication failure report.
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