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Options for acquiring standard authentication algorithms or building blocks

S3#8 discussed the possibility of providing an authentication algorithm for 3GPP that could be used by operators that did not wish to provide one of their own. It was decided that SAGE should be asked whether they could design an algorithm and/or framework for an algorithm.

Two options are considered:

· S3 could ask SAGE to design a framework for an authentication algorithm around widely available building blocks such as block ciphers or hash functions. In this case SAGE could provide the specification of the framework together with a specification of the building blocks. The latter may be a list of suitable algorithms including externally available algorithms and/or algorithms designed by SAGE specifically for this application.

· S3 could ask SAGE to design a single algorithm but state that if possible the algorithm is constructed in such a way that well-defined internal building blocks are explicitly identified such that they could be replaced by suitable alternatives if so required.

Note that in both cases it is proposed that if operators need variety then it is introduced in a controlled/safe manner (e.g. through the use of an operator key). 

It is proposed that the second option above be adopted by S3 since it has the following advantages:

· Test data can be easily provided and managed since there is a single specific algorithm.

· The risk that operators use a poorly selected or poorly designed alternative algorithm is reduced since the ability to “slot-in” an off-the-shelf algorithm is less transparent.

· More control is given to experts in the algorithm design group since a particular type of framework and/or building block is not mandated.

Development of algorithm requirements

33.105v3.1.0 provides a good basis for the algorithm specification. In particular, the following changes are suggested: (Note that these changes refer to a proposed CR from Siemens which has not yet been discussed.)

· Replace MODE with AMF throughout. 

· Replace Figure 1 with Figure 6 from 33.102v3.2.0

· Replace Figure 2 with Figure 9 from CR to 33.102v3.2.0 section 6.3 in S3-994xx (source Siemens) since f5 is used as well as f1* for the construction and verification of AUTS. (Note that there is a mistake in Figure 9 of the CR: the input to f5 should be MACS not RANDms.) 

· Add notes to Section 5.1.6 which are removed from 33.102v3.2.0 in CR to section 6.3 in S3-994xx (source Siemens)

· Need for f5 to use long term key different to K is ffs (should this really be removed from 33.102?)

· Requirements on f3, f4 and f5 are ffs

· How f1-f5 can be made different and how they may be suitably combined is ffs

· Add note to Section 5.1.6.7 that if no concealment is required then f5(0.

· Add note to Section 5.1.6.7 that crypto requirements on f5 are higher because of the CR to 33.102v3.2.0 section 6.3 which uses MACS as an input to f5 instead of RANDms during the resynchronisation procedure. In particular, an attacker can make the MS produce different AK using the same SQNms. In addition, the concatenation of f5 and f1* should not reveal anything about SQNms. 

· Add requirements specification for operator personalisation.

