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1 Proposal

TS 33.102 currently specifies that the security mode negotiation and the application of data integrity on signalling messages is mandatory, regardless of the type of the subscription, i.e., regardless of whether the user equipment has a SIM or a USIM inserted.

We propose that the security mode negotiation and the application of data integrity on signalling messages be optional for users that have a GSM subscription, i.e., when the user equipment has a SIM inserted. When the user equipment has a USIM inserted, both the security mode negotiation and the application of data integrity should remain mandatory.

2 Arguments

The enhanced security level of the new and enhanced UMTS security features is only provided to users that are UMTS subscribers, i.e., to users with UMTS-capable user equipment with a USIM inserted. 

For GSM subscribers, i.e., user with UMTS-capable user equipment and a SIM inserted, key conversion schemes were developed that allow interoperation, i.e., the roaming of such users on the UMTS radio network. The application of these scenarios however, does not provide the enhanced level of security provided to UMTS subscribers. It is there​fore hard to justify that the application of these mechanisms is mandatory.

Note that the user and/or his home environment can easily assure themselves of the enhanced level of security, the HE by issuing a USIM to its customers, the user by acquiring such a USIM.

The serving network can assure that secure mode negotiation is executed and data integrity protection is applied even for GSM subscribers, as it can initiate the security mode negotiation at each connection set-up (it remains optional).

Serving network that do not allow GSM subscribers are not impacted.

