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TSG S2 would like to thank TSG S3 for their answer to our liaison statement on Mobile IP Operations in UMTS, which requests further information concerning the “extra level of authentication for Mobile IP”. 

In 3G TS 23.121 [1], it is described how to offer Mobile IP to end users in overlay to UMTS and GPRS. A more detailed description can be found in 3G TR 23.923 [2], “Combined GSM and Mobile IP Mobility Handling in UMTS IP CN”.

Briefly, the documents describe how to set up a PDP context (including all normal UMTS/GSM security procedures such as authentication, encryption over radio etc.) without a PDP address and thereafter let the mobile register with its home network via standard (IETF) Mobile IP signalling messages [3] [4] [5]. Since the Mobile IP Foreign Agent (FA) will be incorporated in the GGSN, the GGSN/FA node can extract the PDP address from the Mobile IP messages that are sent from the home network to the mobile. 

The purpose of including the Challenge Response extension [4] in the Mobile IP Registration Request message is to provide replay protection of the authentication procedure of the mobile node to the Foreign Agent.

The purpose of using the NAI extension [5] is to allow authentication of the user to the home network. 

TSG S2 believes that the proposed two level security procedure (UMTS/GSM and Mobile IP) will not cause any harm to the UMTS system. However, TSG S2 would like to ask TSG S3 to express any considerations and advice they may want to bring to our attention concerning this issue.

A presentation of the work on Mobile IP in UMTS by a member of the S2 Mobile IP ad hoc for TSG S3 could probably be arranged during September or October.
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