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TSG-N2 thank TSG-S3 for their liaison statement (S3#4(99)213) on enhanced user identity confidentiality.

We have discussed S3’s requirement, and we believe that it can be met, subject to certain constraints.

The IMUI is used at two levels of the protocol for MAP signalling towards an HLR: it is transferred as part of the payload of the MAP message, but it is also used to derive the SCCP called party address which is needed to route the signalling to the correct HLR. The VLR translates the Mobile Country Code (MCC) and Mobile Network Code (MNC) to an E.164 Country Code (CC) and National Destination Code (NDC); these are prefixed to the MSIN component of the E.212 address to give an E.214 Mobile Global Title (MGT). The CC and NDC parts of the MGT are enough to route the message to the HE; however in most HEs it will be necessary to analyse the MSIN to route the message to the correct HLR. The depth of analysis of the MSIN which is required to route the message to the correct HLR depends on the signalling architecture in the HE, and the way in which subscriber records are distributed among HLRs. If the MSIN is encrypted, it is therefore necessary to decrypt the MSIN before the message can be routed to the correct HLR.

According to S3#4(99)213, it is an option for the HE to require encrypted transmission of the IMUI (or at least the MSIN component of it) over the access interface. If there is full flexibility to use encryption or not, it would be necessary to indicate at the SCCP level whether the MSIN is encrypted or not; this would require a new number plan indicator to indicate (partially) encrypted E.214, as distinct from clear text E.214. This would require a change to SCCP as specified by ITU-T, which would not be achievable in a reasonable timescale, if at all.

If it is accepted that there is a prior agreement between the MS and the HE whether the IMUI is transferred in clear text or (partially) encrypted, then there is no need for an explicit indication in the SCCP signalling. It would then be possible for an HE operator who does not require the transfer of the IMUI in encrypted mode to handle the SCCP signalling exactly as at present. If the HE operator requires the transfer of the IMUI in encrypted mode, it would be necessary for a node in the HE to request decryption of the encrypted IMUI by a central function, before the MAP message is routed to the correct HLR. This pre-processing of the SCCP information is distinct from any processing of the MAP payload when the message reaches the HLR, so the process of decryption of the IMUI would have to be done twice.

S3 are asked to consider whether the protection of user identity confidentiality given by transfer of the IMUI in partially encrypted mode is enough to justify the doubled process of decryption as described above, and to advise N2 of the result of their discussion.

