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0 Introduction

This response has three parts: 

In the first section, a potential conflict of the super-charger concept with user identity confidentiality is discussed. It is recommended to use the TMUI (Temporary Mobile User Id) mechanism as described in section 6.1 of TS 33.102 in order not to further reduce the already unsatisfactory protection of the confidentiality of the user id in GSM.

In the second section, the use of a modified “ MAP Send Identification” procedure to accommodate the use of TMUIs, proposed in section 8.3 of the technical report on the super-charger [1], is discussed. Questions regarding the efficiency of the super-charger scheme are raised in this context. An example is given where the use of the super-charger scheme leads to a considerably higher signalling load than with the current (GSM-like) procedure. 

In the third section, we point out that the super-charger concept is indeed not compatible with the sequence number based authentication mechanism as described in the main body of the current version of TS 33.102. In this version, authentication vectors must be deleted from the old VLR when a user moves to a new VLR. SA3 would like to mention, however, that it is currently discussing an enhancement to the window mechanism described in annex C.3 of TS 33.102 which would make the sequence number based authentication mechanism compatible with the super-charger concept.

1 User Identity Confidentiality

It is seen as a weakness of GSM security that user identity confidentiality is only partially provided. 

The network can always request that the user send his IMSI in the clear, e.g. as a consequence of certain failure conditions, and so can an attacker impersonating a network by using a so-called IMSI catcher. For this reason, an enhanced user identity confidentiality scheme was developped which is described in Annex B of TS 33.102. Support for the transport of the corresponding messages is mandatory for release’99. It is felt by SA3 that the weakness of GSM regarding user identity confidentiality should not be aggravated by introducing additional procedures in GMS or UMTS which require the user to send his IMSI or IMUI in the clear.

In the super-charger scheme, as described in the first option of [1, section 8.3], the user is requested to send the IMSI in the clear at every location update. It is already mentioned in [1, section 8.3], that this may lead to security problems. Therefore, a second option is presented which consists in enhancing “the MAP Send Identification procedure such that the old VLR does not provide the authentication vectors as part of this procedure.”

SA3 requests that this second option be available when the super-charger concept is introduced. 

2 Modified MAP Send Identification Procedure and Efficiency of Super-Charger Scheme

When studying the security-related issues discussed in section 1 of this LS, SA3 came across the following observation which SA3 asks N2 to take into consideration in their discussions about the super-charger scheme:

When it is a provider’s policy that the IMSI/IMUI should not be sent in the clear at every location update and the user sends his TMSI/TMUI then a modified MAP Send Identification procedure has to be used so that the old VLR can translate the TMSI/TMUI into the IMSI/IMUI and send the latter back to the new VLR.

Only after the completion of this exchange with the old VLR can the new VLR know whether it has authentication data available for that user. If this is not the case, the new VLR has to get fresh authentication data. The super-charger concept suggests that the new VLR get the fresh authentication data from the HE.

In this situation, the super-charger concept does not seem to compare favourably with the GSM procedures:

· GSM procedures require one exchange of identities and authentication data between old and new VLRs (which are likely to be neighbours) by means of the MAP Send Identification procedure.

· Super-charger procedures require one exchange of identities between old and new VLRs by means of the modified MAP Send Identification procedure plus one (possibly global) exchange of authentication data between the new VLR and the HE.

But even if the new VLR decided after learning the IMSI/IMUI from the old VLR to go back to the old VLR and request the authentication data from there still one extra exchange would be required compared with GSM.

A situation as above where the new VLR repeatedly needs fresh authentication data may occur quite frequently, e.g. when a user drives a longer distance along a motorway. 

3 Super-Charger Concept and Sequence Number Based Authentication Mechanism

The super-charger concept as described in [1] is indeed not compatible with the sequence number based authentication mechanism as described in the main body of the current version of TS 33.102. In this version, authentication vectors must be deleted from the old VLR when a user moves to a new VLR. SA3 would like to point out, however, that it is currently discussing an enhancement to the window mechanism described in annex C.3 of TS 33.102 which would make the sequence number based authentication mechanism compatible with the super-charger concept. As soon as a decision has been taken on the enhanced window mechanism N2 will be informed by SA3.
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