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1 Abstract

The proposed mechanism allows authentication vectors to be retained in an old VLR when a user moves to a new VLR and to be used when the user comes back to the old VLR. 

A further consequence is that the parameter MODE is no longer needed. When authentication vectors are pre-computed in the Authentication Centre this halves the storage requirements in the AuC. 

The proposed mechanism requires extensions to the messages in the user identification procedures.

2 Introduction

The AKA mechanism described in the main body of TS 33.102 requires that authentication vectors are deleted when the user moves to another VLR. While this may not be a problem in most situations it may be desirable in certain cases to retain authentication vectors in a VLR for future use when the user comes back to that VLR. For this purpose, the window mechanism as described in Annex C.3 of TS 33.102 was introduced. In this mechanism, the USIM keeps track of which values in a window (SQNMS, SQNMS – w] it has already accepted. In addition to sequence numbers which are greater than SQNMS , the USIM now also accepts sequence numbers which are less than SQNMS , but greater than SQNMS – w [text in italics missing in annex C.3] provided the USIM has not already accepted them in a previous successful authentication. 

But the problem with the window mechanism as described in Annex C.3 of TS 33.102 is that – unless a very large window size is chosen – it may happen that a VLR still stores authentication vectors that have become invalid because their sequence numbers are no longer within the window. When these authentication vectors (AVs) are used, this will cause a synchronisation failure. The problem arises because the VLR does not know whether AVs it has in storage can still be used or not. 

This contribution proposes a mechanism to inform the VLR about which of the AVs it has in storage can still be used.

3 Description of mechanism

How can the VLR know about which AVs can still be used? 

(3.1) It must have information about the sequence numbers of the AVs it stores.

(3.2) It must have information about the value SQNMS of the counter and the window size w in the USIM.

· The solution to (3.1) is: The AuC includes the sequence number SQN in the clear in the AV. There is no security problem with that. (SQN in the clear is, of course, not forwarded to the MS.) The overhead is moderate.

· The solution to (3.2) is a modification of the user identification procedures: 
The reason why the sequence numbers are concealed is user identity confidentiality. So, it is reasonable to assume that the VLR may obtain information about SQNMS when it is able to obtain information about the user id. 

According to TS 33.102, there are  three possible ways in which the VLR can learn the identity of a user: 


(3.2.1) The user sends the IMUI to the VLR in the clear according to the first option in section 6.2 of TS 33.102. 
In this case, the user shall also send the counter value SQNMS and the window size w to the VLR in the clear. Section 6.2 of TS 33.102 has to be modified accordingly.

(3.2.2) The user sends the IMUI to the VLR in an encrypted fashion according to the second option in section 6.2 of TS 33.102, for an example see the enhanced user identity confidentiality mechanism in Annex B of TS 33.102. 
In this case, the user shall also send the counter value SQNMS and the window size w to the VLR in an encrypted fashion, using the same encryption mechanism (e.g. encrypted with the group key according to Annex B). The VLR forwards the encrypted material to the HE which decrypts it and sends it back to the VLR. Section 6.2 and Annex B of TS 33.102 have to be modified accordingly.

(3.2.3) The user user sends the temporary user identity TMUI to the VLR according to section 6.1 of TS 33.102. 

For this case, we propose that the VLR also allocates an unpredictable mask (MASK) to the user when he allocates a new TMUI to the user. The VLR then sends both, the new TMUI and the new MASK to the user over the encrypted radio channel. When the user uses the new TMUI to identify himself to a VLR he also sends the counter value SQNMS and the window size w concealed with the mask (by XOR-ing MASK with SQNMS || w). Just like for the TMUI, the association between IMUI and MASK may be stored at an old VLR, and forwarded from there to the new VLR in a location update.

Section 6.1 of TS 33.102 has to be modified accordingly. 

In section 5 below we show how sections 6.1 and 6.2 of TS 33.102 should be modified.

Using the modifications to the identification procedures described in (3.2.1), (3.2.2) and (3.2.3), the VLR can maintain parameters SQNVLR and wVLR which reflect the current value of SQNMS and the window size w in the USIM when the user is registered at the VLR.This is done in the following way:

· When the user successfully identifies himself to the VLR in one of the three ways (3.2.1), (3.2.2) or (3.2.3), the VLR also learns about the counter value SQNMS and the window size w. The parameters SQNVLR and wVLR will then be updated accordingly, setting them to the received values.

· When the VLR wants to use an authentication vector to authenticate a user it compares the sequence number of the AV (which it knows by (3.1) above) with the parameters SQNVLR and wVLR to determine whether the sequence number of the AV is still usable (i.e. greater than SQNMS – w). The VLR uses the AV only if this is the case. Otherwise, the AV is discarded. If the VLR has no usable AVs in storage it requests new ones.

· When a user authentication has been successful the parameter SQNVLR is set to the maximum of SQNVLR and the sequence number of the AV used in the successful authentication.

Note: It would be sufficient if the proposed extended user identification mechanism was only executed at location updates and whenever the VLR requested it. In this way, the additional load on the air interface would be small.

4 Advantages of the proposed mechanism

· VLRs may retain their AVs when the user moves somewhere else.
So, there is reduced number of AVs to be generated by the AuC in situations where AVs are not forwarded between VLRs. 

· Signalling is reduced. No cancel location messages are required. No AVs have to be forwarded between VLRs (but it may still be useful to do so). Fewer AVs may have to be sent by from the HE. 

· Storage required for pre-computed AVs in the AuC is effectively halved: It is no more necessary to distinguish between CS and PS, because CS-VLRs and PS-VLRs can now use their AVs in an interleaving fashion. Including SQN in an AV in the clear increases the length of the AV only moderately.

· The MODE parameter is no longer required.
5 Extended user identification procedures

In this section, the proposed changes to sections 6.1 and 6.2 of TS 33.102 are presented. They are indicated by revision marks. Modifications to Annex B may also be necessary.

6.1 Identification by temporary identities

6.1.1
General

This mechanism allows the identification of a user on the radio access link by means of a temporary mobile user identity (TMUI). In addition, it optionally allows the user to send the value of his sequence number counter and window size (according to Annex C.3) concealed by a mask (MASK). The concealment is achieved by XOR-ing MASK with the concatenation of  the values value of sequence number counter and window size. Both a  TMUI and a MASK have local significance only in the location area in which the user is registered. Outside that area they should be a accompanied by an appropriate Location Area Identification (LAI) in order to avoid ambiguities. The association between the permanent and temporary user identities and masks is kept by the Visited Location Register (VLR) in which the user is registered. 

The TMUI, when available, is normally used to identify the user on the radio access path, for instance in paging requests, location update requests, attach requests, service requests, connection re-establishment requests and detach requests. The user shall send the value of his sequence number counter and window size concealed by a mask (MASK) at every location update. The sending of this information at other events is optional.
6.1.2 TMUI reallocation procedure 
The purpose of the mechanism described in this subsection is to allocate a new TMUI/LAI pair and a new mask to a user.  By the new TMUI/LAI pair the user may subsequently be identified on the radio access link. The mask is used to conceal counter value SQNMS and the window size w.

The procedure should be performed after the initiation of ciphering. The ciphering of communication over the radio path is specified in clause 6.6. The allocation of a temporary identity is illustrated in Figure 2.
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Figure 1: TMUI Allocation

The allocation of a temporary identity is initiated by the VLR. 

The VLR generates a new temporary identity (TMUIn) and a new mask (MASK) and stores the association of TMUIn,  MASK and the permanent identity IMUI in its database. The TMUI and the MASK should be unpredictable. The VLR then sends the TMUIn and (if necessary) the new location area identity LAIn and the MASK to the user. 

Upon receipt the user stores TMUIn  and the MASK and automatically removes the association with any previously allocated TMUI and MASK. The user sends an acknowledgement back to the VLR.

Upon receipt of the acknowledgement the VLR removes the association with the old temporary identity TMUIo and MASKo and the IMUI (if there was any) from its database. 
A new MASK shall be allocated together with a new TMUI whenever a MASK was used in the preceding user identification. At  minimum, a new MASK must be allocated at every location update. 

6.1.3 Unacknowledged allocation of a temporary identity 
If the serving network does not receive an acknowledgement of the successful allocation of a temporary identity and MASK (if one was allocated) from the user, the network shall maintain the association between the new temporary identity TMUIn, the new mask  MASKn (if applicable) and the IMUI and between the old temporary identity TMUIo, the old mask MASKo (if there are any) and the IMUI.

For an user-originated transaction, the network shall allow the user to identify itself by either the old temporary identity TMUIo and use the old mask MASKo (if applicable) or the new temporary identity TMUIn and the new mask MASKn (if applicable). This allows the network to determine the temporary identity and mask stored in the mobile station. The network shall subsequently delete the association between the other temporary identity and mask and the IMUI, to allow the temporary identity and mask to be allocated to another user.

For a network-originated transaction, the network shall identify the user by its permanent identity (IMUI). When radio contact has been established, the network shall instruct the user to delete any stored TMUI and mask. When the network receives an acknowledgement from the user, the network shall delete the association between the IMUI and any TMUI and mask to allow the released temporary identities and masks to be allocated to other users.

Subsequently, in either of the cases above, the network may initiate the normal TMUI reallocation procedure.

Repeated failure of TMUI reallocation (passing a limit set by the operator) may be reported for O&M action.
6.1.4
Location update

In case a user identifies itself using a TMUIo/LAIo pair that was assigned by the visited VLRn the IMUI and the mask can normally be retrieved from the database. If this is not the case, the visited VLRn should request the user to identify itself by means of its permanent user identity. This mechanism is described in 6.2.

In case a user identifies itself using a TMUIo/LAIo pair that was not assigned by the visited VLRn and the visited VLRn and the previously visited VLRo exchange authentication data, the visited VLRn should request the previously visited VLRo to send the permanent user identity and the values of the sequence number counter and window size. This mechanism is described in 6.3.4, it is integrated in the mechanism for distribution of authentication data between VLRs. If the previously visited VLRo cannot be contacted or cannot retrieve the user identity, the visited VLRn should request the user to identify itself by means of its permanent user identity. This mechanism is described in 6.2.

6.2
Identification by a permanent identity

The mechanism described in here allows the identification of a user on the radio path by means of the permanent user identity (IMUI). 

The mechanism should be invoked by the serving network whenever the user cannot be identified by means of a temporary identity. In particular, it should be used when the user registers for the first time in a network, or when the serving network cannot retrieve the IMUI and mask from the TMUI by which the user identifies itself on the radio path. 

The mechanism is illustrated in Figure 3.
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Figure 3: Identification by  the permanent identity

The mechanism is initiated by the visited SN/VLR that requests the user to send its permanent identity. According to the user’s preferences, his response may contain either 1) the IMUI in cleartext, or 2) the user’s HE-identity in cleartext and an HE-message that contains an encrypted IMUI and the encrypted values of his sequence number counter SQNMS and window size w. 

Note:
The term HE-id denotes 3G equivalent of the information contained in MCC || MNC.

In case the response contains the IMUI, SQNMS and w in cleartext, the procedure is ended successfully. This variant represents a breach in the provision of user identity confidentiality.

In case the response contains an encrypted IMUI, SQNMS and w, the visited SN/VLR forwards the HE message to the user’s HE in a request to send the user’s IMUI, SQNMS and w. The user’s HE then derives the IMUI, SQNMS and w from the HE-message and sends the IMUI, SQNMS and w back to the SN/VLR. Annex B describes an example mechanism that makes use of group keys to encrypt the IMUI, SQNMS and w.
6.3.4 Distribution of authentication vectors between VLRs

The purpose of this procedure is to provide a newly visited VLR with unused authentication vectors from a previously visited VLR. The procedure is shown in Figure 10.
[comment (GH): it seems that one of figures 10 and 11 is superfluous.)]
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Figure 11: Distribution of authentication data between SN/VLR

The procedure is invoked by the newly visited SN/VLRn after a location update request sent by the user. Typically the user identifies himself using a temporary user identity TMUIo and the location area identity LAIo of a location area under the jurisdiction of SN/VLRo. In that case this procedure is integrated with the procedure described in 6.1.4. 
Upon receipt of the request the VLRo verifies whether it has any unused authentication vectors in its database and if so, retrieves MASK , unveils SQNMS || w  and checks whether the authentication vectors are still usable. VLRo sends the unused, usable authentication vectors to VLRn. The previously visited VLRo shall then delete all unused authentication vectors pertaining to that user from its database.

Upon receipt the VLRn stores the received authentication vectors. 

If VLRo indicates that it has no usable authentication vectors or the VLRo cannot be contacted, VLRn should request new authentication vectors from the user’s HE using the procedure described in 6.3.2.

� This work acknowledges the ACTS USECA project. 
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