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Scope and Objectives

In [S3-99158] three possible handover mechanisms between GSM and UMTS have been described and analysed in terms of security, efficiency and signalling load. The first of these mechanisms, albeit very secure, has the serious drawback that a registration of a GSM-SIM in a UMTS Network (GSIM roaming) is not possible. The other two mechanisms allow for GSIM roaming, but suffer from the problem that a UMTS subscriber is either

· offered only GSM level security, if he/she has initially registered in a GSM network or has been handed over to a GSM network during a call, irrespective of whether he/she is handed back to a UMTS network later (Mechanism 2)

or

· offered only GSM level security, if he/she has initially registered in a GSM network (Mechanism 3).

In this document a slight modification of mechanism 3 is proposed, that offers a UMTS subscriber the full level of UMTS security each time he/she is connected to a UMTS serving network, even if the initial registration has taken place in a GSM environment.

Description of Mechanism

In this modified version of mechanism 3, the UMTS HLR/AuC generates the UMTS Authentication Vector, consisting of RAND, XRES, AUTN, CK and IK, and sends it to a UMTS VLR or those GSM VLRs, that support intersystem handover from GSM to UMTS. For those GSM VLRs that do not support GSM-UMTS handover, from the UMTS authentication vector a GSM authentication triplett is derived by the AuC as in mechanism 3: RAND*=RAND, RES*=c1(XRES), KC*=c2(CK).

Other than in Mechanism 3, the GSM VLRs capable of GSM-UMTS handover derive the GSM cipher key KC* themselves, either by computing KC*=c2(CK), where c2 is a one-way function, as proposed in [S3-99158], or by setting KC*=i1(i2(k1(k2, where IK=(i1,i2) and CK=(k1,k2), as proposed by Ericsson in [S3-99166]. UMTS user authentication in a GSM BSS can now be performed as in mechanism 3. 

In case an GSM-UMTS handover to a UMTS-RNC occurs, the GSM-VLR  transfers the keys CK and IK as originally received from the subscriber's AuC to the new RNC.

Analysis

The modified mechanism 3 is as secure as mechanism 1 described in [S3-99158], in that it offers the full level of UMTS security to UMTS subscribers each time they are connected to a UMTS serving network.

On the other hand, there is an increased signalling load in comparison to mechanisms 2 and 3, due to the sending of the full UMTS authentication vector in most cases and the transfer of CK and IK to the new RNC in case of handover.

Moreover, the existing GSM infrastructure will have to be modified: Existing GSM VLRs will have to implement algorithm c2 or the alternative mechanism proposed by Ericsson [S3-99166] and have to be able to store and transfer CK and IK as part of UMTS authentication vectors.

Conclusion

The modified mechanism decribed above offers an increased level of security at the expense of an increased signalling load and modifications to the existing GSM network infrastructure. It may, however, be of interest for those GSM network providers who wish to offer USIM roaming capabilities in the future. For these providers, the increased level of security for their roaming customers may outweigh the costs of updating their VLRs.
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