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Proposed Liaison Statement to T1P1

Based on a review of LCS Phase 2 documents included in the T1P1 liaison statement and as a response to the questions presented in the liaison statement, SMG10 has the following recommendations and comments to T1P1.

Usage of 56-bit key DES to encrypt broadcast assistance data in E-OTD and GPS methods and storing the decryption key and decrypting the broadcast information in the ME is acceptable.

DES can be used to encipher variable length messages. Description of how variable length messages can be ciphered with DES can be found e.g. in public standards.

There is no need to cipher the LMU transmissions in E-OTD or GPS positioning methods. In the TOA method the LMU transmissions need to be enciphered. Also, in order to prepare future positioning methods, e.g. to the combined TOA and AOA method, the ciphering of LMU transmissions is even more important.

In order to guarantee the integrity of LMU measurements, the authentication of LMUs is necessary. Without authentication of LMUs, even one malicious LMU measurement report could result in erroneous location estimate(s) and decrease the LCS service reliability. It may even be possible to shift the estimated location to a predefined place by suitably determined malicious LMU measurement report.

For authentication and ciphering it is recommended that existing algorithms could be used, but this will require further work by SMG10 WPA.

The control of the authentication and ciphering procedures and storage of necessary keys could  happen in the SMLC instead of the MSC/VLR and AuC. 

Due to the short time scale proposed for approval of the LCS Phase 2 (i.e. at SMG#30), it is suggested that T1P1  forward the Stage 1, Stage 2, relevant new Stage 3 descriptions and CRs to SMG10 by email as soon as possible. SMG10 will then endeavour to respond to T1P1 with any further comments prior to the T1P1 meeting immediately preceding SMG#30.

The SMG 10 contact for this matter will be Simon Collins (SMG 10 Services sub-group chair) email: simon.collins@praesidium.com).
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