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During its August 3-5 meeting, SMG10 considered the Tdoc N1-99353 LS from SMG3 WPA / 3GPP TSG CN and the three attached CRs to 03.20, 03.60 and 04.08) 


SMG10 believes that the approach to encryption algorithm selection they suggested by SMG10 at their last meeting ( i.e. the choice of the ciphering algorithm should stay at the network side  and there should be an explicit indication of the selected ciphering algorithm before ciphering is started) is taken into account in the three proposed CRs.


SMG10 would however like to ask SMG3 WPA/3GPP TSG CN making the two following modifications in these CRs


[1°) The CRs as they are stated are not in line with the principle that was formerly agreed inside SMG10 and reflected in 03.20 that unlike in circuit switched GSM, encryption of GSPRS transactions should systematically take place (and not only be left to network discretion). SMG3 WPA/3GPP TSG CN is kindly asked to make sure that this will still be stated in the modified 03.20 and to remove sentences such as "if ciphering is to be used".]


2°) The description of procedure when the Ciphering Key Sequence Number (CKSN) stored in the network does not match the one received by the network should be sligthly reworded. It is suggested to replace the sentence part "then the network should authenticate the MS" by "then the network shall authenticate the MS, set a new ciphering key and reestablish the ciphering mode".


Outside from the two above reservations, SMG10 agrees with the proposed CRs.
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