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1 GPRS  





Tdoc SMG10 AP99-67 (and its A and B attachement) were considered. 





WPA believes that the approach to encryption algorithm selection they suggested by SMG10 at their last meeting ( i.e. the choice of the ciphering algorithm should stay at the network side  and there should be an explicit indication of the selected ciphering algorithm before ciphering is started) is taken into account in the three proposed CRs.  





WPA would however propose to modify the description of the procedure when the Ciphering Key Sequence Number (CKSN) stored in the network does not match the one received by the network. It is proposed to replace the sentence part "then the network should authenticate the MS" by "then the network shall authenticate the MS, set a new ciphering key and reestablish the ciphering mode".





2 IMEI





Tdoc SMG10 AP99-79 (LS from GSMA TWG and SG groups on IMEI security, and the four appended CRs) was reviewed. 


1°)  No objection was made to the overall approach suggested (i.e. requesting ME manufacturers to commit they have taken sufficient steps to prevent any fraudulent modification of the IMEI by physical, electrical or software methods, without making any specific recommendation regarding the suggested protection method).


2°) The consistency between the various CRs should be improved : the wording in Annex C, Annex D and Annex E should me made consistent with the wording of Annex B, and make clear that what is meant by "physical, electrical and software methods" are attack methods, not protection methods. The sentence "The ME shall correctly return [ ] IMEI when requested" is subject to misinterpretations and should be reworded.


4°) There were diverging views on how strong the statement that manufacturers shall ensure that IMEI cannot be modified should be. The issue was left for plenary discussion.














3 IST





Tdocs SMG10 AP99-76 and Tdoc SMG10 AP99-87 (TSG CN LS on IST for non CAMEL subscribers) were briefly reviewed. WPA did not identify real security mechanisms issues in that LS, and would like the two following security services issues to be checked at the plenary :





1°) The single mandatory IST level of support proposed by TSG CN consists in the so-called


basic IST capability, "that means that only the call activity that initiated the IST alert


message towards the HLR can be terminate when indicated in the IST alert response from his


HLR". Does such a basic capability cover the SMG10 requirements on non-CAMAL IST?





2°) TSG CN WG2 proposes to terminate emergency calls together with all other calls to a subscriber under IST conditions. Is that in line with the SMG10 security services expectations on non CAMEL IST? 





4 EDGE





Tdoc SMG10 AP99-89 (a CR to Recommendation 03.20 describing the adaptation of the A5 algorithm to accomodate the longer EDGE block length) was checked. The suggested choice to take into account the potential use of plaintext data blocks of shorter size than 348 bits was agreed to be the most simple solution. WPA recommends the adoption of that CR.
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