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Meeting was held interleaved with 3GPP SA3. Document reviewed were:-





Tdoc

Triplet reuse

80/81

Follow me service
78

LCS


86,88,SA3-99225

SMS Abuse

90

IMEI Security

79

Draft SS7 security threat analysis. Based on AP99-28 form meeting #1/99 will be updated by the chair.

1. Triplet re-use Tdoc.AP99-080/081

Both document 80 and 81 approved by WPB and WPB asks that the final draft document should be distributed  for approval. 
Action Tim Wright  Vodafone

2. SMS Abuse Issue Tdoc. Ap99-090

Discussion on the issue was held and a LS (AP99-090)  was prepared to give an out line of the issues and some of the actions needed  by operators.

3. Follow Me  issues  TdocAP99-078 

Issue was discussed, It was generally felt that it was to late be make change .That FIGS could be used to control subscriber activity 

Statement that it will mainly be used for the railways provides no protection from the service being misused by customer in general networks Password control, does not on its own provides adequate security. Additional services should utilise try to use existing security mechanisms were possible, and not passwords that are often set at a the generic level.

Networks may inadvertently offer  services  that customers could use and may be mis-used by customers. The specification should include provision that this feature must be switched off and under the operator control. 

A LS was prepared for approval Tdoc.AP99-091

4. IMEI security Tdoc.AP99-79

The group supported  the proposal but the review of the mechanisms should be carried out by  WPA.

5. SS7 Security threats document

The previous revised documented was redrafted to remove references to American examples by the chair. The document is now being redrafted and will be  sent to members by email for review before being sent to SMG#30.

6. LCS Tdoc.AP99-82 a, b ,c, d

Outline of the problems and issues of LCS were discussed and the following issues were noted.

Phase 1

Based on Time of Arrival (TOA) using an LMU in the networks will carry out measurement of the TOA of the burst channel / slot number. This information is sent by LMU to the SMLC via air  interface and look like a mobile using normal secure protocols. Either permanent or temporary channel is used  as required. SMLC asks the information of the subscriber from the BSC/ MSC. 

Phase 2

E-OTD (Observed Timing Difference)  the mobile carries out measurement and the LMU in this case carry out measurement of the  base site offset information  as the base site are  not synchronised

An alternative is the GPRS in the hand set reporting to the network.

In phase 2 TOA method will also be used using the LMU’s that will use the same communication methods

Security issues

The key problem in phase 2  is in the concept of the type B LMU that would like to have the ability of sending information from type  B LMU’s which are sending information on the real timing difference (RTD) and TOA information. There  are two issues one of confidence of the information source and the second is if the information could be obtained on the subscribers location where TOA information is sent as well. 

Off  air information could be used with TOA information to derive the location of  the subscriber and hence the communication of the information needs to be protected. Existing mechanism could be used such as A5/1 etc. 

. 

The need to have integrity of the messages were  identified to protect from the disruption from external sources and a MAC’ed. This is an additional need. 

An LS was prepared for response to T1P1 AP99-097  to convey the message that Authentication and Ciphering is recommended. The need for confirmation of authenticity was explained. Confirmation that  56 bit DES is acceptable for broadcast E-OTD data to be decrypted in the ME.

End.

