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1. Introduction

A simplified public-key mechanism to prove the mobile terminal identity together with a possible technical implementation is presented. The techniques are specially adapted to fit to the mobile terminal environment.

In 3G Security: Security Architecture [1] the mobile equipment identification still do not cover the terminal security requirements in [2].This contribution proposes a solution to integrate a secured provable IMEI in the mobile terminal to cover the terminal security requirements R7a,b,c. The solution integrates a tamperproof  physical identification module scalable for multi-identification profiles for future applications in the mobile equipment or in the unit to be identified.

The Mechanism proposed is expected to be relatively simple to implement, and would not require a substantial management overhead. The security level is scalable, it could be adapted  to the grade of  security required. 

The terminal identification mechanism proposed could be used  (probably optionally) to support other user security functions and open opportunities for new applications. It offers a new security infrastructure to the 3GPP mobile system for operator, manufacturer, and user.
2. Motivations

The necessity for  secured mobile terminal identification increases with the growing terminal functionality and applications. It is well known that the current terminal identity IMEI in GSM system is not secure at all, as it is not a verifiable entity [4]. 

The initial goal of having secured identity is to support the following security requirements [2].

2.1 Terminal Security Requirements:

R7a
It shall be possible to deter the theft of terminals.   (T10a,c,d)

R7b  It shall be possible to bar a particular terminal from accessing 3G services.    (T10a,c,d)

R7c
It shall be difficult to change the identity of a terminal to circumvent measures taken to bar a particular terminal from accessing 3G services.    (T10a,c,d)

The corresponding threats are:

T10a  Use of a stolen terminal and UICC: Intruders may use stolen terminals and UICCs to gain unauthorised access to   services.  (MAJOR)

T10c   Use of a stolen terminal: Users may use a valid USIM with a stolen terminal to access services.       (MAJOR)

T10d  Manipulation of the identity of the terminal: Users may modify the IMEI of a terminal and use a valid USIM  with it to access services.
(MAJOR)

T10e
 Integrity of data on a terminal: Intruders may modify, insert or delete applications and/or data stored by the terminal. Access to the terminal may be obtained either locally or remotely, and may involve breaching physical or logical controls.

The complexity of terminals, their capabilities and applications would  substantially increase in the 3rd Generation terminals. A provable terminal identity is essential for any future application which require any high grade of security.

2.2 Possible future 3GPP applications
Provable terminal identity is an essential requirement for any future application which needs mutual authentication between terminal and operator.  It is claimed that such applications would be necessary in 3GPP terminals. These applications are either operator dependent or operator independent or jointly operator/user dependent.

2.2.1 Operator dependent applications
1. Third party software applications could be restricted to certain terminals (secured licensing).

The service provider can limit some service to certain subset of terminals for some reason

2. Highly secured applications where a service is offered by a service provider for all users but only through a certain terminal or terminal group

3. Virtual Private Networks VPN are easier to configure through shared secret for user/operator. Or for end-to-end highly-secured applications (threshold schemes are possible)

4. Authority wants, for some legal reasons,  to force provable terminal identification

5. Proving legal criminal issues related to the use of terminal.

      (example: Back-tracing actions on certain terminal)

6. Software licensing through operator or other service provider over network MExE etc.

(software runs works only if it is licensed for the terminal)

7. Manufacturer offers secured software update/tele-service over internet or air interface for highly complex terminals. Manufacturer can establish his own security profile without involving the operator.

8. Others....

2.2.2 operator independent applications

1. Terminal can generates its own security for own applications (e.g. home applications)

2. Highly-secured user defined security profile is possible for Virtual Private Network  VPN if the user is not willing to fully trust the service provider.

3.  Software licensing for special user applications 

4. Authenticated voting, unforgable statistics

2.2.3 Joint operator/user dependent applications (threshold security)

1. Terminal can not deny service provided by some service provider who is not an operator

2. Certificates for use of software or service where both service provider (who is not operator) and user/terminal need mutual authentication

3. Jointly certified Voting, Statistics

4. Operator restricts some service to a terminal or group of terminals where the user is not defined.

User is charged just for calls and terminal (as service provider) is charged for the service provided.

3. Requirements and Assumptions 

The Identification technique should exhibit the following features:

· Cryptographic provable Identity

· Identity is not possible to modify or remove

· Identity is physically infeasible  to replace

· Low-cost implementation

· Security level should be similar to that of  USIM

· Implementation in existing hardware units with minor modification

· Low network management overhead

· Any attack on the terminal/unit identity should be time consuming and technically expensive

· Scalable security i.e. more processing time and data transmission results with higher security. A minimum of security level, is however to be guaranteed   

It is assumed that:


-  the terminal equipment to be identified includes a non-volatile memory unit.

- The identification process is not to be very frequently needed especially in it is  highest security modes
4.
Secured Terminal Identification mechanism

Two types of identification schemes are known, a symmetric (secret key) and asymmetric (public key) ones as in [5], [6]. A secret-key Identification mechanism was presented in [7]. A public-key terminal identification mechanism is proposed heir corresponding to the secret-key version presented in [7]. The following section presents an implementations scenario showing the expected hardware and software infrastructures needed to implement such functionality.

4.1 
Public- Key Terminal Identification Protocol

The first requirement towards implementing a provable identification scheme, is to implement a physically protected secret identity. This is achieved by integrating the identity in the terminal program memory just to save costs and not to implement an extra EEPROM element. Fig. 1 shows the principle of integrating the identification module in the non-volatile program memory.

Any asymmetric scheme requires  a cryptographic one way function incorporated together with the secret identity in the tamperproof hardware or software entity. We propose heir to use the modular squaring as a one-way function. This makes the hardware implementation quite simple as only a serial modular multiplier is required. The well known Fiat-Shamir Proof of Identity Protocol is proposed as Identification scheme. It appears very promising as a public key scheme with low computation complexity as only a modular multiplier is required. Fig 4 shows a simple form of  such a serial modular multiplier. This multiplier should  reside in the non-volatile memory chip to enable secured identification. Fig 2 shows a possible layout for Fiat-Shamir Protocol  for mobile environment. The scheme is scalable as the security depends on the number of secrets to be saved for every terminal. The system is not as secure as systems based on modular exponentiation for a single challenge however multiple challenges could enhance the security. The protocol could be more fine-tuned to fit to the mobile environment.  

4.2       Terminal Identification Module

Fig 3 shows the physical arrangement of the identification module to be integrated together with the simple modular serial multiplier in the terminal non-volatile program memory.

The secret identity  say XA is stored in a Write-Once-Memory (Terminal Identity Register). The first personalizing authority should write the secret identity in the memory. Once it is written, no more read and write access to that memory is possible (the last fuse bit is set). However if the secret holder do present the secret identity again (put the secret identity into the Terminal Update Enable Register), then the module would open the identity to be rewritten again (last fuse bit is cleared). This enables re-personalizing the terminal by the secret holder or the legitimate owner. 

The external interface to  the system program memory should not be changed. All functions described are to be carried out by read or write memory access cycles. A certain memory area should be reserved for that purpose. In that way a program memory keeps its behavior unchanged and shows no difference from a usual memory except that some particular address  accesses exhibit the cryptographic identification behavior needed.     

The Terminal Identity Register used to store the secret IMEI assigned heir as XA  is considered to be  a subset of memory cells which have Write-Only-Access (Xa1,Xa2,....). A secured Address Routing Unit  “SARU” should manage all dedicated special read write access cycles to achieve the desired  functionality. 

Multiple-Identity Profiles

This set of registers  described above could be repeated many times to generate several identity profiles. The first identity profile is used by manufacturer or operator or some authority  is assigned “ IDENTITY  PROFILE 0” in Fig 3. The same structure can be repeated as “IDENTITY PROFILE  1” or 2  up to n integrated in the same module. The additional identity profiles can be deployed for other operators, manufacturers, authorities or users to serve variety of different applications. The applications do not  have any operational collision, as only the identity owner is able to change identity but everybody is able to verify.

5.
Conclusions

The technique described appears to be simple in both implementation and management. Consulting chip manufacturers to check the production costs resulted with very promising estimates, as integrating the identification module together with a simple arithmetic unit  in the flash memory results  with relatively minor additional cost. On the other hand the modular serial multiplier can serve as a public-key infrastructure for other public key applications in the terminal.

The technique described in this contribution could  also be used to securely identify any system entity as base station etc.... as all units probably includes some non-volatile memory unit.

Multiple secured identity module appears to be a very useful quality and service upgrade for 3GPP mobile system over GSM system
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Where  (p1-1), (p2-1)  have large prim factor

 A:   YA  =  Xa12 ,  Xa2 2    ........   Xat 2  (XA=Xa1 ,  Xa2  ........   Xat  are kept secret)

 B:   YB  =  Xb12 ,  Xb2 2    .........  Xbt 2  (XB=Xb1,  Xb2  .........  Xbt  are kept secret)
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