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1
Object of this LS

TSG S2 has received following S3 documents on security requirements and architecture:

· TS 21.133
v3.0.0 (tdoc s2-99365 ) Security Threats and requirements 

· TS 33.102 
v3.0.0 (tdoc s2-99366 ) Security Architecture

· TS 33.120 
v3.0.0 (tdoc s2-99367 ) Security Principles and objectives

TSG S2 thanks S3 for this information and would like to make to S3 the comments listed in section 2 of this LS.

S2 would be very happy to receive from S3 feed-back to their comments and to have common feed-back from S1 and S3 about which requirements are for R99 and on the trade-off between improved security with regard to the re-use of ciphering keys versus service availability when VLR-HLR communication is disrupted (see sect 2.2 c))

2
S2 remarks on S3 documents

2.1
General remarks on the documents

· On document “Security Principles and Objectives & Security Threats and Requirements” . It is needed to clarify between S1 , S2 and S3 which requirements are for R99.  

· On document “Security Architecture” : could you clarify the mapping of requirements on features.   

2.2
Remarks on the “Security Architecture “ document

a) Could you precise whether paragraphs and appendixes are normative or informative. 

Nota 1 : for example, paragraph 5.1.2 Entity Authentication is handled by a mechanism described in paragraph 6.5, meanwhile, an other mechanism(not compatible with the first one) is described in appendix D2 : Is appendix D2 normative ?

Nota 2 : in appendix D2, algorithms f3, f4, f5 located in UE and in VLR of the serving network are used to establish ciphering key This is unacceptable as this does not allow each UMTS operator to choose its specific algorithms. 

b) On paragraph 6.3 “authentication and key agreement” : 

Sequence number in authentication vectors ( the UMTS n uplets) associated are checked at UE level : sequence number of new vector must be higher than sequence number of previous vector received. We understand this improves the level of security in UMTS in comparison to GSM by making impossible to re-use old authentication vector by MSC or VLR in extreme situations where HLR is unavailable (HLR overloaded or down)

But these situations are by nature non predictible by a potential hacker. Moreover constructors and network operator work together to keep occurences and duration of these situations at the level of exceptional events. Hence lowered security due to reuse of authentication vectors would be non predictible and exceptional also. 

Not re-using authentication vectors when HLR is unavailable will cause e.g. many incoming and outgoing calls to fail because they will not be authenticated, hence will worsen the impact of an HLR unavailability on UMTS network. 

Therefore the Service & Architecture aspects of this point should be Clarified by S1, S2 and S3.

c) On paragraph 6.4.7.1 and 6.6.9.3 inter system handover impact on ciphering and integrity keys

choice b (deriving the key in one system from the key in the other system) has two advantages :

· no impact on 2G nodes

· no impact on handover procedure duration

This is not the case of choice a, where there is re-authentication at handover which would be a complete new feature.

d) On paragraph 6.2 ciphering of permanent user identity IMUI

It is said that IMUI is ciphered according to the user's preferences.

· is it meant that the IMUI ciphering is always supported by all Home Networks, all Visited Networks and all UE ? It is suggested to allow the visited network to support, or not this feature (If this is agreed this will imply that the network could notify the UE if ciphered IMUI are accepted or not).

· by user, is it meant the actual UE User deciding, in real time or under circumstances to be precised (attach ?) to cipher IMUI or is meant a network operator setting the choice at USIM level upon subscription ?

e) On paragraph 6.3.5 resynchronisation of sequence numbers in the UE and Appendix C 

It is written in section 6.3.5 that the “ resynchronisation of sequence numbers in the UE “ procedure may be invoked by the HLR/AuC in the event of:

· a database failure in the HLR/AuC whereby the value of the counter SQNHE/MODE is lost;

S2 remark is that Upon HLR failure, the need to send a synchronization message to each UE known in HLR shall be avoided because of signalling load (after the reinitialization of the HLR there would be potentially as many re-synchronization procedures as there are subscribers in the HLR!) . Procedure described in sect. C.2  (sequence number based on GMT time since 2000) seems to fulfill this requirement.

· a message coming from the SN/VLR saying that the USIM has rejected AUTN because SQN £ SQNMS/MODE.

Appendix C.2 Note 2 says that in the case of the use of the algorithm in Appendix C.2, “the re-synchronisation procedure is not required [..] as time can be recovered from any source”.

Does it mean that the UE compares its GMT time with the SQN received in the authentication vector?

· If yes the algorithm works  only if accurate GMT time is available at UE level. For those terminal for which this is not the case, unitary UE re synchronization would still have to be performed. Assumption "time can be recovered from any source" may not be true. 

· If the UE is not supposed to compare its GMT time with the SQN received in the authentication vector (but only has to check that it receives increasing SQN from the network), a resynchronisation procedure is still needed, if the UE has stored a false value (software bug) of the last sequence number used.

f) paragraphs 6.3.2, 6.3.3, 6.3.4, 6.3.5 

Figures are wrong (they all describe P-TMSI Reallocation)

g) paragraph 6.3.4 distribution of authentication vectors, paragraph 6.1 identification by temporary identities

general remark  : the Circuit Switched case is described (Location Area ...). The Packet Switched procedures should also be described.

other remarks

* the case where no USIM/SIM is present, and equipment identity is 

used (IMEI) should be described.

* consistency with 23.20 v1.7.0 : why is TMSI signature concept not used here ? It is used in GPRS in particular to prevent faked Detach message to be accepted by the network. Is the UMTS Key Set Identifier in paragraph 6.4.3 to be used like the TMSI signature ?

h) paragraph 6.4.1 data integrity - general

* integrity protection should be applied in the RNC  (as it is assumed in the current text). Its move in the MSC/VLR should be envisaged only if some threat against terrestrial signalling links are identified. In this case the RNC-Core network links are not the only ones to be protected, and it is suggested to provide a more general mechanism.

* why is integrity protection applied to parameters included in ciphered messages (e.g. called party number in DTAP messages). As the ciphering is done by the UE and by the RNC, it is though that integrity protection will not add supplementary security in that particular case.

i) paragraph 6.4.5 and 6.6.7 : cipher and integrity algorithms ?

There are up to 8 proprietary algorithms. They must be shared between UE and Serving Network, so they can only be used when Serving Network is Home Network, to offer a higher security in Home Network. Is that right ?
