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1
Opening of the meeting

The first day and second part of third day of the meeting were chaired by Tim Wright, Vodafon. He welcomed the delegates to the 4th meeting of TSG SA WG3 on behalf of the hosts, Vodafone, BT and One-to-One. TSG SA Chairman, Mike Walker, chaired the meeting on the 2nd and first part of the 3rd day.

Objectives for the meeting: to complete the documents to be presented at SA #4 the following week in Miami. 

2 Approval of the Agenda

The agenda in S3-99150 was approved.

3 Registration and assignment of input documents

See Annex B.

4
Approval of the meeting report of TSG-SA3 Meeting no. 3

The draft report in S3-99157 was approved. The approved version is S3-99178.

Action Points from earlier meetings: 

AP6/2 from S3#2 (Chairman to include the request for joint SMG10 WPD meeting on LI into the report to SMG#29) is scheduled for SMG#29.

AP Peter Howard: to further specify the structure of parameters COUNT, BEARER ID and LENGTH with RAN2 in the joint RAN2/SA3 meeting on ciphering and integrity protection, 25th May, 1999, Berlin: This has been done, see also section 7.
AP Peter Howard (In section 6.4 [of 33.105, Cryptographic Algorithm Requirements], the clock speed of 20MHz  is not realistic, a realistic figure should be checked with mobile manufacturers): 20 MHz are still indicated in the latest draft. No comments have been received from mobile manufacturers. Guidance from SAGE should be searched instead/in addition. Per Christoffersson reported that SAGE has not indicated to have problems with the number of 20 MHz, see section 7.4.

AP
To look for the requirement to install integrity functions into USIM rather than UE: To be discussed under 9.1

AP To produce a CR in due time to 33.102 covering the modified conditions in S3-99124 (Criteria for Replacing the Authentication “Working Assumption”, source: Lucent): Done, see S3-99184 (revising S3-99182).

AP Charles Brookson: to draft a paper on benefits of secure IMEI: going on, input from Bosch is to be expected, see also S3-99168. As the corresponding TR 33.900 is included in the S3 spec list, it is not necessary to keep a formal AP .

AP Colin Blanchard:
To re-draft Td 105 as soon as possible, send it to S3 for comments, leave some days for checking in S3 and then send it to the other relevant groups: T, T1, T2, T3, RAN, RAN2, ?RAN3, CN, CN1, CN2, S2, S5: Done, see S3-99151.

AP Mike Walker to send a reply: Assuming that registration/location update is necessary, then all non-application related security features are requested: Status to be checked. 

Open action points:

· AP Mike Walker: to add a statement in the status report to SA#4 asking on requirements on secure IMEI

· AP all: To investigate the question of delay caused by en/decoding: Ongoing.

5 Review status of SA WG3 deliverables and input to Miami SA plenary

Td 132 was taken as basis. The specification numbers of not yet approved specifications are to be confirmed.

	
	
	Title
	Editor / Rapporteur
	Doc

No.
	Dates and milestones
	Status

	21.133
	V 3.0.0
	Security Threats and Requirements
	Per Christoffersson
	
	Approved at SA#3
	Completed

	33.102
	V 3.0.0
	Security Architecture
	Bart Vinck, Stefan Pütz
	
	Approved at SA#3
	CRs at SA#4

	33.103
	V 1.0.0
	3G Security: Integration Guidelines
	Colin Blanchard
	S3-99202
	Presented to SA#4 for information
	Approval planned at SA#5.

	33.105
	V 1.0.0
	Cryptographic Algorithm Requirements
	Takeshi Chikazawa
	S3-99201
	Presented to SA#4 for information and approval
	

	33.106
	V1.0.0
	Lawful Interception requirements
	Berthold Wilhelm
	S3-99204
	Presented to SA#4 for information and approval
	

	33.107
	
	Lawful interception architecture and functions
	Berthold Wilhelm (Provisional)
	
	1st draft by June 1999
	

	33.120
	V 3.0.0
	1 Security Principles and Objectives
	Tim Wright
	
	Approved by TSG SA #3
	Stage 1 completed

	33.900
	
	Guide to the 3G security
	Charles Brookson
	
	1st release by August
	

	33.901
	V1.0.0
	Cryptographic Algorithm design process
	Rolf Blom
	S3-99200
	Presented to SA#4 for information and approval
	


6
Reports / Liaisons from other groups

6.1 TSG-SA and its WGs

Note:
A summary of liaison statements exchanged between S3 and other groups is to be found on the FP server under LS99mmdd where mmdd indicate month and day. 

Mike Walker reported that he had agreed to send a liaison expert to all S2 meetings, so that the communication exchange would be improved and the number of liaison statements might be reduced.

S3-99140: No comments

S3-99135: From S2 to R3, CC S3 etc: Noted. As far as authentication is concerned, the mode is explicitly mentioned to the Home network.

· AP AB: to forward S3-99135 to R2. 

S3-99141: Noted.

S3-99142: S3 asked S2 for a stable draft on mobile IP. 

S3-99148, a LS from S2 on MAP signalling security.: To be taken under 13. A reply is not necessary: The work plan will be discussed at SA which will then make its decisions; these will be sent to S2.

S3-99149: See section 9.7.

S3-99160: It was clarified that it is not yet an official LS but still under discussion in S2.

S3-99144: See Section 9.3.

6.2
TSG-T, TSG-CN, TSG-RAN and their sub-groups

S3-99133: XRES of 32 bits is considered to be sufficient in S3; a longer XRES is not required from a security point of view, as 32 bits give a sufficient protection against a dictionary attack. A range between 32 and 64 was found reasonable in S2. It was also commented that transmission of unnecessary data on the radio interface should be avoided. 

Akira Hiroike explained strong reasons for NTT DoCoMo to request an XRES up to a length of 128 bits. 

Decision of S3 on XRES: S3 concluded that the range should be 32 bits to 128 bits. See also section 9.6 on 33.103.

RAND: A reduction to 64 bits not acceptable from a security point of view. For short time implementation reasons RAND could be truncated.

· AP Charles Brookson: To draft a LS to CN2 answering S3-99133. Also to comment that SQN has a range of 32 to 64 bits.

S3-99134: Ericsson and Cellnet indicated that they would like to continue to work on the issue of non-CAMEL IST. 

· AP Rolf Blom: to draft a response to S3-99134.

S3-99136: It was commented that S3 doesn’t have requirements in which layer to implement integrity protection. For the required definitive list of RRC messages requiring integrity protection, see also S3-99174, section 9.1.

· Action Point S3: To set up a definitive list which messages are /which are not to be integrity protected.

S3-99138: Noted.

6.3
Partners and their bodies

The poetry of this section header was praised again.

S3-99153 and S3-99154. The rapporteur (Berthold Wilhelm) asked for support from other delegates on Lawful Interception.

S3-99156 was noted.

7
Detailed specification of cryptographic algorithms (33.105)

S3-99159 is the draft report from S3 ad-hoc meeting #2 on cryptographic algorithm requirements. 

S3-99147 is V 0.1.1 of 33.105.

At S3#3 it had been decided to split the algorithm requirements documents in order to complete the description for ciphering requirements in time. Later it was found no more necessary to maintain the split, as the whole description will now be completed in time.

Comments at S3#4:

· Section 4.1 of S3-99147: there might be a contradiction to the sentence on export licensing restrictions. 

· Guidelines how to generate the non-standardized algorithms should be moved into 33.900.

· Wasenaar arrangement should refer to December 1998, because there have been other Wasenaar arrangements.

· 5.3.1: The LENGTH should not be an input parameter to f8, or it should be clarified what sort of input it is. The maximum length could be specified instead. 

· 5.3: The parameters should be aligned with the R2 description.

· 5.3.5: It was discussed whether these arguments also apply for the integrity algorithms.

· 5.3.5: Open points: X17 = number of gates (Ericsson proposed 10 000 gates), this was accepted as a working assumption by S3, 20 MHz as a clock speed was accepted as a working assumption. SAGE is comfortable with these numbers. Encryption speed (number of output bits per second): input from RAN required.

· 5.3.7.1 should refer to 5.1.7.8, which should be aligned with the integration specification. “Effective” should be clarified. 

· The mechanisms in section 5.2 are optional. It was agreed to move the section into an annex.

· Section 5.4 is not aligned with the Architecture spec.

· COUNT would typically be the hyperframe number, incremented each frame. FRESH is constant for one RRC connection. The definition and usage of COUNT and FRESH should be further clarified.

· X20 has to be specified (= length of MAC-I). 24 bits were agreed. The number should be sufficiently high to discourage an attack where a false BTS tries to guess MAC-I to (different) MSes. The Chairman commented that this is lower than the today applied standard length of at least 32 bits. 

· Section 4.1: It was agreed to add “successful” as first word of 2nd sentence.

· Section 4.2: It was agreed to delete the last sentence. (Background: Base Stations will be subject to export control.)

· Section 6: Proposed new 2nd sentence of section 6.2: Something in the sense: “It is expected that the PT assembled by SAGE will draw on the appropriate expertise in 3GPP. “

· Info on licensing: should be discussed under agenda item 11.1.

· Sections should be re-numbered correctly.

· The header of 7.2 should be changed to indicate “Implementor’s data”. 

· The header of 7.3 should be modified.

· Annex A of 33.105: An intention to patent the underlying proposals is not known.

· Action point Bart Vinck: To send the table in Annex C of 33.105 to the indicated groups to ask them to fill in their values. 

· AP: To check whether in 33.102 the value of X20 is specified as 24.

Decision of S3 on 33.105: Tdoc S3-99201 (revising S3-99194) was agreed to be forwarded as V1.0.0 of 33.105 to be presented to SA#4 for information and approval.

· AP AB or next S3: To correct figure 1 (if time permits, in Version 1.0.0, otherwise in a CR at next S3)

8
Integration of ciphering into RAN

Tim Wright presented S3-99143, Report of Joint RAN2/SA3 meeting on ciphering and integrity protection, 25th May, 1999, Berlin. (See also section 9.1.)

Comments to S3-99143: The R2 Chairman had explained that the change of a cipher key during a connection (with hard handover) would not cause major problems.

S3-99152 = RP-99333 is CR 25.301-003 on Description of ciphering model.

Comments:

· The cipher key should be called CK. It is not exchanged between the UE and SRNC.

· It was debated whether the figure 1 should be removed.

· It should be suggested that HFN can be reset to 0 after authentication.

· AP TW: To draft a LS with comments to S3-99152

S3-99162: This is a proposed change to section 6 of 33.102. See section 9.6. 

9 Security architecture (33.102)

9.1 Messages requiring integrity protection

Some parts of S3-99143 are were discussed in this context.

· AP S3 next meeting: A definitive list of messages requiring integrity protection to be produced for RAN (already mentioned earlier).

S3-99173 was presented by Valtieri Niemi. It proposes changes to 33.102 (Security Protection). It was agreed in substance. Comments:

· COUNT value to be stored in the USIM when a RRC connection is released is the most recent value used in the signalling plane. 

· It is still open whether the algorithm (f9) will be in the UE or USIM. The decision is postponed to the next meeting.

· What should happen if the mobile station discovers that integrity is not provided? Should it ask for a new authentication? How?

· AP next meeting: To decide where to put f9 (in the UE or USIM). To discuss what should happen if the mobile station discovers that integrity is not provided.

S3-99174 was presented by Valtieri Niemi. It gives a rationale for the integrity protection of messages and gives examples of such messages to be protected.

· AP next meeting: It should be examined when the integrity should be applied. For example, in certain circumstances when ciphering is applied it may not be necessary to apply integrity protection.

9.2
Synchronisation procedure

S3-99171 was presented by Günther Horn, proposing the specification of an enhanced synchronisation procedure in 33.102. Benefits: The procedure gets shorter, the amount of changes for MAP are reduced.

An analysis of the modified procedure in S3-99170, Result of formal analysis of the 3G authentication protocol with modified sequence number management, was noted. Günther Horn indicated that he has prepred another document with further analysis of the modified sequence management. This will become available as S3-99183.

Comments on S3-99171 and S3-99170:

· It has not been studied how this new proposal works together with a global counter (MS independent). This might create a contradiction with 33.103.

· Clarification on race conditions: It was commented that no distinction has been made between SE and VLR.

Decisions on S3-99-170 and S3-99191:

-
It was agreed to create a new report on formal analysis of security procedures.

-
Later in the meeting, a CR to 33.102 in S3-99180 implementing the proposal of S3-99171 was agreed by S3 to be presented to SA#4 for approval.

· AP Günther Horn: To make S3-99183 containing further analysis of the modified sequence management available. 

· AP Günther Horn, AB:
 To create a new report on Formal Analysis of Security Procedures

· AP all:
To examine consequences of the CR in S3-99180 (modified synchronisation procedure) on the option of a global counter in 33.103.

9.3 GSM-UMTS inter-operation, in particular GSM-UMTS handover

Bart Vinck presented S3-99158. Rolf Blom presented S3-99166. Both documents propose new mechanisms for management of cipher keys at hand-over between UMTS and GSM. 

· For determining a Kc at handover from UMTS to GSM, it is proposed to foresee “conversion” functions to derive Kc from CK only; 

· for going back to CK in a subsequent HO, 

· the original CK might be delivered again (e.g., by the anchor VLR) 

· or there might be another function to derive a new CK. The functions applied, say f and g, might have the property gfg = g, fgf =f.

Discussion in S3:

· There might be impacts on export restrictions.

· The existence of the conversion functions mathematically requires some compatibility of the algorithms.

Decisions of S3:

-
The meeting had a preference to withdraw the presently specified mechanism (“mechanism 1”). Between the new mechanisms “2” and “3” in S3-99158, a decision depends on further information how the UMTS – GSM – UMTS handover is realized.

-
A LS should be sent to inform S2, N2, T3, possibly others to inform them on the ideas discussed in S3 on handling of cipher keys at handover between UMTS and GSM.

· AP (Bart Vinck?): To draft a LS to inform S2, N2, T3, possibly others to inform them on the ideas discussed in S3 on handling of cipher keys at handover between UMTS and GSM.

S3-99144: Although not a LS to S3, this document was discussed. It raises the question which GSM identities and algorithms to embed in the USIM or in the smart card. It was commented that a UMTS-only operator can also be a “virtual” GSM operator (a GSM operator without GSM radio access) so that some potential problems might de facto not exist. It was commented that the LS might also be relevant for other groups, e.g. RAN.

9.4 Network domain security

Roland Schmitz presented S3-99146, a CR to 33.102 to introduce network domain security mechanisms, and S3-99145, describing the essence of the CR. 

· AP
A revision of S3-99146 in S3-99 to be agreed.

S3-99148: See 6.1.

9.5
Network wide encryption

Peter Howard presented S3-99164, providing some preliminary comments on a proposal for a key management scheme to support end-to-end security as specified in section 9.2.3 of 03.102. The document was noted. Delegates should discuss it further with the author.

9.6
Ciphering

S3-99162: This is a proposed change to section 6 of 33.102. The changes to 6.6.4 were not accepted. The way to establish the keys needs clarification (presumably the same CK for user plane CS and signalling plane CS, analogue for PS, but how is the key determined, e.g., when they run in parallel); also the question of change of CK is still unclear. The other changes were found acceptable. CR 33.102-002 in S3-99203 was agreed, introducing the new section 6.6.9.3 specifying at which layer ciphering takes place, depending on the layer 2 mode. 

9.7
Other

S3-99149 is a liaison statement from S2, summarising their review of S3 specifications.

· AP Tim Wright: To draft an answer to the LS from S2 in S3-99149 next week and distribute it in S3 for agreement.

S3-99167: This is a CR to 23.102 proposing to declare annex B (on enhanced user identity confidentiality) as informative. The only change is the addition of “(Informative)”. It was approved.

· Postponed Item:
S3-99168 was postponed as it would not result in a contribution for SA#4.

A CR in S3-99155 was approved.

10
Further specifications: 33.103, 33.106, 33.901

10.1
Integration requirements (33.103)

Colin Blanchard presented S3-99151, 33.103, Integration Guidelines, V0.0.2. Further actions needed:

· Feedback on lifetime

· Consequences of CRs agreed so far.

Further discussion:

· XRES: DTT Docomo asked for a maximum length of 128 bits. This was agreed, see section 6.2.2. The change has to be reflected in the next version.

· On parameters with a high maximum length, it was commented that the length indication encoding scheme could be adapted to encode a reasonable subset of lengths (so that encoding of a length L needs far less then log2(L) bits).

S3-99198 was approved to be presented with some modifications to SA#4 as V1.0.0 for information, see S3-99202. 

Amongst the changes asked for were the following:

XRES should have a length between 32 and 128 bits. This was agreed, see section 6.2.2. The change has to be reflected in the next version of 33.103. The parameters in the 2nd section 5.1.3 (which should be 5.1.4) from UN on downwards shall be deleted. Some duplications should be removed.

10.2
Lawful Interception (33.106)

S3-99169 is a list of chapters of the LI requirements documents. It was noted.

Berthold Wilhelm presented S3-99122, 3G TS 33.106, Lawful Interception requirements. 

A revision of S3-99191, version 1.0.0 of 33.106 in S3-99204, was agreed for presentation to SA#4 for information and approval. 

10.3 Cryptographic Algorithm design process (33.901)

A revision of S3-99175 in S3-99200 (revising S3-99185) was approved as V1.0.0 of 33.901 to be presented to SA#4 for information and approval.

11 Items from Chairman

11.1 Design process for algorithms

Mike Walker is in talks with the PCG for definition of the design process. It will be further discussed in their July meeting where Mike walker will participate. The funds for starting the work in SAGE are urgently needed.

11.2
Issues for chair to raise at SA #4

None.

11.3
3GPP/3GPP2 harmonisation

A proposal supported by many operators and manufacturers will be presented to SA#4 next week.

12 Output of the meeting

12.1
Timetable and priority list:

· AP Peter Howard:
A revision of S3-99165 with an updated timetable will be sent to SA#4 (maurice.pope@etsi.fr, carole.rodriguez@etsi.fr) as an input document during the week-end by Peter Howard/Mile Walker

12.2 CRs to 33.102: 

The following CRs were agreed for presentation for approval at SA#4:

	SPEC
	CR
	REV
	SA#
	VERS
	Tdoc
	SUBJECT
	CAT
	STATUS
	NEW_VERS
	Date of CR
	SOURCE
	STC_MEET
	STC_DOC
	IMPACT

	33.102
	001
	
	4
	3.0.0
	Xxx1
	Mechanism for data integrity of signalling messages
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	002
	
	4
	3.0.0
	Xxx1
	Description of layer on which ciphering takes place
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	003
	
	4
	3.0.0
	Xxx1
	Conditions on use of authentication information
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	004
	
	4
	3.0.0
	Xxx1
	Modified re-synchronisation procedure for AKA protocol
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	005
	
	4
	3.0.0
	Xxx1
	Sequence number management scheme protecting against USIM lockout
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	006
	
	4
	3.0.0
	Xxx1
	Criteria for  Replacing the Authentication “Working Assumption”
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	007
	
	4
	3.0.0
	Xxx1
	Functional modification of Network domain security mechanisms
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	008
	
	4
	3.0.0
	Xxx1
	Cipher key lifetime
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	009
	
	4
	3.0.0
	Xxx1
	Mechanism for user domain security
	C
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	010
	
	4
	3.0.0
	Xxx1
	Replacement of incorrect diagrams
	F
	
	
	990618
	S3
	4
	S3-99203
	

	33.102
	011
	
	4
	3.0.0
	Xxx1
	Precision of the status of annex B
	C
	
	
	990618
	S3
	4
	S3-99203
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Comments:

· CR 33.103-001 is S3-99188 

· CR 33.103-002 in S3-203 (revision of S3-99187 and S3-99162): the revision of S3-187 in S3-203 consists in correcting the specification number.

· CR 33.102-003 is S3-99179

· CR 33.102-004 is S3-99180 (with changed source)

· CR 33.102-005 is S3-99181 (with changed source)

· CR 33.102-006 is S3-99184 (with changed source, revising S3-99182)

· CR 33.102-007 is a revision of S3-99186 and S3-99146

· CR 33.102-008 is a revision of S3-99197

· CR 33.102-009 is a revision of S3-99172, 

· CR 33.102-010 is a revision S3-99155

· CR 33.102-011 is S3-99167: (a CR to 23.102 proposing to declare annex B on enhanced user identity confidentiality) as informative). 

Liaison statements/Statements in status report to SA

· AP Mike Walker: to add a statement in the status report to SA#4 asking on requirements on secure IMEI

· AP Charles Brookson: To draft a LS to CN2 answering S3-99133. Also to comment that SQN has a range of 32 to 64 bits.

· AP Rolf Blom: to draft a LS to CN2 responding to S3-99134.

· AP TW: To draft a LS to RAN with comments to s3-99152.

12.3
TS 33.103

33.103 in S3-99202 was approved to be presented to SA#4 as V1.0.0 for information.

12.4
TS 33.105

Tdoc S3-99201 was agreed to be forwarded as V1.0.0 of 33.105 to be presented to SA#4 for information and approval. The following changes had been requested a.o.:

· AP Valtieri Niemi: To elaborate a clarification to section 5.3.1 of 33.105 on length as a parameter (during the meeting).

· “Effective” should be clarified in 33.105. (AP Per)

· New version of 33.105 (Colin Blanchard)

· AP Valtieri Niemi
The definition of COUNT should be clarified and completed.

· AP for next S3: To correct figure 1.

12.5
TS 33.106

V1.0.0 of 33.106 in S3-99204 was approved to be presented to SA#4 for information and approval.

12.6
TR 33.901

S3-99200 was approved to be presented to SA#4 for information and approval.

13 Prioritisation and planning of work items

Peter Howard presented S3-99165, Current priorities for 3G security work, source: Vodafone. 

S3-99165, Current priorities for 3G security work, was presented by Peter Howard. It will be combined with the status list, responsible will be Peter Howard. 

Clarifications, comments:

· Short term priority was meant to mean “important, but not immediately needed”.

· Mike Walker will prepare an updated work plan for the next S3 meeting after having contacted the rapporteurs.

· Location information should be assessed at the next meeting.

· AP TW
To collect information on the status of location services for next meeting

· AP Stefan Pütz
To draft a LS on standardised transport mechanisms to the relevant 3GPP groups.

14
Future meetings

	Group
	y
	m
	d
	location
	Comments

	SMG10, S3
	99
	08
	03-06
	ETSI, Sophia Antipolis
	

	S3/T3
	99
	08
	24
	Sophia Antipolis?
	?


14 Any other business

15 None.

16 Close of meeting

The meeting was closed.
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	Stefan
	Pütz
	T-Mobil
	X

	Roberto
	Quattrini
	TIM
	

	Roland
	Schmitz
	Deutsche Telekom AG
	x

	James
	Semple
	ICO Global Communications
	X

	Benno
	Tietz
	MMO
	X

	Marco
	Tosalli
	Telecom Italia
	

	Peter
	Trautmann
	BMWi
	X

	Tervo
	Vesa
	Nokia Mobile Phones
	

	Bart
	Vinck
	Siemens ATEA
	X

	Berthold
	Wihelm
	RegTP
	X

	Tim
	Wright
	Vodafone
	X


Annex B: List of documents

[see separate Excel file]

