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1
Opening of the meeting * 
The TSG SA Chairman, Mike Walker, welcomed delegates to the 3rd meeting of TSG SA WG3. On behalf of the host, T-Mobil, Stefan Pütz, gave an opening address.

The Chairman set main objectives for the meeting:

· to complete the requirements specification on cryptographic algorithms so far that it can be sent to SAGE next week;

· to complete the cipher integration in RAN;

· to further elaborate the guidelines document, explaining what are the improvements in 3G, which new features are mandatory etc.;

· to complete the integration requirements.

2 Approval of the Agenda

The agenda in S3-99093 was approved with the following modification:

· to add “and strategic decisions” to agenda item 12.

3 Registration and assignment of input documents

See Annex B.

4
Approval of the meeting report of TSG-SA3 Meeting no. 2

The draft report in S3-99099 was approved by S3 with the following modifications:

· Clause 9: replace “TC security” by “SA WG3”.

· Typo in section 15.

· AP 3/2: replace “S1 chairman” by “SMG1 chairman”.

Action Points from earlier meetings: All action points are closed, except AP6/2 which is scheduled for SMG#29:

AP6/2:
Chairman to include the request for joint SMG10 WPD meeting on LI into the report to SMG#29.

5 Review status of SA WG3 deliverables

S3-99096 is the draft complete list of 3GPP specifications, status April 1999. It was noted.

The new numbering scheme for specifications was clarified: 3GPP specifications have numbers ab.cde, for example 33.102. The digit c indicates:

0
a Technical Specification (TS) corresponding to a GSM specification (a-2)b.cde; for example, 29.002 corresponds to GSM 09.02;

1,2,3,4
a TS replacing an earlier ETSI UMTS specification ab.de; for example, 22.100 replaces 22.00; or a TS which had no predecessor TS in GSM or UMTS;

9
a Technical Report (TR)

Charles Brookson presented S3-99125, Status of the TSG SA WG3 documents, source: DTI. A revision was distributed after the meeting as S3-99130.

6
Reports / Liaisons from other groups

6.1
TSG-SA

S3-99119 is the draft report of SA #3. It was noted.

Mike Walker presented S3-99094, Report on TSG-SA #3 to WG3 (Security) Members, source: SA WG3 Chairman.

Clarifications:

· On the access of user equipment with a SIM to UMTS, companies interested to specify the feature should carry out the work; the network should be able to reject service.

· There will joint meetings where participation of S3 delegates is necessary:

· a workshop on handover on 9-10 June in Sophia Antipolis

· a joint meeting with RAN2 during their meeting 25-28 May in Berlin

· a joint meeting with T3 on USIM issues during their meeting in June.

PI (during S3#3)
To plan participation at these meetings.

6.1.1
Liaison statements from TSG SA WGS

S3-99102, LS to S3 on Security requirements for VHE, source: S1 VHE ad hoc: 

AP Mike Walker: To draft a liaison statement as answer to Td102.

S3-99104, CRs 22.100 -A012 and 22.100-A013, source: TSG SA WG1, send by S1 to S3 asking for review: S3 recommends that, on security issues, 22.100 should just include references to S3 documents. 

AP Mike Walker: To draft a response to Td104 in that sense.

S3-99116, Liaison statement from S2 on requirements on GSM/GPRS evolution for UMTS(S2-99146 and S2-99110), source S2: 

Clarifications at S3#3: The specification 23.20 (now 3G TS 23.120) had been tabled at the last SMG10 meeting; it had been used when drafting the integration document of S3. 

S3-99117, Liaison statement on R99 Security Features (S2-99288):

Questions of S2 and answers from S3:

1) 
make it clear which security features that are to be developed for  inclusion in Release 99 

2) 
if possible, guide S2 on what functional entities (CN, RNC, Node B etc) and on what protocol level these features are to be implemented. 

S3 answer: Points 1 and 2 are covered by the answer to 116.

3)
clarify the plans for exact schedule for the new ciphering algorithm. 

S3 answer: The plans will be set up by SAGE and passed to 3GPP.

4)
create a backup plan to minimize the risk that due to tight time constraints new ciphering algorithm cannot be delivered early enough. 

S3 answer: Instead, priorities will be set up to reach a solution. The requirements from S3 will be made available. If SAGE fails to deliver in time, inputs from other groups inside, e.g. TIA and ISO could be examined. SAGE is meeting on UMTS security algorithms next week, and are open to be approached by volunteers with contributions. 

Clarifications at S3#3: Funding (around 350 000 Euro) should be addressed at partners meeting and PCG meeting. The integrity algorithms have the same scheduling as the ciphering algorithms. It is not clear whether SAGE should also develop authentication algorithms (they could be left to the operators). Integrity has to be standardised as it has to be applied in the visiting network.

AP Mike Walker: To draft a LS answering Td116 and Td117.

The question of phased introduction was raised. Mike Walker reported that SA concluded that R99 refers to a set of specifications and not to a date of implementation. In particular the changes to signalling caused by security issues seem to be minor.

S3-99118, Liaison statement on usage of GSM-only SIM Cards, source: SA:

The compromise solution in Td 118 proposes to:

1) support access to UMTS access networks while using cards equipped with either the GSM SIM, the UMTS SIM functionality or both as shown in the diagram in SP-99143 (all four blocks in the diagram shown below) and 

2) allow a serving UMTS operator the option to block access to the UMTS access network when a card equipped only with a GSM SIM is used.

Td 118 analysis that, in order to ensure functionality of the above compromise it is recognized that at least the following functionality will be required

· possibility for the network to detect the type of SIM used

· possibility for the network to restrict the access of GSM-only SIM user to the GSM access portion of a PLMN

Td 118 concludes that it was the assumption of the meeting that the companies (operators and their vendors) who require this capability should do the work on the signalling and mechanisms necessary to assure GSM functionality (security, authentication mechanism, services, etc.) are present in the UMTS specifications. 

Decision of S3#3: The liaison statement to SMG1, SMG2, SMG3, SMG9, SMG10, 3GPP TSGs: S1, S2, N2, R2, T3 in S3-99129 (prepared by Nigel Barnes) was approved by S3#3.

AP Ansgar Bergmann: To forward S3-99129 to SMG1, SMG2, SMG3, SMG9, SMG10, 3GPP TSGs: S1, S2, N2, R2, T3.

S3-99120, Information and request of advice about the use of an extra level of authentication for Mobile IP operations in UMTS, a liaison statement from S2:

AP Mike Walker: To draft an answer to Td120 indicating that we will work on it when there is a stable draft available from S2.

6.2
TSG-T, TSG-CN, TSG-RAN

For liaison statements from RAN2 and RAN3 in S3-99114 and S3-99115, see section 7. No other contributions have been received.

6.3
Partners and their bodies

The semantics of this agenda item were clarified. No input had been received.

6.4
Others

S3-99128, letter from the TR-45 AHAG Chairman, Christopher Carroll, to the S3 Chairman: The letter informs that AHAG is considering proposals for 3rd generation privacy and authentication; that they would like to consider 3GPP proposals for the sake of roaming; welcoming more extensive co-operation, for example a joint meeting.

It was clarified that co-operation with TIA (exchange of documents etc.) requires permission by SA and PCG.

AP Mike Walker: To draft an answer to Td128.

7
Integration of ciphering in RAN

Mike Walker had agreed with the RAN2 chairman Denis Fauconnier, that S3 should present their requirements at the next RAN2 meeting (one day between 26-28 May, Berlin).

S3-99115, Response to Liaison Statement from TSG SA WG3 on Security (r2-99326), source: R2:

Discussion in S3#3: S3 should address the change of cipher key and the one/two key issues. On synchronisation, S3 should have no opinion but have know the results. The concepts of data integrity and the difference between MAC and CRC have to be clarified to R2. 

AP Mike Walker: To draft a response to Td115.

Peter Howard presented S3-99101, Proposal for radio interface ciphering architecture, source: Vodafone

AP all/Peter Howard: to discuss 101 in an e-mail group so that a revision can be presented at the next RAN2 meeting.

S3-99114, Draft LS on Ciphering Algorithm Selection (r3-99316), source: R3, informing S3 that TSG RAN WG3 (responsible for the UTRAN Architecture) have taken the working assumption that the UTRAN will, taking into account the UE capability information, select the ciphering algorithm from a CN provided list.
Discussion at S3#3: Similar discussions had happened for GSM. A view was expressed that the question where integrity is terminated might have impacts: that, if it is terminated in the CN, then the RAN should not select the algorithm. 

PI: To further discuss Td114 once the liaison statement has been received.

8
Detailed specification of cryptographic algorithms

8.1
Ciphering algorithms

Takeshi Chikazawa presented S3-99108, Algorithm Design Group, source: Mitsubishi Electric Corporation, proposing that the algorithm design group include not only ESTI SAGE but also experts from other 3GPP partners (ARIB, T1, TTA, TTC).
AP Mike Walker: To propose PCG that SAGE should welcome experts for crypto-design from ARIB/TTC, T1 and TTA in the SAGE sessions on the matter.(ARIB proposes Mr. Matsui, Mitsubishi).

Takeshi Chikazawa presented S3-99109, Symmetric Cipher Algorithm MISTY1, source: Mitsubishi Electric Corporation. The document contains proposals for a ciphering algorithm.

AP Per Christofferson: To forward Td109 to SAGE.

Takeshi Chikazawa presented S3-99110, 3G Security: Cryptographic Algorithm Requirements V0.0.4, source Mitsubishi Electric Corporation.

Peter Howard presented S3-99095, 3GPP Access interface ciphering algorithm requirements (3GPP 33.xx version 0.1.0), source: Vodafone. The most important section is section 6, where there are diferences to the approach in Td110.

Discussion of Td110:

· It could be worth while to describe the requirements for the integrity algorithm in a separate document.

· S3#3 discussed to some extent whether they should speciy example algorithms for those algorithms which can be proprietary. One view was that either 3GPP should take full responsibility to standardize such algorithms, or doesn’t develop them at all.

Decisions of S3#3 on Td110 in general: 

· There will be a separate meeting for editorial improvements on Td110 (25 May, Berlin, see section 13). 

· S3-99110 should point to S3-99095 for the ciphering algorithm. 

· Descriptions of the other algorithms should be split as concerns ownership, location in the architecture, need for standardization. The ciphering and integrity algorithms need to be standardized, all others may be proprietary.

· There should be an annex dealing with annex D of the architecture spec.

AP Bart Vinck:
To convene editors’ meeting for Td110 on 25 May 1999 in Berlin.

Decisions of S3#3 on Td110, section 1:

· To clarify that the first 2 algorithms need to be standardized, the others may be proprietary

· To move the parentesis and its contents from bullet 1 to bullet 4.

· To add a footnot after “user authentication algorithm” on the currently preferred algorithm

Decisions of S3#3 on Td110, section 4:

· section 4.1: reference should be [1].

· to split sections 4.2 and 4.3 into subsections for the different algorithms indicating the location of those algorithms

· for the ciphering algorithm to point to Td 095, where the details should be further elaborated

· statement in 4.2, 2nd paragraph: To state the goals

·  to achieve free circulation of terminals; 

· to restrict any export control to infrastructure.

Decisions of S3#3 on Td110, section 5:

· To distinguish ownership for the different algorithms

· Section 5.1 needs modifications, for example 3GPP it has to be clarified whether 3GPP could own an algorithm, SAGE is an ETSI group, not a 3GPP group

Decisions of S3#3 on Td110, section 6:

· For the encryption algorithm, section 6 should just give references to Td095.

Discussion of Td095:

· There was some discussion whether licensing requires a patent.

· There was some discussion on pre-evaluation by manufacturers (which is not foreseen).

Decisions on Td095:

· In section 4 to state the goals

·  to achieve free circulation of terminals; 

· to restrict any export control to infrastructure.

· To delete “as a single chip device” insection 4.3.

· In 4.2 to change “Legal restrictions on the use or export of equipment containing cryptographic features that are enforced by various governments may prevent the use of equipment functions in certain countries.”

· Section 5 to be changed to reflect the decisions of S3#2: to replace “TBD by 3GPP SA” by “ETSI SAGE”; to add a footnote on participation of members from other SDOs in SAGE on the topic. To replace “recipients” by “users”.

· In section 5.1, begin of first sentence, to add “The right to use”.

· to replace “Kc” by “CK” and to replace “INPUT” by “COUNT”

· in fugure 1, to change the symbol for “XOR”

· in figure 1, to add an input indicating the direction

· to update parameter lengths as agreed in the discussion of S3-99105 (see section 10); the BEARER ID should be specified to be 8 bits (working assumption); for the LENGTH, to contact RAN 

· in section 6.1.1, to replace the first sentence by a statement that the KC will be structured so that the first N significant bits will be used by the algorithm. Delete last 2 sentences. 

· In section 6.1.2, to state that SAGE will be advised once the structure of COUNT has been determined

· MODE should be deleted

· 6.3 should be deleted

· In section 6.4, the clock speed (20MHz) is not realistic, a realistic figure should be checked with mobile manufacturers. 

· In section 7: “in hardware” instead of “as a single chip”; not more than 10000 gates for doing the en-and deciphering on one duplex channel; to add that, where possible, attention should be payed for efficient software implementations;

· delay caused by the en/decoding: a value has to be specified; information might be found in GPRS specifications; working assumption: 10/16 ms

· on other aspects loke start up time, initialisation time, etc., Rolf Blom will produce a document.

· to delete section 8.4; it can be re-drafted in due time.

· to further elaborate the scope of the design and evaluation report

AP Peter Howard: to clarify structure of COUNT, BEARER ID and LENGTH with RAN2 (Liaison statement).

AP Peter Howard: In section 6.4, the clock speed (20MHz) is not realistic, a realistic figure should be checked with mobile manufacturers

AP all: To investigate the question of delay caused by en/decoding

8.2
Other algorithms

Some aspects were discussed under section 8.1, see above.

9
Security architecture

33.102 V3.0.0, Security Architecture, was available at the meeting as S3-99112.
9.1
Integrity protection

Valtteri Niemi presented S3-99123, Integrity protection mechanism, source: Nokia.

AP Valtteri Niemi: To turn the proposal into a CR for 33.102 (for S3#4).

Comments:

· On 3),: What should the USIM do with the HFN. Actually the USIM cannot ask for a new key.

· The integrity mechanism has to be elaborated. S3 are lacking input.

· It is an S3 agreement that the integrity mechanism should be placed into the RNC and User Equipment. However, 33.102 (section 6.4.1) requires RNC and USIM. One problem is that between calls, the RNC would have to retrieve the information from thCN. This however is also the case for ciphering. Example; Detach should be integrity protected. How is it done?

· Highest commonality between integrity and ciphering should be sought.

· What is the number of critical messages?

· One reason for integrity is to avoid false base stations.

AP
To look for the requirement to install integrity functions into USIM rather than UE.

AP
To check whether 123 fulfils the requirements to disable false BS

9.2
Authentication and key agreement

Günther Horn presented S3-99097, Formal analysis of 3G authentication and key agreement protocol, source: Siemens. This contribution presents an analysis of the 3G AKA protocol using an enhanced BAN logic, defining several security goals and proving that they are met.

Comments: There are two alternatives under study, one using sequence numbers, and another one, for which inputs have not been received.

A logic (temporal logic of actions) for studying the re-synchronisation problems is actually being worked out.
Peter Howard presented S3-99098, Comments on authentication and key agreement protocol, source Vodafone.

Günther Horn presented S3-99126, Brief response to Vodafone’s comments on authentication and key agreement protocol, source: Siemens AG.

Comments on S3-99098 and S3-99126: It was clarified that the availability of the functions can be later than the completion date of R99 specifications.

Results in S3#3: It was a common view in S3, that 

· the USIM blocking problem should be further looked at – either to show that it cannot normally happen, or to address it. 

· S3 should specify guidelines for SN generation.

Rolf Blom presented S3-99113, Proposal for use of common RAND in GSM and UMTS authentication, source: Ericsson.

Clarifications and comments at S3#3: 

· The A3/8 used would still be network dependent.

· Should there be the same SRES in GSM and UMTS? To be discussed.

· It will presumably be a normal case that the same switch in the network is used for GSM and UMTS radio access, e.g., during handover.

· Ericsson will provide further contributions on the issue.

Michael Marcovici presented S3-99124, Criteria for Replacing the Authentication “Working Assumption”, source: Lucent. The document discusses the state of discussion concerning the working assumption to use the Sequence number (SQN) for authentication; still, a backup proposal, “Authentication Based on a Temporary Key”, is preserved in annex D of 3G TS 33.102. Td124 proposes conditions which have to be met before the working assumption might be changed.

Decision of S3#3: The conditions are accepted with the following modification: Second bullet: to delete the part of the 3rd sentence following the word “protocol”. The conditions should be put into annex C, a coresponding CR has to prepared in due time.

AP To produce a CR in due time to the security architecture specification covering the modified conditions in Td124.

9.3
IMEI security

Stefan Pütz presented S3-99106, Proposal for IMEI security, source: Mannesmann Mobilfunk, T-Mobil. 

Comments: 

· Whether the software could be patched to bypass the check of the MAC function.

· Alternative proposal to have public key in the MS, the NW to verify the MS.

· Same key or different keys for different terminals? Same key for all MS of one brand.

· Some scepticism about the security of the proposal.

· Some view to leave solutions to manufacturers; on the other hand that this has not been successful so far.

· New terminal directive puts stricter requirements on the IMEI protection. Also it is required by US regulation.

· View that the term “physical protection” is unclear.

· Proposal to include point 2. of section 3 as a requirement into 33.102.

Wael Adi presented S3-99127, Secret-Key Mechanisms for Secured Terminal Identification, source: Bosch Telecom. The paper proposes a physically protected identification module in the terminal to run a symmetric or asymmetric challenge/response protocol to verify the identity of the terminal.

Comments:

· Identification protocol: CNET had proposed a signature scheme in SMG10. A requirement for a verification protocol has not been agreed so far.

· A zero knowledge identification scheme may be used to avoid mis-use restricting free circulation of mobiles.

Charles Brookson recalled the meeting the reasons for requiring a secure IMTE:

· Identification of type approval

· Stolen mobiles

· Identity of mobile for fraud, legal interception etc.

Decisions of S3#3 concerning 106 and 127: 

· To seek guidance of next SA meeting to which extent to provide security of IMEI. 

· Charles Brookson to draft a paper on benefits of secure IMEI.

AP Charles Brookson: to draft a paper on benefits of secure IMEI

AP Mike Walker: to produce a paper for SA asking on requirements on secure IMEI.
9.4
Other

Stefan Pütz presented S3-99111, Extended Proposal for Securing MAP Based Trans-mission of Sensitive Data between Network Elements, source:T-Mobil, Mannesmann Mobilfunk, Deutsche Telekom.

AP all, Stefan Pütz:
To comment on 111 until 1 June 1999; Stefan Pütz to draft a LS to further interested groups: S2, CN, CN2, CN3, SAGE, asking for comments in substance, also indicating the intended further proceeding; then Stefan Pütz to produce a change request for the meeting on 17 and 18 June 1999. Aim to agree a CR at that meeting. 

Note: The Liaison Statement has been sent to these groups as S3-99131 with attached S3-99111 after the meeting. 

10
Integration requirements

Colin Blanchard presented 105, 3G Security: Integration Guidelines, source: rapporteur.

Comments:

· Editorials, e.g., new spec numbers in the references.

Comments on section 5:

· different counters for packet and circuit are one option

· different options should be included

· to introduce a “lifetime” column

· group key to be added

· concerns on amount of dynamic values in the USIM

· parameter size refers to the field length, and does not indicate which range of values would be used

· there may be different CK for one user for circuit switched and packet switched mode.

· Counters on the USIM: the number of value updates before the memory wears out should be considered. 

Comments on section 6:

· It should restrict to where the functions are, and refer to S2 specs for signalling flow etc.

Decisions of S3#3 on parameters (section 5): the following modified values were agreed:

· CK, IK, RAND, K: 128 bits

· XRES, SQN, AK: 32-64 bits

· MAC: 64 bits

· MODE: 1 bit

· TMUI: no security requirements (except from guess attack protection). Requirements relate to uniquenes within a location area and shold be identified by other groups

· GK:  128 bits(must be mentioned for AuC as well)

· GI: same as IMUI? to be further discussed.

· SQN-W: 10 bits

Other decisions of S3#3 on section 5:

· The algorithms should be moved to section 6.

· The use (and usefulness) of counters on the USIM should be re-discussed.

· Keys are missing for UE.

· parameters for inter network security are missing, in particular the block cipher key (128 bits? To be confirmed by Per Christofferson)

· it should be clear in the document which parameters are defined by S3 and which are not

AP Colin Blanchard:
To re-draft Td 105 as soon as possible, send it to S3 for comments, leave some days for checking in S3 and then send it to the other relevant groups: T, T1, T2, T3, RAN, RAN2, ?RAN3, CN, CN1, CN2, S2, S5.

11
Guide to 3G security

Peter Howard presented , S3-99121, Addressing 2G weaknesses, source: Vodafone. It should be used for drafting the guide to 3G security (rapporteur: Charles Brookson).

12
Prioritisation and planning of work items

Peter Howard presented S3-99103, Priorities for 3G security work, source: Vodafone.

Discussion at S3#3: A column to distinguish short term and long term priorities should be added. Some features are missing, e.g., location services. Inputs are welcome.

Decisions at S3#3: The document will be attached as a living document to the new versions of the status list (updates of S3-99125).

13
Future meetings

group
y
m
d
location
comments

S3
99
06
16-18
London (DTI or BT)


SMG10
99
08
03-06
ETSI, Sophia Antipolis


S3 ad hoc
99
05
25
Berlin
editors’ meeting on AP99-110

R2
99
05
25
Berlin
presentation of ciphering requirements at R2

R2/S3
99
05
26-27?
Berlin
joint meeting on ciphering (to be convened only if necessary)

T3/S3
99
06
?
?
conference call or meeting, details to be clarified by Stefan Pütz

Next S3 meeting: 16-18 June, London (hosted by DTI or BT?). Documents required for then:

· integration document

· change request for MAP security

· personalisation document

· lawful interception for presentation at SA#4. The latest version was available at S3#3 as S3-99122. Delegates should comment until end of May, in particular to comment the editors notes.

· Requirement specifications for cipher and integrity algorithms

AP Charles Brookson / Colin Blanchard: To check hosting of next S3 meeting, 16-18 June 1999, London.

AP Ansgar Bergmann to check hosting of August meeting in Sophia Antipolis (3-6 August)

Participation at joint meetings:

· a workshop on handover on 9-10 June in Sophia Antipolis: Colin Blanchard will participate

· a joint meeting with RAN2 during their meeting 25-28 May in Berlin: presentation on 25 May, only if necessary, a joint meeting on 26 or 27 May

· a joint meeting with T3 on USIM issues during their meeting in June - has to be moved or a conference call could be organised. Stefan Pütz will talk to Günter Maringer.

14
Any other business

Question from Tim Wright on security requirements for a “no service” mobile. (Further information is in T2-99385 and T2-99334)

AP Mike Walker to send a reply: Assuming that registration/location update is necessary, then all non-application related security features are requested.

15 Close of meeting

Mike Walker thanked T-Mobil for the perfect hosting. The meeting was successfully closed.
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