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1. Overall description:
As part of its WID on H(e)NB security aspects, SA3 has reviewed the procedure for UE registration to an HNB that has been agreed in RAN3 by email discussion in R3-082386. As a consequence of the review, SA3 would like to make the following comments:
Placement of access control functions

The placement of the access control function in the HNB architecture is left for further study in R3-082386. SA3 would like to highlight that performing access control in the HNB GW has security advantages compared to performing it solely within the HNB. This is because it prevents an attacker from being able to circumvent access control procedures by tampering with the access list in the HNB. Circumventing access controls in this way could allow a malicious HNB owner to eavesdrop on, or masquerade as, mobile users that are have not been explicitly added to the access list through normal operator controlled procedures. While SA3 recommend to perform sensitive HNB functions, such as access control, encryption and integrity protection, inside a trusted environment on the HNB, performing access control in the HNB GW provides an additional level of protection for deployment scenarios where the HNB is not sufficiently trusted. 

Based on its security analysis, SA3 recommend that an option exists in the HNB architecture to perform access control in the HNB GW for deployment scenarios where the HNB is not sufficiently trusted. If RAN3 decide to mandate access control in the HNB for non-security reasons, then SA3 would also find this acceptable. Note that a condition on this solution is that the access list should not be provided to the HNB GW via the HNB in such a way that the HNB could modify the list en route to the HNB GW. Note also that the security benefits of performing access control in the HNB GW are achieved even if RAN3 decide that an additional access control function is also performed in the HNB. 
While this guidance is primarily related to the UE registration procedure for HNB in R3-082386, the same security analysis is also applicable for HeNB scenarios.

IMSI exposure
The mechanism for UE registration in R3-082386 forces legacy UMTS UEs entering an HNB area to perform a location update request. Since the location update request may use TMSI, R3-082386 defines procedures for requesting the IMSI from the UE over the radio interface in order to perform access control. 

Requesting IMSI in the clear from the UE in this way increases exposure to passive eavesdropping of user identity in areas of HNB coverage which could reduce the overall level of user identity and location confidentiality provided in UMTS. However, it should be noted that even if such IMSI requests were prohibited in HNB deployments, UMTS users would still be exposed to active IMSI catching attacks, which are not prevented by the UMTS security architecture. Nevertheless, SA3 would still like to request that  RAN3 study whether cost effective and reliable solutions can be specified for performing access control for legacy UMTS UEs that avoid having to request IMSI in the clear from the UE and provide feedback to SA3.
One way to avoid requesting IMSI in the clear from legacy UEs is to ensure that the HNB entity performing access control is kept updated with the latest TMSI for every IMSI on the access list for a particular HNB. This could be done by pushing the latest mapping down from the core network, or by providing the means for the HNB to quickly fetch the mapping when needed. In this way, if the HNB receives a location update request with an unknown TMSI it can safely assume that the UE is not on the access list and proceed to reject it. However, SA3 recognise that providing such a mechanism may be challenging in an environment where UEs perform regular TMSI re-allocation while moving around the macro network. 

SA3 recognize that another way to avoid increased IMSI exposure is to perform UE registration based on the Closed Subscriber Group method. However, SA3 accepts that this method does not work for legacy UEs that do not support CSG.

Draft SA3 TR on H(e)NB security aspects

SA3 would like to take this opportunity to provide RAN3 with the latest draft of its TR on H(e)NB security aspects. 
2. Actions:
To RAN3:
· SA3 kindly asks RAN3 to take into consideration the above guidance relating to the placement of access control functions and provide feedback to SA3.
· SA3 kindly asks RAN3 to study whether cost effective and reliable solutions can be specified for performing access control for legacy UMTS UEs that avoid having to request IMSI in the clear from the UE and provide feedback to SA3.
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