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Introduction

H(e)NB will have mandatory device authentication and optional hosting party (HP) authentication. These two authentication can be done in different ways and in practice the deployed products (H(e)NB and SGW) might support only mandatory authentication or both optional and mandatory. Thus there will be a necessity to negotiate the type of authentication that should be used for a given H(e)NB connecting to the operator network (SGW). In this document a pCR is proposed for authentication negotiation assuming (1) device authentication by certificate or EAP-AKA and (2) hosting party authentication using EAP-AKA. The solution presented in this document assumes the use of IKEv2 multiple authentication.
The document starts with a discussion of available authentication mechanisms and those chosen for study in this document. After that an explanation is given of how different authentication methods can be identified using IKEv2 multiple authentication messages. A final section then presents the solution for authentication method negotiation. pCR with the method for authentication negotiation is given at the end of this document.
Authentication Methods

It is agreed that in H(e)NB we will have mandatory device authentication and optional hosting party authentication. Authentication can either be done by certificates based solution or EAP-AKA. This brings a few combinations of authentication methods:

1. Device authentication with certificates, without HP authentication

2. Device authentication with EAP-AKA, without HP authentication

3. Device authentication with certificates, and with HP authentication using certificates

4. Device authentication with EAP-AKA, and with HP authentication using certificates

5. Device authentication with certificates, and with HP authentication using EAP-AKA

6. Device authentication with EAP-AKA, and with HP authentication using EAP-AKA
EAP-AKA is expected to be the solution of choice for HP authentication thus 3rd and 4th authentication combinations given above are not considered in this document. 

Authentication Type Identification
In this section means to identify the authentication combination type is explained in preparation to the next section where the solution is given; also see Figure 1.
1. Method to check whether there will be only device authentication or both device and HP authentication: 
(a) SGW message: If the IKE_SA_INIT response from SGW does not include ANOTHER_AUTH_FOLLOWS then it is clear to H(e)NB that multiple authentication cannot be done. Thus only device authentication will be possible using certificate or EAP-AKA.
(b) Similarly one needs to check H(e)NB response IKE_AUTH request whether it contains MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS. If IKE_AUTH request does not contain the given values then it means that only device authentication can be done. If the values are there then both device and HP authentication can be done.
2. Method to check the type of device authentication (certificate based or EAP-AKA based): 
(a) We need to check whether there is a CERTREQ in IKE_SA_INIT response from SGW to H(e)NB. If there is a CERTREQ then certificate based device authentication will be done otherwise it will be EAP-AKA.

(b) Similarly for message from H(e)NB to SGW in IKE_AUTH request we should check the AUTH. If there is no AUTH that means EAP-AKA authentication will be done.
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1. IKE_SA_INIT request

HDR, SA, KE, Ni

2. IKE_SA_INIT response

HDR, SA, KE, Nr, CERTREQ, 

N(MULTIPLE_AUTH_SUPPORTED)

3. IKE_AUTH request

HDR, SK{SA, TSi, TSr, IDi=NAI, IDr, 

CP(CFG_REQUEST), AUTH, CERTREQ, CERT, 

N(MULTIPLE_AUTH_SUPPORTED), 

N(ANOTHER_AUTH_FOLLOWS)}

CERTREQ == TRUE shows 

certificate based 

authentication is to be done 

otherwise it should be EAP-

AKA

MULTIPLE_AUTH_SUPPORT

ED == TRUE means SGW 

supports RFC 4739 thus 

device and HP 

authentication can be done 

else only device 

authentication is done

MULTIPLE_AUTH_SUPPORTED==TRUE and 

ANOTHER_AUTH_FOLLOWS== TRUE shows 

H(e)NB supports RFC 4739 and that next 

authentication will follow thus device and HP 

authentication is done otherwise only HP 

authentication is done

AUTH == TRUE means certificate 

based authentication can be done 

otherwise EAP-AKA based device 

should be done


Figure 1 What is what in the IKEv2 multiple authentication messages.
Authentication Method Negotiation
The negotiation of the authentication mechanism follows the following principles:

· It is mandatory for a H(e)NB to support device authentication using either certificate or EAP-AKA
· It is optional for a H(e)NB to support the dual authentication using certificate or EAP-AKA for device authentication and EAP-AKA for hosting party authentication
· The SGW must support at least one of the two authentication mechanisms given above –  which one is a deployment-specific decision

· Even if the SGW supports both authentication mechanisms it may reject the use of one of them based on operator policy

Based on the criteria given in previous section the authentication method negation solution is proposed in the table below.
Table 1 Authentication method negotiation.
	
	SGW includes MULTIPLE_AUTH_SUPPORTED and CERTREQ payload in the IKE_SA_INIT response
	SGW includes MULTIPLE_AUTH_SUPPORTED but not CERTREQ payload in the IKE_SA_INIT response
	SGW does not includes MULTIPLE_AUTH_SUPPORTED but includes CERTREQ  payload in the IKE_SA_INIT response
	SGW does not include MULTIPLE_AUTH_SUPPORTED and CERTREQ payload in the IKE_SA_INIT response

	H(e)NB includes AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 1: Certificate based device and EAP-AKA based hosting party authentication is done
	Case 2: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow certificate based device authentication and EAP-AKA based hosting party authentication
	Case 3: Not applicable because message from SGW is sent before the one from H(e)NB. Thus the H(e)NB will not request multiple authentication
	Case 4: Not applicable because message from SGW is sent before the one from H(e)NB. Thus the H(e)NB will not request multiple authentication


	H(e)NB does not include AUTH but includes MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS payloads in the first IKE_AUTH request message
	Case 5: Depending on the ID of H(e)NB and operator policy the SGW may allow EAP-AKA based device and hosting party authentication
	Case 6: EAP-AKA based device and hosting party authentication is done
	Case 7: Not applicable because message from SGW is sent before the one from H(e)NB. Thus the H(e)NB will not request multiple authentication

	Case 8: Not applicable because message from SGW is sent before the one from H(e)NB. Thus the H(e)NB will not request multiple authentication

	H(e)NB includes AUTH but not MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 9: Whether the SGW will accept the use of  device (certificate) authentication only is a matter of operator policy and SGW capabilities 
	Case 10: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow certificate based device authentication
	Case 11: Certificate based device authentication
	Case 12: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow certificate based device authentication

	H(e)NB does not include AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 13: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow EAP-AKA based device authentication
	Case 14: Whether the SGW will accept the use of  device (EAP-AKA) authentication only is a matter of operator policy and SGW capabilities
	Case 15: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow EAP-AKA based device authentication
	Case 16: EAP-AKA based device authentication 


In case 9 and 14 even if the SGW supports device (certificate) authentication it may as a matter of policy reject the setup of the IPsec tunnel to avoid the possibility of an attacker bidding down the security mechanism. The policy decision may in addition be based on the SGW knowledge of the authentication capabilities of the H(e)NB (based on the H(e)NB ID provided).

*********************************FIRST  CHANGE*************************************
X.X Authentication Method Negotiation
The negotiation of the authentication mechanism follows the following principles:

· It is mandatory for a H(e)NB to support device authentication using either certificate or EAP-AKA
· It is optional for a H(e)NB to support the dual authentication using certificate or EAP-AKA for device authentication and EAP-AKA for hosting party authentication
· The SGW must support at least one of the two authentication mechanisms given above –  which one is a deployment-specific decision

· Even if the SGW supports both authentication mechanisms it may reject the use of one of them based on operator policy

Based on the criteria given in previous section the authentication method negation solution is proposed in the Table XXXX.
Table XXXX Authentication method negotiation.
	
	SGW includes MULTIPLE_AUTH_SUPPORTED and CERTREQ payload in the IKE_SA_INIT response
	SGW includes MULTIPLE_AUTH_SUPPORTED but not CERTREQ payload in the IKE_SA_INIT response
	SGW does not includes MULTIPLE_AUTH_SUPPORTED but includes CERTREQ  payload in the IKE_SA_INIT response
	SGW does not include MULTIPLE_AUTH_SUPPORTED and CERTREQ payload in the IKE_SA_INIT response

	H(e)NB includes AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 1: Certificate based device and EAP-AKA based hosting party authentication is done
	Case 2: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow certificate based device authentication and EAP-AKA based hosting party authentication
	Case 3: Not applicable because message from SGW is sent before the one from H(e)NB. Thus the H(e)NB will not request multiple authentication
	Case 4: Not applicable because message from SGW is sent before the one from H(e)NB. Thus the H(e)NB will not request multiple authentication


	H(e)NB does not include AUTH but includes MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS payloads in the first IKE_AUTH request message
	Case 5: Depending on the ID of H(e)NB and operator policy the SGW may allow EAP-AKA based device and hosting party authentication
	Case 6: EAP-AKA based device and hosting party authentication is done
	Case 7: Not applicable because message from SGW is sent before the one from H(e)NB. Thus the H(e)NB will not request multiple authentication

	Case 8: Not applicable because message from SGW is sent before the one from H(e)NB. Thus the H(e)NB will not request multiple authentication

	H(e)NB includes AUTH but not MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 9: Whether the SGW will accept the use of  device (certificate) authentication only is a matter of operator policy and SGW capabilities 
	Case 10: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow certificate based device authentication
	Case 11: Certificate based device authentication
	Case 12: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow certificate based device authentication

	H(e)NB does not include AUTH, MULTIPLE_AUTH_SUPPORTED & ANOTHER_AUTH_FOLLOWS notification payloads in the first IKE_AUTH request message
	Case 13: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow EAP-AKA based device authentication
	Case 14: Whether the SGW will accept the use of  device (EAP-AKA) authentication only is a matter of operator policy and SGW capabilities
	Case 15: Depending on the H(e)NB ID, operator policy and SGW capability the SGW may allow EAP-AKA based device authentication
	Case 16: EAP-AKA based device authentication 


In case 9 even if the SGW supports device (certificate) authentication it may as a matter of policy reject the setup of the IPsec tunnel to avoid the possibility of an attacker bidding down the security mechanism. The policy decision may in addition be based on the SGW knowledge of the authentication capabilities of the H(e)NB (based on the H(e)NB ID provided).

*********************************END  OF  CHANGE*************************************
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ボックスを選択してテキストを入力します。コントロール ハンドルで高さと幅を変更します。�

H(e)NB


SGW


1. IKE_SA_INIT request
HDR, SA, KE, Ni


2. IKE_SA_INIT response
HDR, SA, KE, Nr, CERTREQ,  N(MULTIPLE_AUTH_SUPPORTED)


3. IKE_AUTH request
HDR, SK{SA, TSi, TSr, IDi=NAI, IDr,  CP(CFG_REQUEST), AUTH, CERTREQ, CERT,  N(MULTIPLE_AUTH_SUPPORTED),  N(ANOTHER_AUTH_FOLLOWS)}


CERTREQ == TRUE shows certificate based authentication is to be done otherwise it should be EAP-AKA�

MULTIPLE_AUTH_SUPPORTED == TRUE means SGW supports RFC 4739 thus device and HP authentication can be done else only device authentication is done�

MULTIPLE_AUTH_SUPPORTED==TRUE and ANOTHER_AUTH_FOLLOWS== TRUE shows H(e)NB supports RFC 4739 and that next authentication will follow thus device and HP authentication is done otherwise only HP authentication is done�

AUTH == TRUE means certificate based authentication can be done otherwise EAP-AKA based device should be done�


