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********************** start first change **********************************
10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1 General

An SGSN supporting interworking between E-UTRAN and GERAN is capable of handling UMTS security contexts and supports the key conversion function c3 specified in TS 33.102 [4]. Furthermore, as a consequence of the UE being able to access EPS, the user has a USIM, and the ME and the HSS are UMTS-capable. Hence, UMTS AKA is used when the UE is authenticated even when attached to GERAN, and UMTS security contexts are available. The security procedures for mobility between E-UTRAN and GERAN are therefore quite similar to those between E-UTRAN and UTRAN.  
10.2 Idle mode mobility

10.2.1
From E-UTRAN to GERAN

As the SGSN is capable of handling UMTS security contexts clause 9.1.1 applies here with the following changes 

· the SGSN shall derive Kc from CK' and IK' with the help of the key conversion function c3 of TS 33.102;

· SGSN shall select the encryption algorithm to use in GERAN.








10.2.2
From GERAN to E-UTRAN

As the SGSN shares a UMTS security context with the UE clause 9.1.2 applies here without changes. 

10.3
Handover

10.3.1
From E-UTRAN to GERAN

As the SGSN is capable of handling UMTS security contexts clause 9. 2.1 applies here with the following changes:

· SGSN shall derive Kc from CK' and IK' with the help of the key conversion function c3 of TS 33.102.

· SGSN shall select the encryption algorithm to use in GERAN after handover.







10.3.2
From GERAN to E-UTRAN

10.3.2.1
Procedures

As the SGSN shares a UMTS security context with the UE clause 9.2.2 applies here without changes. 








10.4
Recommendations on AKA at IRAT-mobility to E-UTRAN

See recommendation provided by subclause 9.3
********************** end first change **********************************
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