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1. Overall Description

SA3 is analysing IRAT handover from GERAN/UTRAN to E-UTRAN and the need for explicit or implicit Security Mode Commands for activation of ciphering and integrity on handover to E-UTRAN. The decision on this seems dependent on which keys (CK, IK) are taken in the source system (e.g. from the latest AKA or from the latest SMC), and then converted to a target system key (KASME) in the MME during handover.

A first possibility is always to take the keys (CK, IK) from the source system (RNC for UMTS PS, SGSN for GPRS) that has been taken into account with the latest Security Mode Command (UTRAN) or Cipher Mode Command. This has the disadvantage that in certain cases no keys could be into use e.g. as the Cipher Mode command is not mandatory if ciphering shall not be active, and that ciphering may only be explicitly started with an AS SMC after the handover in the target system. 

A second possibility (cfr TS 33.102 PS handover cases between GERAN and UTRAN) is always to take the keys (CK, IK) from the latest AKA which are stored in the source system SGSN and the UICC. This requires the involvement of the SGSN for the key selection during handover but has the advantage that an explicit NAS and AS security mode command could be omitted from respectively the MME and the eNB to the ME after the handover to E-UTRAN. In this case the UTRAN HO CMD (with E-UTRAN HO CMD container) and the HO complete could work as an AS SMC. 

RAN2 and CT1 are being asked which issues they see with both approaches.

2. Actions 

To RAN2 and CT1:

ACTION:

SA3 kindly asks CT1 and RAN2 to provide feedback which issues they see with both approaches.
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