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********************** start first change **********************************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Access Stratum
ASME
Access Security Management Entity

CP
Control Plane 
eKSI
Key Set Identifier in E-UTRAN 
eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System

E-AV
EPS authentication vector

E-UTRAN
Evolved UTRAN

GUTI
Globally Unique Temporary Identity

MAC
Medium Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum

PDCP
Packet Data Convergence Protocol

RAN
Radio Access Network

RRC
Radio Resource Control

SMC
Security Mode Command

S-TMSI
S-Temporary Mobile Subscriber Identity

UE
User Equipment

UP
User Plane

********************** end first change **********************************
********************** start second change **********************************
7
Security Procedures between UE and EPC Access Network Elements 
7.1
Mechanism for user identity confidentiality

The MME shall allocate a GUTI to a user in order to support the subscriber identity confidentiality. S-TMSI, the shortened form of the GUTI, is used to support the subscriber identity confidentiality with more efficient radio signalling procedures (e.g. paging and Service Request). The structure of the GUTI is specified in TS 23.401 [2]. The GUTI allocation procedure should be performed after the initiation of NAS ciphering. 

GUTI Reallocation procedure is described in TS 23.401 [2]. 

7.2
Handling of user-related keys in E-UTRAN

7.2.1
E-UTRAN key setting during AKA

Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the mobile subscriber (i.e. GUTI or IMSI) is known by the MME. Key KASME is stored in the MME and key KeNB is derived using the KDF as specified in Annex A from the key KASME and transferred to the UE's serving eNB when needed. KASME is stored in the ME and MME and updated with the next authentication procedure. 

The RRC and UP keys are derived from the KeNB using the KDF as specified in Annex A when needed.

If an authentication procedure is performed during a connection, the new KASME, NAS, RRC and UP keys shall be taken in use in both the eNB and the ME as part of the security mode set-up procedure (see subclause 7.2.4).

7.2.2
E-UTRAN key identification

Editor's Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.6

7.2.3
E-UTRAN key lifetimes

All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but fresh RRC and UP keys are derived based on a fresh KeNB, which is bound to certain dynamic parameters (like PCI) and fresh key derivation parameter(s) in state transitions (like NAS uplink COUNT). This results as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions (see subclauses 7.2.6 to 7.2.8). The KeNB shall be deleted in the eNB while UE is in ECM-IDLE state.

If RRC keys are corrupted (e.g. RRC level deciphering and or integrity protection check fails repeatedly on the receiver side beyond some retransmission threshold, keys are missing in UE/eNB contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to ECM-IDLE to ECM-CONNECTED transition or initial attachment). 

In case KASME is invalid, a eKSI with value "111" shall be sent to the network, which then can initiate (re‑)authentication procedure to get a new KASME based on a successful AKA authentication.

7.2.4
Security mode command procedure and algorithm negotiation

7.2.4.1
Requirements for algorithm selection

a) An active UE and a serving network shall agree upon algorithms for

· RRC ciphering and RRC integrity protection (to be used between UE and eNB)

· UP ciphering (to be used between UE and eNB)

· NAS ciphering and NAS integrity protection (to be used between UE and MME)

· KDF (key derivation function for the EPS key hierarchy)

Editor's note: The following issues must be studied w.r.t. KDF negoatiation:

· Which ones of the following KDFs should be negotiable (if any):

· HSS-KDF, MME-KDF, eNB-KDF

· If an eNB-KDF is negotiated, how are the handover cases solved when two different eNBs uses different eNB-KDFs.

· If it can be shown that KDF negotiation can be introduced in Rel-9 and there is not time to introduce it in Rel-8, then it may be introduced in Rel-9 instead (then it would be removed from Rel-8), 

b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the UE security capabilities of the currently serving network entity

c) UE Security capabilities shall include the supported ciphering and integrity protection algorithms for E-UTRAN, but also for UTRAN/GERAN if supported by the UE, as well as the supported KDFs for EPS key hierarchy derivations. The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.

d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated ("bidding down protection of networks choice") that the UE security capabilities were not bidden down.

e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.

g) It shall be possible that the selected AS and NAS algorithms are different at a given point of time.

7.2.4.2
Procedures for AS algorithm selection

7.2.4.2.1
Initial AS security context establishment

Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE's security capabilities to the eNB, which contains the algorithms supported by the UE. The eNB shall choose the ciphering algorithm wich has the highest priority from its configured list and is also present in the UE's security capabilities. The eNB shall choose the integrity algorithm wich has the highest priority from its configured list and is also present in the UE's security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user plane and RRC traffic. The integrity algorihtm is used for integrity protection of the RRC traffic.

7.2.4.2.2
X2-handover

At handover from a source eNB over X2 to a target eNB, the source eNB shall include the UE security capabilities in the handover request message. The target eNB shall select the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). In the path-switch message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.

7.2.4.2.3
S1-handover

At handover from a source eNB to a target eNB over S1 (possible including an MME change), the source eNB shall forward the UE security capabilities to the target eNB in the transparent container which is sent in the handover required and handover request S1-AP messages. The target eNB shall select the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). In the handover notify message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.

7.2.4.3
Procedures for NAS algorithm selection

7.2.4.3.1
Initial NAS security context establishment

When the NAS security context is established, e.g., by a TAU Accept, Attach Accept or by NAS SMC message, the MME shall choose one NAS ciphering algorithm, one NAS integrity protection algorithm, and one KDF, and indicate them in the corresponding integrity protected message to UE and shall also include the UE security capabilities into that message. UE shall reply with an integrity protected NAS message, protected by the integrity algorithm selected by the MME in case the algorithms or the KDF change from the previous TAU procedure or if the NAS message (e.g., TAU Request or Attach Request) that carried the UE security capabilities to the MME was not protected. This NAS message shall contain the UE security capabilities so that the MME can verify that the UE security capabilities are the same as the ones sent by the UE in the unprotected initial NAS message. This enables detection of attacks where an attacker has modified the UE security capabilities in the initial NAS message. The MME shall select the NAS algorithms which have the highest priority according to an ordered list which can be configured in the MME.

Editor's NOTE: The following was obserced at SA3#52 output document handling, and needs further study. In case the MME runs a NAS SMC procedure as part of the TAU/Attach procedure, the NAS SMC will echo back the UE security capabilities to the UE, and the fact that the UE sends any integrity protected message to the MME indicates to the MME that the UE has verified that the UE security capabilities has not been tampered with. This would have the same properties of as the UMTS SMC procedure. The text, as currently written reverses the replay-mechanism for UE security capabilities compared to UMTS, and forces the use of the TAU/Attach COMPLETE message unnecessarily,

7.2.4.3.2
MME change

In case there is a change of MMEs, the target MME shall indicate in the TAU accept message which integrity and ciphering algorithm is selected for NAS protection as well which KDF to use from now on in case they are different from the previously selected algorithms and KDF for NAS. In this case the TAU Accept message shall also include the UE security capabilities from the TAU Request so that UE can be sure that the MME had the right set of UE security capabilities to base its decision on. UE shall reply with an integrity protected NAS message containing the UE security capabilities in case the algorithms or the KDF change from the previous TAU procedure or if the TAU Request was not protected. The MME shall select the NAS algorithms which have the highest priority according to an ordered list which can be configured in the MME.
NOTE: After an S1-handover with MME change a TAU procedure is executed. The same is true for an inter-RAT handover to E-UTRAN and for both inter- and intra-RAT idle mode mobility resulting in a change of MMEs.
7.2.4.4
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE contains the replayed security capabilities of the UE (including the security capabilities with respect to ciphering as well as integrity, and other target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to MME), the selected NAS algorithms, and the eKSI for identifying KASME. This message is integrity protected with NAS integrity key based on KASME indicated by the eKSI in the message. See figure 7.2.4.4-1. 

UE verifies the integrity of the NAS security mode command message. If successfully verified, UE starts NAS integrity protection and ciphering/deciphering and sends the NAS security mode complete message to MME ciphered and integrity protected with the selected NAS algorithms indicated in the NAS security mode command message and NAS keys based on KASME indicated by the eKSI in the NAS security mode command message. 

NAS uplink and downlink ciphering at the MME starts after sending the NAS security mode command message. NAS uplink and downlink ciphering at the UE starts after receiving the NAS security mode command message. The NAS security mode complete message includes IMEI in case MME requested it in the NAS SMC Command message.

If any verification of the NAS security mode command is not successful, the procedure ends in the ME [see TS 33.102 section 6.4.5] and ME shall not send NAS security mode complete message.

Only after EPS AKA the NAS security mode command message resets NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and eKSI or due to the algorithms change).

UE shall add the UE security capabilities to the NAS Security Mode Complete message so that in case the UE security capabilities were sent unprotected to the network the MME can verify that they were not modified.
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Figure 7.2.4.4-1: NAS security mode command procedure

7.2.4.5
AS security mode command procedure

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 7.2.4.5-1.

The AS security mode command message from eNB to UE shall contain the selected AS algorithms and the eKSI for KASME. This message shall be integrity protected with RRC integrity key based on KASME indicated by the eKSI. 

The AS security mode complete message from UE to eNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on KASME indicated by the eKSI. 

RRC and UP downlink ciphering (encryption) at the eNB shall start after sending the AS security mode command message. RRC and UP uplink deciphering (decryption) at the eNB shall start after receiving the AS security mode complete message.. 

RRC and UP uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC and UP downlink deciphering (decryption) at the UE shall start after receiving the AS security mode command message 

If any control of the AS security mode command is not successful, the procedure ends in the ME [see TS 33.102 section 6.4.5] and ME shall not send AS security mode complete message.

For the case when mapped security context in use and cached security context needs to be activated, the Service Request or TAU Request message NAS uplink COUNT value can not be used as the KeNB key derivation parameter as the security context are different. For this reason the MME shall provide 4 LSBs of the cached security context NAS uplink COUNT value and the corresponding eKSI for the serving eNB and the eNB shall include them into the AS SMC message. This way the possible desynchronization of cached security context NAS uplink COUNT value e,g. due to lost NAS messages is identified and fixed in the ME.

AS security mode command always changes the AS keys.

Editor’s Note: It is for further study, whether the SMC procedure does not affect the AS (PDCP) uplink and downlink SN or HFN values (RAN2). As when keys are fresh, it does not matter from ciphering and integrity protection point of view whether AS COUNTs are reset or not. In case they are not reset, the threshold value needs to be taken care of.

Editor’s Note: It is for further study, whether the RRC and UP ciphering algorithms are combined, i.e. no separate algorithm identifier for RRC and UP but one common AS level ciphering algorithm id.
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Figure 7.2.4.5-1: AS security setup

7.2.5
Key handling at state transitions to and away from EMM-DEREGISTERED 

7.2.5.1
Transition to EMM-DEREGISTERED
There are different reasons for transition to the EMM-DEREGISTERED state. Key handling for each of these cases are given below. As these are NAS messages, they will be integrity protected when a security context exists between the UE and MME.

1.
Attach reject: All authentication data shall be removed from the UE and MME

2.
Detach:

a.
UE-initiated

i.
If the reason is switch off then all authentication data shall be removed from the UE and MME.

ii.
If the reason is not switch off then MME and UE shall keep all authentication data. 

b.
MME-initiated

i.
Explicit: authentication data shall be kept in the UE and MME if the detach type is re-attach

ii.
Implicit: authentication data shall be kept in the UE and MME

c.
HSS-initiated: If the message is "subscription withdrawn" then authentication data is removed from the UE and MME.

Editors Note: Handover to non-3GPP needs to be considered based on SA2 work.

3.
TAU reject: There are various reasons for TAU reject. The action to be taken shall be as given in TS 24.301 subclause 5.5.3.5.

7.2.5.2
Transition away from EMM-DEREGISTERED

7.2.5.2.1
General

When the UE transits from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED, there are two cases to consider, either a complete NAS security context exists, or it does not.

7.2.5.2.2
With existing NAS security context

If there is a NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and the NAS COUNT of the Attach Request message is used to derive the KeNB with the KDF as specified in Annex A. As a result of the NAS Attach Request, the eNB sends an AS SMC to the UE with the current eKSI indicating the current KASME. 

When the UE receives the AS SMC, it uses the NAS COUNT of the Attach/Service Request message (i.e. the uplink NAS COUNT) that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in subclause 7.2.1. 

Editor's Note: Whether the UE can be certain which Attach Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS COUNT used by the MME must be echoed back to the UE from the MME.

The same procedure for refreshing KeNB can be used regardless of the fact if the UE is connecting to the same MME to which it was connected previously or to a different MME. In case UE connects to a different MME and this MME supports different NAS algorithms, the NAS keys have to be re-derived in the MME with the new algorithm IDs as input using the KDF as specified in Annex A. 

In addition, there is a need for the MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC Complete messages are protected with the new keys.

7.2.5.2.3
No existing NAS security context or after AKA

In the case that there is an AKA run (either because there is no NAS security context, or the network decides to run an AKA after the Attach Request but before the corresponding AS SMC), the NAS (uplink and downlink) COUNTs are reset to start values, and the start value of the uplink NAS COUNT shall be used as freshness parameter in the KeNB derivation from the fresh KASME (after AKA) when UE receives AS SMC Command with the new eKSI indicating that the fresh KASME is used to derive the KeNB The KDF as specified in Annex A shall be used to derive the KeNB.

NOTE:
Using the start value for the uplink NAS COUNT in this case cannot lead to the same combination of KASME and NAS COUNT being used twice. This is guaranteed by the fact that the first integrity protected NAS message the UE sends to the MME after AKA is the NAS SMC complete message. 

The NAS SMC complete message will include the start value of the NAS COUNT that is used as freshness parameter in the KeNB derivation and the KASME is fresh. After an AKA, a NAS SMC needs to be sent from the MME to the UE in order to take the new NAS keys into use. Both NAS SMC Command and NAS SMC Complete messages are protected with the new NAS keys.

7.2.6
Key handling in ECM-IDLE to ECM-CONNECTED and ECM‑CONNECTED to ECM-IDLE transitions when in EMM‑REGISTERED state

7.2.6.1
General

As a general principle, on ECM-IDLE to ECM-CONNECTED transitions when in EMM-REGISTERED state, RRC protection keys and UP protection keys shall be generated as described in subclause 7.2.1 while KASME is assumed to be already available in the MME. 

KASME may have been established in the MME as a result of an AKA run, or as a result of a security context transfer from another MME during handover or idle mode mobility.. On ECM-CONNECTED to ECM-IDLE transitions, eNBs shall delete the keys they store such that state in the network for ECM-IDLE state UEs will only be maintained in the MME. 

7.2.6.2
ECM-IDLE to ECM-CONNECTED transition 

The procedure the UE uses to transit from ECM-IDLE to ECM-CONNECTED when in EMM-REGISTERED state is initiated by a NAS Service Request message from the UE to the MME. As the UE is in EMM-REGISTERED state, a EPS security context exists in the UE and the MME, and this EPS security context further contains uplink and downlink NAS COUNTs. The NAS Service Request message sent in EMM-REGISTERED shall be integrity protected and contain the uplink NAS sequence number.

As a result of the NAS Service Request, radio bearers are established, and the eNB sends an AS SMC Command to the UE. When the UE receives the AS SMC Command including the current eKSI, it shall use the NAS uplink COUNT of the NAS Service Request message that triggered the AS SMC as freshness parameter in the derivation of the KeNB The KDF as specified in Annex A shall be used for the KeNB derivation. From this KeNB the RRC protection keys and the UP protection keys are derived as described in subclause 7.2.1.

Editor's Note: Whether the UE can be certain which NAS Service Request triggered a given AS SMC is pending verification from RAN2/RAN3/SA2/CT1. If the UE cannot be certain, the uplink NAS COUNT used by the MME must be echoed back to the UE from the MME.

If the ECM-IDLE to ECM-CONNECTED procedure contains an AKA run (which is optional), the NAS uplink and downlink COUNTs shall be reset to the start values, and the reset value of the uplink NAS COUNT shall be used as freshness parameter in the KeNB derivation from fresh KASME when executing an AS SMC including the new eKSI. The KDF as specified in Annex A shall be used for the KeNB derivation also in this case..

Editor's Note: If an AKA is run and the UE immediately transits back into ECM-IDLE, and after this again transits into ECM-CONNECTED, it may happen that the uplink NAS COUNT used for the previous KeNB derivation is used also for this second one (e.g., if AKA messages do not carry NAS sequence numbers). It is FFS whether this can happen.

On transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

7.2.6.3
ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the corresponding UE. In particular eNB shall delete the current AS keys from its memory. 

In particular, on ECM-CONNECTED to ECM-IDLE transitions:

· The eNB and the UE shall delete KeNB , KRRCenc and KRRCint  and KUPenc
· MME and the UE will keep KASME, NAS uplink and downlink COUNTs, selected NAS algorithms, and UE security capabilities stored. 

7.2.7
Key handling in ECM-IDLE mode mobility

If the "active flag" is not set in the TAU request, the TAU procedure does not establish any RRC or UP level security. Because of this, there is no need to derive any KeNB in this case. If the "active flag" is set in the TAU request message, radio bearers will be established as part of the TAU procedure. In this case a KeNB derivation is necessary, and the uplink NAS COUNT of the TAU request message sent from the UE to the MME is used as freshness parameter in the KeNB derivation using the KDF as specified in Annex A. The TAU request shall be integrity protected..

In the case an AKA is run successfully as part of the TAU procedure, the uplink and downlink NAS COUNT shall be set to the start values.

In the case an AKA is not run as part of the TAU procedure and source and target MME use different NAS algorithms, the target MME re-derives the NAS keys from KASME with the new algorithms-Ids as input and provides the new algorithm identifiers within a NAS SMC. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC.

7.2.8
Key handling in handover

7.2.8.1
General

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED state transitions.

On initial context setup (e.g. attach, transition to ECM-CONNECTED, or intersystem handover to E-UTRAN), the MME shall derive key KeNB[0] from KASME and the current NAS uplink COUNT. The MME shall also calculate a next key KeNB[1] = KDF(KeNB[0], KASME). The MME shall communicate these two key values along with the corresponding indexes (0 and 1) to the Serving eNB. See figure 7.2.8.3-1.

RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key if the index does not increase from the previous handover, or from the Next Hop (NH) parameter if the index increases from the previous handover (i.e. fresh NH). If the NH is used, the current KeNB is deleted. The target physical cell ID (PCI) of the target cell is bound to the KeNB* using the KDF as specified in Annex A. Target eNB creates new KeNB based on KeNB* and C-RNTI using the KDF as specified in Annex A if the index from the previous handover increases. Otherwise the target eNB uses the KeNB* as the new KeNB. UE and target eNB derive RRC and UP keys from the new KeNB.

The target eNB algorithm identifiers and key purpose identifiers are used in the AS level (RRC and UP) key derivations as input parameters with KeNB to the key derivation function KDF (see Annex A). 

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions (see Annex A) and sends NAS SMC. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. 

It is essential that the NAS COUNTs are not reset to the start values unless a new KASME is taken into use. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA has been run successfully, the NAS COUNTs shall only be reset to the start value when there is a new AKA run followed by the activation of the corresponding KASME. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC including eKSI (new or current value depending on whether AKA was run or not) shall be sent from the MME to the UE.

The procedures for key derivations during handovers are described in the sections 7.2.8.3 below. The key management common to these handovers are described with key management handling blocks described in section 7.2.8.2. 

NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have S1 1-hop secure handovers for a particular eNB according to its security characteristics. 

Editors Note: Some of the procedures in clauses 7.2.8.2 to 7.2.8.4 may have a complex handling; further CRs to simplify these procedures may be necessary.

7.2.8.2
Key management handling blocks

7.2.8.2.1
Next Hop (NH) handling blocks (Proc-NH0, Proc-NH1, and Proc-NH2)

Proc-NH0 – create initial NH value from KASME and fresh KeNB – run in UE and MME

	Proc-NH0:

NCC = 0; NH = KDF(KASME, KeNB), see S6 in Annex A.6

KeNB* = KeNB


Proc-NH1 – synchronize NH (NH*) – run in UE and MME

	Proc-NH1:

Temp-NCC = NCC; NH* = NH

In UE repeatedly update NH if NH needs to be updated (e.g. Temp-NCC < Received-NCC). UE shall try at least MIN-NH-UPDATE times before giving up with an error:

NH* = KDF(KASME, NH*), see S4 in Annex A.4 

++Temp-NCC


The variable MIN-NH-UPDATE shall be at least 0x04. This means that the loop shall be run in the UE at least MIN-NH-UPDATE times before giving up with an error.

Proc-NH2 – update current NH

	Proc-NH2:

NH  = NH*; NCC = Temp-NCC

Delete NH*; Delete Temp-NCC


7.2.8.2.2
KeNB key handling blocks (Proc-KeNB1 and Proc-KeNB2)

Proc-KeNB1 – create target eNB key (KeNB*) – run in UE, eNB, and MME

	Proc-KeNB1:

If index increases from previous HO: 

KeNB = NH*
KeNB* = KDF(KeNB, PCI), see S5  in Annex A.5


Proc-KeNB2 – create new KeNB, RRC/UP keys, and delete temporary KeNB key – run in UE and eNB

	Proc-KeNB2:

If index increases from previous HO:

KeNB = KeNB*

If index does not increase from previous HO:

KeNB = KDF(KeNB*, target C-RNTI); See S6 in Annex A.6

Derive RRC and UP keys from KeNB; See S8 in Annex A.8

Delete KeNB*




7.2.8.3
KeNB and Next Hop (NH) parameter handling during initial NAS messages

Fig. 7.2.8.3-1 describes the NH parameter creation during initial attachment, intersystem mobility, and ECM-IDLE to ECM-CONNECTED state transition. Whenever a fresh KeNB is calculated from the KASME, the NH parameter is also calculated from the KASME and the fresh KeNB. The yellow key handling boxes are defined in section 7.2.8.2.
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Figure 7.2.8.3-1 Initialization of NH key derivation parameter and KeNB in UE and MME and transfer to eNB

1. Both UE and MME run Proc-NH0

2. MME provides KeNB, NCC, and NH in the AS security context for the serving. Serving eNB stores NCC and NH as NH* and KeNB as KeNB*.

3. Both UE and serving eNB run Proc-KeNB2
7.2.8.4

KeNB, Next Hop (NH), and NH Chaining Count (NCC) parameter handling during handovers

The mechanism is described in Figure 7.2.8.4-1 and includes a NH parameter from MME to the target eNB within the path switch acknowledgement message. Feeding KASME with the previous NH and incremented NCC to the NH KDF in the MME results in a cryptographically separate parameter for the target eNB compared to the parameter in the source eNB.

NOTE 1: Because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. Thus, key separation happens only after two hops because the source eNB knows the target eNB keys (the fresh key derivation parameter, NH, for target eNB is incorporated in the key derivations by the source eNB).
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Figure 7.2.8.4-1 NH based key refresh with intra-MME handover 

1. Measurement report

2. Source eNB runs Proc-KeNB1

3. Source eNB provides security context (NCC, index increase indicator, KeNB*, …) for target eNB. Source eNB knows whether the index increases or not and indicates that in the security context for the target eNB.

4. Handover request Ack

5. Target eNB runs Proc-KeNB2 

6. Handover Command includes the NCC.

7. UE runs Proc-NH1 that updates the NH depending on UE’s current NCC value and the Received-NCC value in the HO Command

8. UE runs Proc-KeNB1

9. UE runs Proc-KeNB2

10. UE sends Handover Confirm to target eNB

11. UE runs Proc-NH2

12. Target eNB sends path switch to MME

13. MME sends U-Plane update request to S-GW

14. MME runs Proc-NH1 and may update NCC and NH*

15. S-GW sends U-Plane update response to MME

16. MME sends path switch acknowledgement and includes NCC and NH*. Target eNB updates the currently stored NCC and NH* with NCC and NH* from the path switch acknowledgement message.

17. MME runs Proc-NH2

18. Target eNB sends release resource message to source eNB

In Fig. 7.2.8.3-2 key derivations are described for handover procedure, where the NCC and NH parameters are the same as in previous handover. This can happen for X2 and S1 handovers (e.g., if the MME does not provide NCC and NH values to the eNB), but the figure only describes the intra-eNB handover.
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Figure 7.2.8.4-2  Key re-fresh with intra-eNB handover

1. Measurement report

2. Source (serving) eNB runs KeNB1

3. Handover Command includes the NCC.

4. Target (serving) eNB runs KeNB2

5. UE runs Proc-NH1 that updates the NH depending on UE’s current NCC value and the Received-NCC value in the HO Command
6. UE runs Proc-KeNB1

7. UE runs Proc-KeNB2

8. UE sends Handover confirmation for serving eNB

9. UE runs Proc-NH2

Similarly to procedure in Figure 7.2.8.4-1, the procedure in Fig. 7.2.8.4-3 describes key derivation steps for inter-MME handover procedure.
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Figure 7.2.8.4-3: NH based key refresh with inter-MME handover with 2-hop security
1. Measurement report

2. Source eNB runs Proc-KeNB1

3. Source eNB sends Handover Required message including AS level security context (NCC, KeNB*, index increase indicator, …) for the source MME as in X2 handover. Source eNB knows whether the index increases or not and indicates that in the security context for the target eNB.

5. Source MME sends Forward Relocation Request message including the AS level security context from source eNB to the target MME. Source MME also sends the NH and NCC values from its memory to the target MME along with the NAS level security context.

6. Target MME updates NH by running Proc-NH1

7. Target MME sends Handover Request to Target eNB including the the AS level security context from the source eNB (KeNB*, NH, index increase indicator, …). MME includes fresh NH* and NCC into the Handover Request message. Target eNB updates the security context NCC and NH with fresh NH* and corresponding NCC in the Handover Request message if MME included them in addition to the security context from the source eNB (i.e. instead of using the parameters from source eNB the target eNB uses the parameters from the MME).

8. Target eNB sends Handover Request Ack for target MME

9. Target eNB runs Proc-KeNB2 based on the context received from the source eNB

10. Target MME sends Forward Relocation Response to source MME 

11. Source MME sends Handover Command to source eNB including the NCC and NH* if updated

12. Source eNB sends Handover Command including the NCC from the Handover Command message from the MME if present, otherwise using the NCC that it has in the memory and that it sent to the target eNB within the transparent container.

13. UE runs Proc-NH1 that updates the NH depending on UE’s current NCC value and the Received-NCC value in the HO Command

14. UE runs Proc-KeNB1

15. UE runs Proc-KeNB2

16. UE sends Handover Confirm to target eNB

17. UE runs Proc-NH2

18. Target eNB sends Handover Notify for target MME

19. Target MME sends Forward Relocation Complete to source MME

20. Source MME sends Forward Relocation Complete Ack to target MME

21. Source MME runs Proc-NH2
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Figure 7.2.8.4-4: NH based key refresh with inter-MME handover with 1-hop security
1. Measurement report

2. Source eNB runs Proc-KeNB1

3. Source eNB sends Handover Required message including AS level security context (NCC, KeNB*, index increase indicator, KeNB*, …) for the source MME as in X2 handover. Source eNB knows whether the index increases or not and indicates that in the security context for the target eNB.
4. Source MME sends Forward Relocation Request message including the AS level security context from source eNB to the target MME. Source MME also sends the NH and NCC values from its memory to the target MME along with the NAS level security context.

5.-6. Target MME runs Proc-NH1 twice (1-hop S1 handover security). 

7. Target MME sends Handover Request to Target eNB including the the AS level security context from the source eNB (KeNB*, NCC, handover index increase indicator,…). MME includes two new fresh NH*s and NCCs into the Handover Request message. Target eNB updates the security context, NCC and NH with fresh NH* and corresponding NCC in the Handover Request message if MME included them in addition to the security context from the source eNB (i.e. instead of using the parameters from source eNB the target eNB uses the +2 parameters from the MME and stores the +3 parameters).

8. Target eNB sends Handover Request Ack for target MME

9. Target eNB runs Proc-KeNB2

10. Target MME sends Forward Relocation Response to source MME 

11. Source MME sends Handover Command to source eNB including the NCC and NH* if updated

12. Source eNB sends Handover Command including the NCC from the Handover Command message from the MME if present, otherwise using the NCC that it has in the memory and that it sent to the target eNB within the transparent container.

13. UE runs Proc-NH1 that updates the NH depending on UE’s current NCC value and the Received-NCC value in the HO Command

14. UE runs Proc-KeNB1

15. UE runs Proc-KeNB2

16. UE sends Handover Confirm to target eNB

17. UE runs Proc-NH2

18. Target eNB sends Handover Notify for target MME

19. Target MME sends Forward Relocation Complete to source MME

20. Source MME sends Forward Relocation Complete Ack to target MME

21. Source MME runs Proc-NH2

7.2.9
Key-change-on-the fly

7.2.9.1
General

AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KeNB refresh (performed when PDCP COUNTs are about to wrap around), KeNB re-keying performed after an AKA run.

Editor's Note: It is FFS whether there is a need for change of AS keys derived from KASME but with a different freshness parameter.

7.2.9.2
KeNB re-keying

The procedure is initiated by the MME after a successful AKA run with the UE. The MME derives the new KeNB using the same key derivation function as is used for ECM-IDLE to ECM-CONNECTED state transitions (see Annex A) using the new KASME and the NAS COUNT zero as input. The KeNB is sent to the eNB in a S1-AP message triggering the eNB to perform the re-keying.
The eNB runs the key change on-the-fly procedure with the UE. During this procedure the eNB indicates to the UE which eKSI was used to generate the KeNB that shall be the basis for derivation of the KeNB to be used after the procedure. The procedure used is based on an intra-cell handover, and hence the same KeNB derivation steps shall be taken as in a normal handover procedure.

If the UE receives an indication that a different KASME than the one currently in use, the UE derives a temporary KeNB by applying the same key derivation function as is used in ECM-IDLE to ECM-CONNECTED state transitions (see Annex A) using a NAS COUNT of zero and the new KASME as input. From this temporary KeNB the UE derives the KeNB* as normal (see Annex A). The eNB takes the KeNB it received from the MME, which is equal to the temporary KeNB, as basis for its KeNB* derivations. From this step onwards, the key derivations continue as in a normal handover.

In case the eNB has scheduled the UE for a handover when the re-keying message is received from the MME, the eNB and the UE shall perform the same key derivation steps as if it was a intra-cell handover with the sole purpose of a KeNB re-keying.
7.2.9.3
KeNB rerefresh

This procedure is initiated by the eNB when the PDCP COUNTs are about to wrap around. It is based on an intra-cell handover. The KeNB chaining that is performed during a handover ensures that the KeNB is re-freshed w.r.t. the PDCP COUNT after the procedure.

Editors NOTE: It is for ffs if the UE should be prepared first when receiving a key change on the fly request before preparing the neighbouring cell for RLFs. Security issues of sending the same KeNB to different eNB needs to be considered.

7.2.9.4
NAS key re-keying  

After an AKA has taken place, new NAS keys from a new KASME shall be derived, i.e. NAS key re-keying. NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and eKSI or due to the algorithms change). 

7.3
UP security mechanisms

7.3.1
UP confidentiality mechanisms

The user plane data is ciphered by the PDCP protocol between the UE and the eNB as specified in TS 36.323 [12].

The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher key KUPenc as KEY, an 8-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4
RRC security mechanisms

7.4.1
RRC integrity mechanisms

RRC integrity protection is provided by the PDCP layer between UE and eNB.

The input parameters to the 128-bit EIA algorithms as described in Annex B are an 128-bit integrity key KRRCint as KEY,, an 8-bit bearer identity BEARER corresponding to the signalling bearer identity, the 1-bit direction of transmission DIRECTION and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4.2
RRC confidentiality mechanisms

RRC confidentiality protection is provided by the PDCP layer between UE and eNB.

The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher Key KRRCenc as KEY, an 8-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

NOTE:
Since the BEARER identities for Signalling Radio Bearers (SRBs) that are used for RRC messages are different from the BEARER identities used for radio bearers used to carry user plane data there will not be collisions between the input parameters.

7.5
Signalling procedure for periodic local authentication

The following procedure is used optionally by the eNB to periodically perform a local authentication. At the same time, the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.

The eNB is monitoring the PDCP COUNT values associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.
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Figure 7.5-1: eNB periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the eNB. The Counter Check message contains the most significant parts of the PDCP COUNT values (which reflect amount of data sent and received) from each active radio bearer.

2.
The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio bearers. Different UE PDCP COUNT values are included within the Counter Check Response message.

3.
If the eNB receives a counter check response message that does not contain any PDCP COUNT values, the procedure ends. If the eNB receives a counter check response that contains one or several PDCP COUNT values, the eNB may release the connection or report the difference of the PDCP COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.

.

********************** end first change **********************************
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