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Introduction

The femtocells project has a workstream identifying security issues when deploying femtocells these include the following concerns;

· Location, installation obligations, emergency calling, electromagnetic compatibility and support for type approval of femtocells.

Authentication of femtocells, protection of privacy, anti-fraud protection, maintenance of network integrity and lawful interception

· Authorised subscriber access to femtocell, UICC in femtocell gateway (FGW), securing traffic on xDSL backhaul, 

3GPP SA3 is defining security requirements on LTS Home (e)Node B R8 on. This paper references this activity where appropriate.

1. Femtocell installation

Installation obligations, emergency calling, electromagnetic compatibility and support for type approval of femtocells are discussed in the regulatory paper from the FCG WG and will not be discussed further in this paper.

1.1. Operator Control of Femtocell Access point (FAP)

It is assumed that the femtocell will be supplied to the consumer for installation and as a minimum the consumer must supply an installation address which will be validated by the operator supplying the femtocell using an OAM system to interrogate femtocell CPE, options for validation and location locking include;

· A-GPS chipset in femtocell access point

· Against macro network (where available) by macro network “sniffing” including pilot channel ID,

It should be noted the macronetwork sniffing and A-GPS solutions could be circumvented if the femtocell is tampered with, or if the attacker can generate a fake macronetwork or GPS signal near the femtocell

· IP address allocation against RIR or country address allocation,

· DSL broadband port ID and matching to PSTN line ID for obtaining subscriber address.

 In addition, solutions based on IP address or DSL port checks may not work if the customer uses a VPN to connect the femtocell from the unauthorised location to the registered location

· Customer providing and confirming the installation address,

Different levels of location locking are possible. e.g. The femtocell could be locked to country only, to a fairly small geographical area (similar to macro network cell size), or to a specific physical address / DSL line. The different mechanisms listed above provide different levels of locking. 

The security limitations of the above locking methods should also be acknowledged. . Nevertheless a combination of the above solutions, combined with other solutions, may provide a sufficient level of security. 

The non-security limitations should also be acknowledged. For example, the macronetwork sniffing and A-GPS based methods does not work if the femtocell is used to extend coverage to locations where there is no macronetwork/GPS signal (e.g. in basements of buildings). Again, a combination of the above methods may be the best approach to provide a general and secure enough solution to work in all scenarios.

Recommendation 

The OAM system would be capable of shutting down or preventing initialisation of a femtocell provided by an operator where it can be established that the femtocell is operating in   an unauthorized location (i.e. a country where it is not licensed or on a frequency not licensed to the MNO that initially provided the femtocell). This requires a live connection to the OAM system at element power-up and regular location verifications.
{Insert table of mandatory vs. optional features for location locking (granularity of locking vs requirements e.g. country/region.}

Correlation of location against other factors e.g. IP address assignment should be considered where practicable.

1.2. Physical Location and Protection of Femtocell

By their very nature, femtocells will be deployed in locations that could be easily accessible to attackers so consideration must be given to the physical protection of the devices. Femtocells use open IP technology, which is well understood by the hacking community, so the constituency of possible attackers is greatly increased. Determined attackers will be afforded ample time and resources to facilitate hacking attempts against remote femtocell deployments so device monitoring is important if hacking attempts are to be quickly identified.

Quite aside from the obvious threat that femtocell equipment could be stolen or damaged, unauthorised access to the femtocell could present attackers with the opportunity to maliciously modify radio parameters or other equipment settings thereby jeopardising service quality and regulatory compliance. Modification of the femtocell operating system and/or embedded applications could alter the identity of the equipment thereby impacting lawful interception capabilities and also increasing the risk that the femtocell could be used to enable man-in-the-middle attacks to eavesdrop or generate fraudulent traffic.

Unauthorised physical access to the femtocell could offer an attacker the opportunity to add illegal hardware and/or software components that could be used to penetrate and manipulate internal mobile network elements. Unauthorised modification or illegal use of signalling resources could result in denial of service attacks that could significantly impact the overall customer experience
Recommendation

Operator OAM should be used to defend against unauthorised access to femtocell access point this may include tamper notification, automatic CPE ‘soft’ failure and notification if components or key parameters such as transmit power are modified.

FAP should also be provided with a visual indication of physical attempt at tampering for both protection and warranty purposes.

Femtocell access point should be physically and logically hardened e.g. OS hardening, no open ports, measures to avoid exposing sensitive data to system buses and memory devices, tamper resistance, tamper detection, trusted computing platform, etc.

Boot up software for access point should be protected by cryptographic means such as using a TPM. (Trusted platform module) 

All software updates configuration changes to access point should be cryptographically signed.

The industry could agree on guidelines for femtocell CPE security that are similar to those defined by GSMA and OMTP for mobile handset security in e.g:

· GSMA/EICTA "Security Principles Related to Handset Theft" 3.0.0, or

· OMTP Trusted Environment TR0

· OMTP Advanced Trusted Environment TR1  

(http://www.omtp.org/pdf/recommendation_papers/OMTP_Trusted_Environment_OMTP_TR0_v1.1.pdf)
1.3. Femtocell Management

Specific implementation vulnerabilities may be found in femtocell products that which may require operators to remotely patch a large number of femtocells in the field. Several security vulnerabilities in Wi-Fi access points have previously been discovered in the past and it is likely that femtocell products will need to be patched also require being patched regularly.

Recommendation

Femtocell access points should provide mechanisms for operators to remotely patch them.

2.  Authorisation and Authentication 

Authentication of femtocells, protection of privacy, anti-fraud protection, maintenance of network integrity and lawful interception

2.1. Femtocell Authentication

The UICC is often mentioned in the context of Femtocell authentication but it remains to be seen if this approach is the preferred option to authenticate devices. The implementation of an appropriate mechanism to pair the UICC and the femtocell would facilitate the authentication of a femtocell with a secure token such as a UICC card. Secure pairing requires a secure channel to be established between the femtocell and the UICC. An example implementation is described in ETSI TS 102 484.

A robust pairing mechanism, that is not susceptible to the type of security compromise that has been evidenced with SIM lock mechanisms in mobile handsets, could be used to bind the UICC to the femtocell. Such a mechanism would mitigate, if not counter, the risk of the valid authentication token being used in other unauthorised devices. This would prevent unauthorised devices that are equipped with UICC readers from obtaining access to the operator IP network.

The UICC/(U)SIM was originally defined to be a device-independent removable module to authenticate subscribers rather than devices. If the UICC is exclusively used for authentication it will not be possible to identify additional femtocell details such as hardware type and model.

Authenticating an unknown femtocell device to the network requires the verification of its unique and un-changeable device identity. Such device authentication could only be based on device certificates stored in a security module on the PCB of the femtocell or it could be based on a pairing between the UICC and the femtocell, coupled with a standard authentication between the UICC and the network.

Subsequently, the authenticated femtocell device needs to have the integrity of its approved firmware and configuration verified. Security mechanisms for that purpose have been defined already, e.g. by the TCG, which explicitly identifies two roles as part of the software verification process:

· The platform that computes and stores the software fingerprint

· The challenger that verifies these fingerprints, the challenger being necessarily an external entity (i.e. a server or a UICC).

Although no preference has been expressed for the UICC it is worth noting that a UICC in a Femtocell can:

· Enable a secure channel with the network gateway using existing protocols and implementations (e.g. IPSEC IKE V2, EAP SIM / EAP AKA)
· Personalise generic Femtocells using its remote management capabilities
· Check the software configuration of the Femtocell (i.e. be the “TCG challenger”) prior to network connection and can alert the network of configuration changes
· Embed a standard USIM application
· Securely store femtocell data (white lists, radio parameters, etc.) to permit remote management through existing protocols
Recommendation

As this document is focussed on operator requirements it is not considered appropriate to engage in detailed discussions on potential solutions, here. Whichever option is chosen, the Femtocell device must provide a minimum security level that will be provided at different levels of expense and complexity depending on the selected option, i.e. with or without UICC.

It is considered appropriate that FCG provides detailed proposals to be submitted to 3GPP, where both UICC and non-UICC based approaches are currently being evaluated. SG will assist with FCG in formulating a suitable LS.

2.2. Authorisation

In a consumer offering, femtocell will be able to be purchased from a retail outlet including phone and computer resellers. Configuration must therefore include UL and DL frequencies and adaptive power control, open and closed access lists.

Recommendation

In all cases any femtocell CPE must be authorised by OAM prior to bringing it into service and should be configured remotely using OAM capabilities.  

2.3. Algorithm Licensing 

GSMA administers GSM privacy algorithms and UMTS confidentiality and integrity algorithms. In some instances the algorithms are jointly administered in conjunction with ETSI and permission to use the algorithms must be obtained from either GSMA or ETSI who own the algorithms and the associated intellectual property rights. 

If encryption is terminated in AP (RNC function embedded) then A5 is required. 

· Note for GSM femtocell A5/2 privacy algorithm has been compromised and has effectively been withdrawn from use. Consequently, A5/2 should not be deployed in any GSM femtocell equipment and A5/3 should be mandatory  along with A5/1 for backwards compatibility purposes only. 
· It is recommended that G-Milenage is use to perform the A3/A8 authentication functions and, in any case, only algorithms producing a full 64 bit Kc should be used. Under no circumstances should the compromised COMP128-1 example algorithm be used.

Recommendation

Permission to use the algorithms can be obtained by femtocell vendors applying to GSMA or ETSI for copies of the relevant algorithm specifications i.e. for UMTS UEA1 and UEA2. Fees of between €2,000 and €4,000 are payable in return for the right to implement the algorithms and femtocell suppliers are requested to ensure they are fully compliant with these IPR requirements by paying the necessary fees and obtaining the necessary authorisation to use the algorithms. 

It is recommended that GSM/Milenage is use to realize A3/A8, only algorithms producing a full 64 bit Kc should be used, COMP128 should under no circumstance by used

· GSM Femtocell only 64 bit crypto is included in the femtocell for over-the-air protection. IPsec etc for tunnelling over broadband/DSL would be at least 128 bit.

· UMTS Femtocell: Unless the equipment contains RNC functionality there will be no UMTS crypto in the femtocell. IPsec etc for tunnelling would be at least 128 bit.

2.4. Export Control of Femtocell CPE

The GSMA Security Group has raised export control issues associated with the deployment of cipher algorithms in femtocell equipment. 

Recommendation

It is agreed that responsibility for ensuring full compliance with appropriate regulations is the responsibility of individual femtocell equipment suppliers and other than highlighting the need for export control compliance no further action is necessary on this aspect. 

2.5. Lawful Interception

Not affected by femtocell deployment. Legal IMF would still be provided within a MNO network as required by national agencies. Current LI systems and their location data back-ends assume the cell location to remain static. They are not generally designed to regularly poll and verify the location of a base station so some solutions may need to be adapted.

LIMF should also be considered where local traffic offload is in use in particular where the MNO and ISP don’t have any agreements.

One issue is location locking discussed in section 2.1. If the femtocell location can be easily spoofed then this could have an impact on the trustworthiness of any location information provided during real-time lawful interception and in off-line retained call data records.

Recommendation

The accuracy of location data for the purposes of lawful interception, and emergency calls, must satisfy local regulatory requirements. The use of a reliable and tamper proof GPS function within the femtocell should be considered.  

2.6. Anti-Fraud protection

The level of risk counter measure proposed, risks should be relevant to Femtocells. It is believed that some femtocell applications may override, or conflict with, some of the security mechanisms already inherent in mobile technologies. In particular, there is a concern that femtocell mobility management procedures may negatively impact the Temporary IMSI (TMSI) feature used instead requiring that the IMSI is requested and transmitted in the clear. 

In addition to attacks against deployed femtocells, it is important to remember how the equipment itself could potentially be used for illegal purposes. It is important that femtocell equipment is only supplied to reputable buyers as failure to do so opens up the possibility of femtocells being used to support illegal call selling and traffic routing activities, avoidance of lawful interception, use as a false base station to launch man-in-the-middle attacks, etc. Of particular concern is the potential for femtocells to facilitate the placement of fraudulent calls on 3G networks. 

Ordinarily, 3G networks provide mutual authentication and integrity protection against false base stations but some, if not all, femtocell solutions stop the 3G radio ciphering at the femtocell level by including some RNC functionality in the femtocell (the RANAP, RRC, RLC and MAC layers). This means that the femtocell receives the 3G ciphering and integrity keys from the network (RANAP security mode command) and if an attacker cracks the interface between the femtocell and the network he will be able to obtain the 3G ciphering and integrity keys related to IMSIs. This would then allow the attacker to place fraudulent calls on a 3G network by providing this data to a 3G mobile over the UICC/ME interface. Alternatively the attacker could launch the attack from the femtocell itself by spoofing a call that appears to be originated by any mobile user on the access control list of the femtocell.

Recommendations

FCG/SG To work with the femtocell suppliers to ensure their deployments will not result in any existing MNO network security protocols being negatively impacted.

Secure the interface between femtocell CPE and network and provide physical and logical security of the femtocell’s sensitive data to ensure it nevcer leaves the protected domain witin the femtocell. 

Use only TMSIs over the air.

SG understands that the GSMA Fraud Forum (FF) has started to consider the fraud risks and SG recommends that FCG should liaise and support the work of FF in this regard.   

3. Network Security

Additional Mobile network security must be considered following femtocell CPE, deployment areas including backhaul, protection from non-approved CPE and core network integration. .

3.1. Backhaul Security

Logical protection of the backhaul link signalling, O&M and user plane between Node B and access gateway is crucial because the backhaul link is not (commonly) owned or controlled by mobile network operators. Penetration via this interface poses significant risks in the absence of adequate authentication of the femtocell equipment. Unauthorised access to core network infrastructure via IP access could result in the theft or modification of data, unauthorised eavesdropping, illicit spamming/packet injection, launch of denial of service attacks, etc. Similar attacks may also be launched in the other direction towards the femtocell device and the mobile equipment within its range.

It is critical that the backhaul is adequately protected to mitigate against the threats described above. Security gateways must be in place at the edge of the core network and these should be integrated into operations centre monitoring from where security credentials should be managed. 

Recommendation

Femtocell traffic should be secured using IPSEC VPN over xDSL backhaul ( however, other candidate security solutions exist)

Femtocells shall support the ability to secure traffic over the backhaul cryptographically (e.g. using IPsec). The security solution should efficiently handle multiple simultaneous calls over the backhaul. The most significant threat exists on the last meters to the femtocell, which are usually based on Ethernet and the further backhaul on the WAN is of secondary importance.

Protection of Control Plane and Management Plane are likely to be required by regulations pertaining in most countries. The same could be true for the User Plane but, even in countries where User Plane privacy is not required, the risk of eavesdropping locally on the last metres must be carefully assessed by the operator.

Additional requirements include the following:

· Femtocells shall be resistant to malicious traffic injected into the backhaul network

· Operators’ Network Elements and OAM systems inter-working with the femtocells shall be protected against malicious traffic injected into the backhaul network

· Operator’s Network Elements and OAM systems inter-working used to download and manage Femtocell software must be secured and maintained under strong security management.

· The Femtocell performs 3G and IPSec encryption and decryption and there is a place where data is unprotected. Unprotected data must not be accessible inside the Femtocell for physical reading.

3.2. Femtocell Security/Authentication

The theft of femtocell CPE from retail outlets and customer premises should be considered, such devices may attempt to connect to operator networks.  In addition consumers may attempt to connect CPE that has not been approved by the MNO, to the network.

Recommendation

Protection should be required against non authorised access point being connected to the core network.

The use of stolen and unapproved CPE should be addressed by device authentication described in section 3.1.

If Femtocells are equipped with UICC/SIM, as soon as the UICC and the Femtocell are paired, a stolen Femtocell will be detected in the same manner that stolen USIMs are currently detected by networks.

4. Threats Analysis

Threat analysis from 3GPP referenced here:

· Compromise of H(e)NB authentication token by a brute force attack via a weak authentication algorithm.

· Compromise of H(e)NB authentication token by local physical intrusion.

· Inserting valid authentication token into a manipulated H(e)NB.

· User cloning the H(e)NB authentication Token.

· Man-in-the-middle attacks on H(e)NB first network access.

· Booting H(e)NB with fraudulent software (“re-flashing”).

· Fraudulent software update / configuration changes.

· Physical tampering with H(e)NB.

· Eavesdropping of the other user’s UTRAN or E-UTRAN user data.

· Masquerade as other users. 

· Changing of the H(e)NB location without reporting.

· Software simulation of H(e)NB.

· Traffic tunnelling between H(e)NBs.

· Misconfiguration of the firewall in the modem/router.

· Denial of service attacks against H(e)NB.

· Denial of service attacks against core network.

· Compromise of an H(e)NB by exploiting weaknesses of active network services
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