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======== START OF CHANGE 1 ====================
9.1
Idle mode mobility

9.1.1
From E-UTRAN to UTRAN

The E-UTRAN NAS Attach Request and TAU Request messages shall include the UTRAN and GERAN security capabilities of UE. All UE security capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed. The UTRAN Attach Request and RAU Request message shall include the context  type indicator and the corresponding KSI , the context  type indicator indicates  the KSI is mapped context  or cached context  .
Cached context

If UE has valid cached SGSN security context,  it shall not derive the mapped security context from EPS context, it shall send RAU Request with P-TMSI and with the cached KSI and the context type indicator that is set to the value of indicating cached context .RAU Request is integrity protected by cached context  .In this case the UE may include P-TMSI signature into the RAU Request. SGSN shall  verifies the RAU Request  MAC and inform MME not to derive CK' || IK' from KASME with Context Response/SGSN Context Response if it has the same valid cached security context with UE .Keys from the old SGSN shall overwrite keys in the target SGSN if any. If the network does not have valid cached security context it shall run AKA.

Mapped context

If UE does not have valid cached SGSN security context, it will send RAU Request with P-TMSI mapped from GUTI and with the KSI mapped from  KSIASME and the context  type indicator that is set to the value of indicating mapped context, the RAU Request is unprotected . UE shall include NAS-token into the P-TMSI signature IE. The MME shall transfer UE's UTRAN and GERAN security capabilities and CK' || IK' with KSIASME to SGSN with Context Response/SGSN Context Response message.The SGSN and UE shall assign the value of KSIASME  to KSI ,i.e KSI =KSIASME. 
The MME and UE derive CK' and IK' from KASME and the current NAS downlink COUNT value indicated by the NAS-token received by the MME from SGSN as specified in Annex A. Keys from the old MME shall replace the keys in the target SGSN if any. The  context  type indicator and KSI are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed. 
SGSN shall include the allowed security algorithm and transfer to RNC with SMC message.  RNC will select security algorithms and indicate to UE whenever needed.

The available P-TMSI signature field bits (at minimum 16 bits) shall be filled with a NAS-token (i.e. the x least significant bits of the KDF output). NAS-token is derived as specified in Annex A. Both KASME and current NAS downlink COUNT are mandatory input parameters.
SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most significant bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value down to current NAS SN-L downlink values, i.e. [current NAS downlink SQN – L, current NAS downlink SQN].. A suitable value for the parameter L can be configured by the network operator. The default value for the parameter L is 5 and maximum value 10. MME shall not accept the same NAS-token for the same UE twice except in retransmission cases happening for the same mobility event.

======== END OF CHANGE 1 ====================

===== ===START OF CHANGE 2 ==================
10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1
Idle mode mobility

10.1.1
From E-UTRAN to GERAN

The E-UTRAN NAS Attach Request and TAU Request messages shall also include the UTRAN and GERAN security capabilities of UE. All UE security capabilities are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed. The Attach Request and LAU Request message shall include the context  type indication bit and the corresponding CKSN  , the context type indicator  indicates  the CKSN is mapped context or cached context 
Cached context

If UE has valid cached SGSN security context , it shall not derive the mapped security context from EPS context ,it shall send LAU Request with P-TMSI and with  the cached CKSN  and the context  type indicator  that is set to the value of indicating cached CKSN . LAU Request is integrity protected by cached context.UE may include P-TMSI signature into the LAU Request. SGSN shall  verifies theLAU Request  MAC and inform MME not to derive CK' || IK' from KASME with Context Response/SGSN Context Response if it has the same valid cached security context with UE. Keys from the old SGSN shall overwrite keys in the target SGSN if any. If the network does not have valid cached security context it shall run AKA.

Mapped context

If UE does not have valid cached SGSN security context, it will send LAU Request with P-TMSI mapped from GUTI and with The CKSN mapped from KSIASME   and  the context  type indicator that is set to the value of indicating mapped context, the LAU Request is unprotected by mapped context . UE shall include NAS-token into the P-TMSI signature IE. MME shall transfer UE's UTRAN and GERAN security capabilities and CK' and IK' with KSIASME  to SGSN. UE and SGSN shall assign the value of KSIASME  to CKSN,i.e  CKSN=KSIASME
. SGSN shall select the encryption algorithm to use in GERAN when needed. Key from the old MME shall replace the keys in the target SGSN if any. The  context  type indicator and CKSN  are sent back to the UE in the corresponding integrity protected response messages for verification that they were not changed.
The available P-TMSI signature field bits (16 bits) shall be filled with a NAS-token (i.e. the 16 least significant bits of the KDF output). The key derivation function of NAS-token is specified in Annex A. The same NAS downlink COUNT as was used to create the NAS-token is used as a key derivation parameter to derive CK’ and IK’.
SGSN forwards the P-TMSI signature to the old MME, which compares it with a NAS-token (truncation of most meaningful bits if needed), for the UE identified within the context request. If they match, the context request message is authenticated and authorized and MME will provide the needed information for the SGSN. Old MME responds with an appropriate error cause if it does not match the value stored in the old MME. This should initiate the security functions in the new SGSN.

To avoid possible race condition problems, the MME shall be able to compare the received NAS-token with NAS-tokens generated from the current NAS SN downlink value down to current NAS SN-L downlink values, i.e. [current NAS downlink SQN – L, current NAS downlink SQN]. A suitable value for the parameter L can be configured by the network operator. The default value for the parameter L is 5 and maximum value 10. MME shall not accept the same NAS-token for the same UE twice except in retransmission cases happening for the same mobility event.
======== END OF CHANGE 2 ====================
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