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Discussion

KeNB* is derived from KeNB by binding with PCI. This is intended to separate KeNB*s handed to different eNBs. 

However, PCI can be reused in the local neighbourhood in different frequencies. This may lead to the same KeNB* being handed to different eNBs.

eNB instructs UE to measure signal strength for certain cells known to be in the neighbourhood of the UE, with the cells being defined by (PCI, frequency). Thus, both UE and eNB know frequency and PCI of the neighbouring cells at the time of handover.

Proposal: Replace PCI by (PCI, cell frequency) in key derivation.
********************** start first change **************************

7.2.8
Key handling in handover

7.2.8.1
General

AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, ECM-IDLE to ECM-CONNECTED state transitions, EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED state transitions.

On initial context setup (e.g. attach, transition to ECM-CONNECTED, or intersystem handover to E-UTRAN), the MME shall derive key KeNB[0] from KASME and the current NAS uplink COUNT. The MME shall also calculate a next key KeNB[1] = KDF(KeNB[0], KASME). The MME shall communicate these two key values along with the corresponding indexes (0 and 1) to the Serving eNB. See figure 7.2.8.3-1.

RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key if the index does not increase from the previous handover, or from the Next Hop (NH) parameter if the index increases from the previous handover (i.e. fresh NH). If the NH is used, the current KeNB is deleted. The target physical cell ID (PCI) and the frequency of the target cell is bound to the KeNB* using the KDF as specified in Annex A. Target eNB creates new KeNB based on KeNB* and C-RNTI using the KDF as specified in Annex A if the index from the previous handover increases. Otherwise the target eNB uses the KeNB* as the new KeNB. UE and target eNB derive RRC and UP keys from the new KeNB.

The target eNB algorithm identifiers and key purpose identifiers are used in the AS level (RRC and UP) key derivations as input parameters with KeNB to the key derivation function KDF (see Annex A). 

At an eNB handover with MME relocation, the KeNB is chained in the same way as if it was a regular intra-MME eNB handover. However, there is the possibility that the source MME and the target MME do not support the same set of NAS algorithms or have different priorities regarding the use of NAS algorithms. In this case, the target MME re-derives the NAS keys from KASME using the NAS algorithm identities as input to the NAS key derivation functions (see Annex A) and sends NAS SMC. All inputs, in particular the KASME, will be the same in the re-derivation except for the NAS algorithm identity. 

It is essential that the NAS COUNTs are not reset to the start values unless a new KASME is taken into use. This prevents that, in the case a UE moves back and forth between two MMEs the same NAS keys will be re-derived time and time again resulting in key stream re-use. Since KASME only changes when a new AKA has been run successfully, the NAS COUNTs shall only be reset to the start value when there is a new AKA run followed by the activation of the corresponding KASME. In case the target MME decides to use NAS algorithms different from the ones used by the source MME, a NAS SMC including KSIASME (new or current value depending on whether AKA was run or not) shall be sent from the MME to the UE.

The procedures for key derivations during handovers are described in the sections 7.2.8.3 below. The key management common to these handovers are described with key management handling blocks described in section 7.2.8.2. 

NOTE:
It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have S1 1-hop secure handovers for a particular eNB according to its security characteristics. 

Editors Note: Some of the procedures in clauses 7.2.8.2 to 7.2.8.4 may have a complex handling; further CRs to simplify these procedures may be necessary.

7.2.8.2
Key management handling blocks

7.2.8.2.1
Next Hop (NH) handling blocks (Proc-NH0, Proc-NH1, and Proc-NH2)

Proc-NH0 – create initial NH value from KASME and fresh KeNB – run in UE and MME

	Proc-NH0:

NCC = 0; NH = KDF(KASME, KeNB), see S6 in Annex A.6

KeNB* = KeNB


Proc-NH1 – synchronize NH (NH*) – run in UE and MME

	Proc-NH1:

Temp-NCC = NCC; NH* = NH

In UE repeatedly update NH if NH needs to be updated (e.g. Temp-NCC < Received-NCC). UE shall try at least MIN-NH-UPDATE times before giving up with an error:

NH* = KDF(KASME, NH*), see S4 in Annex A.4 

++Temp-NCC


The variable MIN-NH-UPDATE shall be at least 0x04. This means that the loop shall be run in the UE at least MIN-NH-UPDATE times before giving up with an error.

Proc-NH2 – update current NH

	Proc-NH2:

NH  = NH*; NCC = Temp-NCC

Delete NH*; Delete Temp-NCC


7.2.8.2.2
KeNB key handling blocks (Proc-KeNB1 and Proc-KeNB2)

Proc-KeNB1 – create target eNB key (KeNB*) – run in UE, eNB, and MME

	Proc-KeNB1:

If index increases from previous HO: 

KeNB = NH*
KeNB* = KDF(KeNB, (PCI, frequency)), see S5  in Annex A.5


Proc-KeNB2 – create new KeNB, RRC/UP keys, and delete temporary KeNB key – run in UE and eNB

	Proc-KeNB2:

If index increases from previous HO:

KeNB = KeNB*

If index does not increase from previous HO:

KeNB = KDF(KeNB*, target C-RNTI); See S6 in Annex A.6

Derive RRC and UP keys from KeNB; See S8 in Annex A.8

Delete KeNB*




********************** next change ***************************

9. A.5
KeNB* derivation function (S5)

When deriving a KeNB* from current KeNB or from fresh NH and the target physical cell ID and frequency in the UE and the source eNB for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x05

-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)
-
P1 = frequency

-
L1 = length of frequency 
The input key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit KeNB.
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