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This paper presents a variation of the Kerberos-like key management solution using MIKEY for key transport between the KMS and the UE.

Pictorially, the current Kerberos-like key management solution looks as follows:
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We identify a few opportunities for improvement in the current proposal shown above (slightly modified picture highlighting a few points of interest).  Specifically, in the current scenario, UE-A and UE-B need to establish TLS connections separately with the KMS, followed by running two different (1 round-trip) protocols at both ends.  In message 3, a ticket needs to be sent.
It is possible to reduce the number of roundtrips on each side to just one (there are no TLS sessions between the UEs and KMS), and obviate the need for new protocols.  This helps reduce the implementation complexity as well as computational and communication complexity at run-time.

The revised protocol flow looks as follows:
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Changes to Section 6.1.4 follow:

The key management when UE A wants to establish a secure media session with UE B follows the following steps:

1. UE A bootstraps with the BSF to be able to establish a secure connection with the KMS which acts as a NAF. This allows the BSF to authenticate the user and the user to indirectly authenticate the KMS.
2. The UE contacts the KMS and requests a key and a key-id to include in an INVITE to UE B. In most cases the key identity should be an IMPU but for group key management a group identity or a list of users could be included. The UE and the KMS run a MIKEY exchange to request and send the key and the key-id.
3. The KMS generates the key and the key-id and sends them to UE A.

4. UE A includes the key-id in the INVITE and sends it to UE B. 

5. The IMS core detects the INVITE and handles the key-id in such a way that a network function, if authorized, can get access to the master media key. 

Editor's note: It is ffs to determine the exact procedures for how the IMS core handles the ticket so that a network function can obtain the media key when needed.

6. UE B receives the INVITE including the key-id. 

7. UE B runs MIKEY with the KMS to request the key corresponding to the key-id. The KMS gets an authenticated user identity this way.

8. 
9. The KMS retrieves the master media key and other information based on the key-id and checks that UE B is an authorized receiver of the master media key corresponding to the key-id.

10. The KMS sends the master media key and the other needed information to UE B.

11. UE B accepts the invitation and use of media security.

If UE B is unregistered and INVITEs are retargeted to a media mailbox, the key-id in the associated ticket would still be valid and the key-id should be stored together with the encrypted media in the mailbox. When UE B later wants to retrieve the media from the mail box, the key-id is first sent to UE B and UE B performs, in principle, steps 7 to 10 as described above, before the media is received.

Editor's Note: The following observations are made regarding the solution:

-
Use of GBA to establish the secure channel between a UE and the KMS is one possibility suitable for IMS when user authentication is based on ISIM. Other methods could be used if required. 

-
The signalling for the key management is in general a SIP signalling issue and should be developed in cooperation with the IETF.

-
The applications/enablers relying on the key management system are in many cases OMA specified. The key management functionality should thus be developed by or in cooperation with OMA.

