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1. Introduction
This paper considers the implication of the RAN responses on the uniqueness of PCI during handover and proposes a response to RAN2 to that part of their LS. 

2. Discussion 
Currently the PCI of the target cell is used by the Source eNB to ensure that the keys sent to the possible multiple Target eNBs during both handover and handover preparations are unique. SA3 has been under the assumption that PCIs of two cells that a particular eNB could handover to will virtually always be unique (and could be guaranteed to be so if an operator wished). This indeed appears to be true according to the latest RAN2 LS for the Macro network with some specific exceptions, but is clearly not true for a network including HeNBs (see following extract from their LS): 

“Q4. SA3 kindly asks RAN2 to confirm:

· That physical cell Id reuse in the local environment is an infrequent occurrence.

· That the physical cell Id of the target eNB is known to the source eNB
RAN2 can confirm the above two bullet points in macro eNB deployment scenarios, except for inter-frequency handover case. In case of inter-frequency handover, there might be multiple cells using the same PCI on a different frequency in the local environment. These cases are, however, considered rare. For such cells to be managed by different eNBs would be even more rare.
In case of HeNB deployment scenario, it might be difficult to completely avoid the use of the same PCI in the local environment. However, for HeNB scenarios, it is quite unlikely that multiple HeNBs will be prepared. Moreover, handover to an HeNB would be based on S1 handover, hence being able to apply the NCC +1 or +2 mechanism (where the NCC increments by 1 or 2).”

It is clear from the RAN2 answer that in the case of a deployment with several HeNBs in the same local environment, it is likely that the same PCI will be re-used. RAN2 go on to suggest some reasons why this may not be an issue, namely that there may not be many HeNBs prepared and also that the issue could be avoided by using the forward security mechanism with HeNBs.   
Both of these points are really suggesting architectural constraints that are not at the same level as the problem they address.The security issue is about transferring keys between two (H)eNBs and the signaling required to do this securely, while the solutions involve the network architecture and design layer, i.e. don’t allow preparation of some eNBs from other ones and always force certain eNBs to have to perform handover through S1 rather than X2. A further concern is that these constraints will seem less important in the future, at which point their removal will have become impossible without introducing the problem of sending the same key to multiple eNBs. 

There seem to be several possible solutions that are available to solve this security problem. Examples include (a) using an already existing identity that is guaranteed to be unique, or (b) sending a parameter that the source eNB knows is unique to each Target eNB (and on to the UE from the Target), and some combination of the latter and PCI, that extends PCI in a way to make it unique. The final decision on the appropriate mechanism should be made by RAN2 but we believe that SA3 should insist that the derivation of handover keys involve some parameter that can be guaranteed to be unique. This will ensure that the security mechanisms do not later impose any architectural requirements on system deployments. Hence we recommend that SA3 respond to the RAN2 LS (S3-080990 = R2-084906) and state the following:
“SA3 have considered RAN2’s response about the uniqueness of PCI and the impact of this on the key derivation at handovers. SA3 believe that the set of parameters used to derive the keys that are passed to the Target eNB at handover and handover preparation should ensure that each Target eNB receives a unique key, i.e. the set of parameters have different values for each Target eNB.” 
3. Conclusion

It is proposed that SA3 send the above response to RAN2. 
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