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Discussion of Key Derivation Function Negotiation

Making the key derivation function negotiable has the benefit of being able to switch to a KDF in case the KDF employed in EPS is broken. Breaking a KDF means that it would be possible to reconstiute its input from its output. Currently there is no such attack in sight for the KDF currently favoured for EPS: SHA-256.

There are 3 KDFs under discussion for KDF agility: HSS-KDF, MME-KDF, eNB-KDF

What is the impact for each of these KDFs if they are broken?

eNB-KDF: 

· Backward security in case of horizontal handovers would be lost

· Key separation in case of preparing multiple eNBs would be lost

· Key separation of  KeNB to RRCint, RRCenc and UPenc would be lost

The impact of all of these would be low, as the first can be solved by resorting to vertical handovers whenever backward security is required, the second one can be resolved by grouping the eNBs into security domains and only allowing preparation of multiple eNBs of the same security domain, and the third one is irrelevant, as the same entities know KeNB and the derived keys.

Proposal: don’t make eNB KDF negotiable

MME-KDF: 

· Separation of KASME and NH would be lost

The impact of this would be that there would be the potential for someone with access to keying material  of one eNB to gain access to the keying material for all sessions of the UE ever attached to this eNB.

Proposal: For release 9, make MME-KDF negotiable in a similar fashion to negotiation of NAS algorithms. Don’t make MME-KDF negotiable for release 8.
HSS-KDF: 

· separation of CK, IK from KASME would be lost

· Separation of KASME between different visited networks would be lost

The impact of the first would be low, as the long term secret shared between AuC and USIM is not endangerd. The impact of the second one cna be mitigated by enforcing the use of AKA after handover between visited networks of different security domains.  

Proposal: postpone to Release 9

Conclusion: 

Delete editors note form subclause 7.2.4.1 a) as per attached CR

********************** start first change **********************************

7.2.4.1
Requirements for algorithm selection

a) An active UE and a serving network shall agree upon algorithms for

· RRC ciphering and RRC integrity protection (to be used between UE and eNB)

· UP ciphering (to be used between UE and eNB)

· NAS ciphering and NAS integrity protection (to be used between UE and MME)

· 

· 
· 
· 
· 
b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the UE security capabilities of the currently serving network entity

********************** end first change **********************************
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