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Vodafone has reviewed TR 33.812 v0.4.0 in detail and has compiled a list of issues that it would like the authors to address before Vodafone will be able to accept the TR for approval. It is hoped that this list will help the authors concentrate their efforts on delivering the agreed scope for this study document.

Vodafone is prepared to contribute on some of these issues and feels that an ad hoc meeting would allow the relevant experts outside of SA3 to contribute interactively.

	Section
	Issue
	Possible solution(s)

	Title
	The title does not reflect the full scope of this document. The term "remote management" is already defined with a different meaning in CT6 documents.
	Feasibility study on the security aspects of remote subscription change for M2M equipment.

	Introduction
	The whole section is muddled and is not clear.

Some of the content belongs in the scope.
	Use proposed introduction below or delete the section altogether (as in TR 22.868).



	Scope
	This text is just copied out of the WID and does not read correctly for the reader.

First paragraph should be in the introduction.

Term "remote management" is already defined with a different meaning in CT6 documents.
	Use proposed scope below.

(The scope below has "remote management" changed to "subscription change")

	General- Document structure 
	The current document structure does not address the agreed scope. In particular, the following aspects are missing:

· An assessment of the security requirements needed to remotely load a full USIM/ISIM onto a UICC.

· Review of the current remote mechanisms available and an assessment of any weaknesses or improvements that can be made.

· Review of USIM functionality that will need to be supported.
	Review the document structure against the agreed scope and add sections accordingly.

	Section 4.1
	Missing content – It is not clear what content will go here.
	

	Section 4.1.1

- General
	Why are use cases being "re-described" here?  
	Just reference use cases in TR 22.868.

	Section 4.1.1

- Usecase a)
	This is not an M2M use case.
	Delete this use case as it is a human-to-human use case.

	Section 4.1.1

- Usecase b)
	This is not an M2M use case. 
	Again this is a consumer use case so this should be deleted.

	Section 4.1.1

- Usecase c)
	This is not an M2M use case.
	Again this is a consumer use case so this should be deleted.

	Sections 4.1.2 to section 4.2
	This is very poorly written. It is rambling (conversational) and is not clear. Assumptions and requirements appear in many sections with little or no justification.
	Section 4 needs to be completely re-written into the following sections:

· Identification of the security aspects of the M2M use cases in TR 22.868.

· Identification of changed security assumptions for M2M use cases (with justifications).

· List of criteria on which available solutions can be compared (with justifications).

· Clear definition of the actors and processes that each solution must include and their rights.

· Definition of functions required in the USIM/ISIM.
· Definition of the lifecycle for the USIM/ISIM to be supported.

	Section 5
	Not stable yet as there have been a lot of changes since the previous version.
	Vodafone will comment on this as it becomes more stable.

	Section 6
	Introduces the term MID without definition.

Assumes that all solutions will have the same lifecycle.

Does not define who owns the MID.

Not clear as to who sets the MID states and what rights different actors have to change MID states.

Not clear as to how the MID states map to existing lifecycle

Most of the USIM functionality is missing.
	Completely re-write. Add introduction of this concept to section 4.

	Section 7
	Too short and no clear analysis.
	Update section to reflect analysis against criteria added to section 4.

	Section 7.1
	This should be in section 4.
	Move to section 4.

	Section 7.2
	Too short and incorrect.
	Solicit correct information from operators or GSMA SCaG.

	Section 7.3
	Not an analysis – just a set of rambling questions.
	Re-write to reflect analysis against criteria set in section 4.

Move points made to the conclusions.

	Section 8
	Content missing.
	Add content.


Proposed updated text for the Introduction:
Introduction

TR 22.868 presents a study on machine-to-machine (M2M) communication. Machine to Machine (M2M) Communication is seen as a form of data communication between entities that may have no human interaction. The M2M equipment could be a device that is fully self-contained or a device with interfaces to attach, for example, sensors and on-site service equipment. 
One of the challenges highlighted in TR 22.868 is the possible need to be able to change the subscription of a M2M equipment without any direct human interaction with the device.

The current 3GPP system defines the use of a USIM in a UICC as a means of protecting the user and network operators from fraudulent use of the network. TR 22.868 highlights the potential that M2M usecases may result in there being many more M2M connections than the current human to human connections and that these may have different properties (e.g. they may never move). As this may be a significant change of assumptions, the current solution needs to be reviewed against these new assumptions.

Proposed new text for the Scope:

1
Scope

The scope of this technical report is to study the remote subscription change of USIM/ISIM application when the USIM/ISIM application resides in the UICC and when the USIM/ISIM application resides in a M2M equipment without a UICC. 
The scope of this technical report includes definition of a trust model for remote subscription change of a USIM/ISIM application and identification of security threats and requirements.
Furthermore, this technical report includes the following items: 
· an investigation of candidate security solutions that allow subscription change to take place in a secure manner;

· an investigation of candidate signalling procedures for subscription change of USIM/ISIM application in a M2M equipment;

· identification of current USIM/ISIM that may need to be covered by subscription change of  the USIM/ISIM application;
· identification of other functionality that may need to be added due to the new USIM/ISIM application provisioning method.
Out of scope of this document are solutions that fall within the current USIM specifications such as:

· having M2M equipment with multiple USIMs (on their own UICCs) which the user/machine selects between;
· changing subscriptions where the new operator services are hosted by the original operator.























































