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Clause 10.2.1 “Handover from E-UTRAN to GERAN” of the interim version of TS 33.401 contains the following Editor’s note: 

Editor’s Note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of the key conversion functions c3, c4, c5 of TS 33.102. If this assumption falls the key derivation and conversion described above may have to be adopted [adapted].

But the other subclauses of clause 10 never mention key conversion functions, so the underlying assumption of all of clause 10 seems to be the following: 

An SGSN supporting interworking between E-UTRAN and GERAN is capable of handling UMTS security contexts. 

But then the SGSN is of Release 99 or a later release. This assumption is fully in line with the fact that CT4 does not require an MME to support GTPv0 (cf. TS 29.274) and that pre-Release 99 SGSNs only support GTPv0. So, an MME cannot communicate with a pre-Release 99 SGSNs over GTP, hence mobility between an MME and a pre-Release 99 SGSN is not possible.

Therefore, an SGSN supporting mobility with E-UTRAN also supports the key conversion functions specified in TS 33.102 [4] as this is required for Release 99 or later releases. Furthermore, as a consequence of the UE being able to access EPS, the user has a USIM, and the ME and the HLR are UMTS-capable. Hence, UMTS AKA is used when the UE is authenticated even when attached to GERAN, cf. TS 33.102 [4], clause 6.8.  

But, given the facts stated above, the mobility procedures between E-UTRAN and GERAN are almost identical to those between E-UTRAN and UTRAN.

We therefore propose to SA3 to proceed as follows: 
1) SA3 accepts the companion CR which references text in clause 9 from clause 10 as much as possible. This has, by the way, the advantage that any possible further changes to clause 9 do not have to be mirrored for clause 10.
2) To be on the safe side, SA3 sends the CR in an LS to CT4 with cc to SA2 and CT1 for checking our assumptions. In the unexpected case there was any problem it could be fixed in SA3’s November meeting. A draft LS is provided below.

Draft LS to CT4 with cc to SA2, CT1: 
Title:
LS on security capabilities of SGSN capable of mobility between GERAN and E-UTRAN
Response to:
 
Source:
3GPP SA3

To:
CT4
Cc:
SA2, CT1
Contact Person:

Attachments:
S3-08xxxx
1. Overall Description:

SA3 is studying the security procedures for mobility between E-UTRAN and GERAN (both idle mode mobility and handover). SA3 based their work on the assumption that an SGSN supporting mobility between E-UTRAN and GERAN supports the security capabilities specified in TS 33.102 [4]. This is the case if the SGSN is of Release 99 or a later release. 
In particular, the SGSN then also supports the key conversion functions c1, …, c5 specified in TS 33.102 [4] to convert UMTS security parameters into GSM security parameters and vice versa. Furthermore, as a consequence of the UE being able to access EPS, the user has a USIM, and the ME and the HLR are UMTS-capable. Hence, UMTS AKA is used when the UE is authenticated even when attached to GERAN. These properties make the security procedures for mobility between E-UTRAN and GERAN very similar to those for mobility between E-UTRAN and UTRAN.
2. Actions:

To CT4:
1) SA3 kindly asks CT4 to comment on SA3’s assumption that an SGSN supporting mobility between E-UTRAN and GERAN is of Release 99 or a later release. 

2) Any further comments on the attached pseudo CR would be welcome. 
3. Date of Next TSG-SA WG3 Meetings:

SA3#53
10 - 14 Nov  2008
Kyoto, Japan






















































