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1

Introduction

SA3#52 have agreed to include a three way TAU handshake with nonces in order to ensure that K’ASME derived from mapped context shall be fresh on IDLE mode change from GERAN/UTRAN to E-UTRAN (cfr section 9.1.2).  The agreed flow as described in the Interim version 2 of TS 33.401 for UTRAN to E-UTRAN is basically as follows:
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UE  

MME   SGSN  

TAU request unprotected (P - TMSI, KSI SGSN , UE  security capabilities, NONCE UE  )  

SGSN context    request  

K' ASME  = KDF (CK, IK, NONCE UE  , NONCE MME )      

TAU Accept (protected with  K' ASME  )   

SGSN context  response  

TAU response protected (KSI  SGSN ,  unciphered selected algo Ids, replayed  UE security capabilities, repla yed  NONCE UE , NONCE MME )  

K' ASME  = KDF (CK, IK, NONCE UE  , NONCE MME )      


Figure 1
In the above agreed flow the TAU actually works as a Security Mode Command causing a requirement to partially cipher the TAU response as both NONCEMME and selected algo's need to be visible to the UE. The incoming LS C1-082801 (S3-080935) on the combination of SMC and attach or TAU suggests that 

a) partial ciphering of the messages is undesirable and

b) a standalone SMC procedure should be used to take a security context into use prior to TAU exchange.

Such handling would also avoid partial ciphering of the TAU. 

The flow in figure 2 needs one extra message, too avoid partial ciphering.
2 
Using NAS SMC to activate mapped security context.
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UE  

MME   SGSN  

TAU request unprotected (P - TMSI, KSI SGSN , UE  security capabilities, NONCE UE  )  

SGSN context    request  

Generate NONCE MME   K' ASME  = KDF (CK, IK, NONCE UE  , NONCE MME )      

TAU ACCEPT ( Integ rity and confidentially  protected).    

SGSN context  response  

Generate K' ASME  = KDF (C K, IK, NONCE UE  , NONCE MME )   Before verifying the integrity protection on NAS SMC    

NAS SMC COMMAND ( KSI SGSN ,  Replayed UE  security capabilities, Selected NAS algo, Replayed  NONCE UE,  ,  NONCE MME )  Integrity protected  

NAS SMC COMPLETE ( Integrity and confidentially  protected)  


Figure 2
The solution above assumes that it is possible to modify the SMC messages to carry NONCEs of 32-bit.. 

3
Proposal:

It is proposed to approve the P-CR as can be found in S3-081051

3GPP

SA WG3 TD


_1280728692.doc

[image: image1]

UE















MME







SGSN



















TAU request unprotected (P-TMSI, KSISGSN, UE security capabilities, NONCEUE )











SGSN context



 request







TAU response protected (KSI SGSN, unciphered selected algo Ids, replayed UE security capabilities, replayed NONCEUE, NONCEMME)







SGSN context response







K'ASME = KDF (CK, IK, NONCEUE , NONCEMME)















TAU Accept (protected with K'ASME ) 















K'ASME = KDF (CK, IK, NONCEUE , NONCEMME)




















_1280730617.doc

[image: image1]

UE















MME







SGSN



















TAU request unprotected (P-TMSI, KSISGSN, UE security capabilities, NONCEUE )











SGSN context



 request











SGSN context response







Generate NONCEMME



K'ASME = KDF (CK, IK, NONCEUE , NONCEMME)















TAU ACCEPT (Integrity and confidentially  protected). 







NAS SMC COMPLETE (Integrity and confidentially  protected)







NAS SMC COMMAND (KSISGSN,  Replayed UE security capabilities, Selected NAS algo, Replayed NONCEUE,  , NONCEMME) Integrity protected







Generate K'ASME = KDF (CK, IK, NONCEUE , NONCEMME)



Before verifying the integrity protection on NAS SMC
















