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1 Introduction
This contribution provides a review of current 33.401 focusing on procedures for LTE algorithm (ciphering, integrity and KDFs) selection, in particular for IRAT mobility cases. Edits and new text is proposed to clarify and increase the security. 
2 Review
Below, references are made to the 33.401, interim v2, “clean” version produced after SA3 #52. 

Section 3.1 does not provide a definition of “UE security capabilities". This term is used in the “passing by” in several places of the TS. It is proposed to add to the list of 3.1:

UE Security capabilities: The set of ciphering, integrity and KDF algorithms implemented in the UE. This includes capabilities for E-UTRAN, UTRAN and GERAN.
Section 7.2.1 (E-UTRAN key setting): “If an authentication procedure is performed during a connection, the new KASME, NAS, RRC and UP keys shall be taken in use in both the eNB and the ME as part of the security mode set-up procedure (see subclause 7.2.4).”
The text should also say that the MME shall take the keys into use.
 
Section 7.2.4.1:
b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the UE security capabilities of the currently serving network entity
It is unclear if the last item relates to capabilities of the network entity or of the UE. Propose to change to

“b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the security capabilities of the currently serving network entity"

Also in 7.2.4.1, the following requirement on algorithm selection is hard to read:
“d): Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated  ("bidding down protection of networks choice") that the UE security capabilities were not bidden down."
 
Propose:

“d): Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e.  that the UE security capabilities were not bidden down."
Section 7.2.4.2.2:
Currently,  the text for algorithm selection at X2 handover does not mention how the chosen algorithms are indicated to the UE. Proposal:

“At handover from a source eNB over X2 to a target eNB, the source eNB shall include the UE security capabilities in the handover request message. The target eNB shall select the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command. In the path-switch message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.”
Section 7.2.4.2.3:
Similarly, for S1-handover, the text does not mention how the chosen algorithms are indicated to the UE. Proposal:

At handover from a source eNB to a target eNB over S1 (possibly including an MME change), the source eNB shall forward the UE security capabilities to the target eNB in the transparent container which is sent in the handover required and handover request S1-AP messages. The target eNB shall select the algorithm with highest priority from the UE security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms).  The chosen algorithms shall be indicated to the UE in the handover command.  In the handover notify message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.

Section 7.2.4.3.1: 
SA2 and CT1 have now agreed (see incoming LS S3-080935) to signal algorithm selection/change as part of the SMC and not as part of the TAU Accept procedure. This resolves the editor’s note and makes it unnecessary for the UE to echo it’s capabilities back to the MME (the fact that the UE at all responds to this should serve as an indication that the UE “agrees” with the UE capabilities that the MME just sent). Proposal is to remove the editor’s note and to change to:
"When the NAS security context is established, e.g., by a TAU Accept, Attach Accept or by NAS SMC message, the MME shall choose one NAS ciphering algorithm, one NAS integrity protection algorithm, and one KDF, and indicate them in the corresponding integrity protected message to UE and shall also include the UE security capabilities into that message. The UE verifies that the message from the MME contains the correct UE capabilities. If so, the,UE shall reply with an integrity protected SMC Complete NAS message, protected by the integrity algorithm selected by the MME in case the algorithms or the KDF change from the previous TAU procedure or if the NAS message (e.g., TAU Request or Attach Request) that carried the UE security capabilities to the MME was not protected.. This NAS message shall contain the UE security capabilities so that the MME can verify that the UE security capabilities are the same as the ones sent by the UE in the unprotected initial NAS message. This enables detection of attacks where an attacker has modified the UE security capabilities in the initial NAS message. The MME shall select the NAS algorithms which have the highest priority according to an ordered list which can be configured in the MME."

Sect 7.2.4,3.2: this handles the case of MME change, and the same comment as above applies. Proposal:
" In case there is a change of MMEs, the target MME shall indicate in a Security Mode Command message which integrity and ciphering algorithm is selected for NAS protection as well which KDF to use from now on in case they are different from the previously selected algorithms and KDF for NAS., The UE verifies that the message from the MME contains the correct UE capabilities. If so, the UE shall reply with an integrity protected SMC Complete message. The MME shall select the NAS algorithms which have the highest priority according to an ordered list which can be configured in the MME."
Section 9.1.1, Idle mode mobility, E-UTRAN to UTRAN, “mapped context” case:

“Both KASME and current NAS downlink COUNT are mandatory input parameters.”

This text raises the question if there are also “optional” input parameters? If this is the case, some means for signaling which parameters should be used seems needed.  Proposal:

“Both KASME and current NAS downlink COUNT are used as input parameters.”

Also Section 9.1.1:

The phrasing "SGSN shall include the allowed security algorithm and transfer to RNC with SMC message. RNC will select security algorithms and indicate to UE whenever needed."  is very unclear.  
Even if a cached context was found, the target SGSN probably does not know which algorithm that a previous RNC actually used. Moreover, the target RNC may need to change algorithm due to different support. The only way to make sure the UE has a valid active context in UTRAN seems to be to always issue a SMC. Proposal:

"SGSN shall include the allowed security algorithms and transfer them to the RNC. An SMC message shall be sent to the UE containing the selected algorithms.” 
 

Section 9.1.2, Idle mode mobility, UTRAN to E-UTRAN, “mapped context” case: 
"If no cached context is available in the UE the UE shall send the TAU request unprotected". 
This seems to open up a security hole. It seems that the UE could use the mapped keys as well. This is supported by the fact that the MME anyway uses mapped keys just after this message. A potential problem is that the MME nonce is not available to the UE. However, the UE could use only the UE part of the nonce to at least reach some amount of protection. A KDF should be used in the case where no cached context is available. Proposal: instead of specifying that the TAU Request is not protected, specify the following behavior: 
“If no cached context is available in the UE the UE shall derive a Temporary K’ASME as specified in Annex A.14.1 using a randomly selected  NONCEUE and send the TAU request protected by this key. The UE shall include NONCEUE and KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set there 

In case MME does not have the cached context indicated by the UE in the TAU request, the MME shall use the mapped security context and NONCEUE to derive a Temporary K’ASME as specified in Annex A.14.1 and verify the TAU request. The MME shall next generate a 32bit NONCEMME and use the received NONCEUE with the NONCEMME to generate a fresh mapped K’ASME from CK and IK identified by the KSISGSN in the TAU Request. See Appendix A for more information on how to derive the fresh K’ASME. The fresh Kasme shall be taken into use replacing the temporary key ”
It is then proposed to add the following as Annex A.14.1:
A.14 K’ASME from CK, IK derivation during idle mode mobility (S14)

This input ….
A.14.1 Temporary K’ASME 
A temporary key to protect e.g. TAU from the UE before NONCEMME is available shall be derived as above, but setting FC = <next available number> and omitting P1 and L1.

If for some reason, it cannot be agreed to use the mapped context, at the very least it should be added that 

“The MME shall not ‘act’ (e.g., make permanent updates) until it receives the integrity protected TAU COMPLETE, since the MME has not verified the authenticity of the UE until then.” 
 

Section 9.2.1 (E-UTRAN to UTRAN h/o):

Here it is spelled out that “"CK’||IK’ = KDF(KASME, S10)." But in essentially no other case is the “KDF formula” spelled out, there is just a reference to the Appendix. Proposal: remove KDF formula, and refer to Appendix A also here.

Section 9.2.2.1, (UTRAN to E-UTRAN h/o) 7th paragraph: 
“Otherwise the UE shall use the mapped security context and protects the TAU Request with the same algorithms as selected for RRC".
What if eNB and the MME supports different algorithms?  E.g. suppose that one algorithm is broken and the eNB is hacked and selects the bad one for RRC. It is proposed to discuss how to handle this case.

Section 14: does not specify how ME behaves. Proposal “MME shall derive…”  ( “MME and ME shall derive…”
 
3 Conclusion and proposal
It is proposed that the accompanying PCR, S3-081049, is agreed and used to update 33.401. (The PCR also contains minor spelling and grammatical fixes, not listed above.)  It is also proposed to discuss how to resolve the issue related to 9.2.2.1 mentioned above (i.e., that the RRC integrity algorithm is used to protect the TAU Request message after an IRAT handover to E-UTRAN).
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