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1 Introduction
The security of the ANDSF interface, S14, has been analyzed in S3-080723 and S3-080799. This discussion paper presents a threat analysis of the S14 interface, including the findings of the two aforementioned documents. In addition two alternative security models for S14 are presented.

2 Threat Analysis
The UE sends location information and possibly its identity over S14. Revealing this information, and the reply message from ANDSF containing the access policies, to an attacker can have many negative consequences.

Privacy threats [S3-080799]
· The attacker will know who the user is [S3-080723]
· The attacker will know where the user is located [S3-080723] 

· The access policies of the user are revealed (this is not desirable especially assuming the user can manage own policies to some extent) [partly S3-080723]
Integrity threats  

· The attacker can modify the ANDSF response affecting access selection. [S3-080723] [S3-080799]
· UE could be recommended to switch to an expensive (from user or home operator point of view) network (possibly owned by the attacker)... [S3-080799]
· or to a network with bad quality/latency/throughput/security(e.g. malicious trusted non-3GPP network)... [partly S3-080799]
· or even to a target network that the attacker wants to burden. [partly S3-080799]
· The attacker can also block the user from selecting some networks. [S3-080799]
· Alternatively the attacker could recommend networks that are not available or do not have roaming agreements with the home operator resulting in the UE wasting resources on trying to connect to networks that in any case will not accept the UE. [partly S3-080799]
· The attacker can modify policy lifetimes to get the UE to connect to ANDSF or do handovers more frequently than needed, thus wasting both network and UE resources. [partly S3-080799]
· The attacker can push new policies to the UE forcing it to do excess handovers, thus wasting network and UE resources [S3-080799]
3 Solution alternatives

All these threats could be mitigated using protection on S14. It should be noted that CT1 have decided to use OMA DM as the protocol for ANDSF. One possible solution to secure OMA DM is to use TLS for protecting ANDSF signaling and server authentication, and GBA for UE authentication according to TS 33.222.

Another way to go with the S14 security could be to rely on underlying security mechanisms and do additional security only when necessary.
3.1 OMA DM with TLS and GBA
OMA DM together with shared key-based UE authentication and certificate-based ANDSF server authentication, according to TS 33.222, provides mutual authentication, data integrity and confidentiality protection. 
SA2 has decided that ANDSF will not be supported during roaming in Rel-8. If in future releases ANDSF servers would be located also in the visited network, certificate based server authentication could be problematic . However, it should be noted that OMA DM with TLS and provides a future-proof solution as PSK-TLS could be used for mutual authentication in this case. 
3.2 Do additional security only when necessary
ANDSF signaling is assumed to be user plane traffic from the network point of view. 
In an untrusted non-3GPP network scenario there is already an IPsec tunnel from the UE to the ePDG in the home network so security for the S14 seems a bit redundant. 
In a 3GPP network the user plane is protected with encryption in most access networks. When this is not the case the UE is still aware of the fact that no encryption is used over the air interface and can take actions to secure S14, as discussed in 3.1.
If connected to the home 3GPP network, and the air interface is protected, the S14 interface can benefit from this underlying security. 
When connected to a trusted non-3GPP network there can be some access network dependent form of protection over the air interface. The quality of the protection is access network dependent. 
Both a 3GPP network and a trusted non-3GPP network usually have some form protection over the air interface (with some exceptions as discussed above). However, between security domains, e.g. from the visited network to the home network, only the control traffic has protection (NDS/IP). Under the assumption that ANDSF messages are seen as user plane traffic they are not protected with NDS/IP. This means that when attached to a visited 3GPP network or to a trusted non-3GPP network the S14 interface should be protected by some  other means, as we cannot rely on NDS/IP.

There are also problems when following the approach of only applying explicit security over S14 interface when necessary, the cases that rely on the underlying security and have the secured connection end in the home network at some other node than the ANDSF, i.e. at ePDG in case of untrusted non-3GPP access,. Without any additional functionality it could in this case be possible for a UE to request ANDSF information of some other UE of the network by including in the information request message the identity of the target UE. GBA could be used in this case for UE authentication while data protection based on e.g. GBA would only be used when necessary.

There are some open questions regarding this approach:

· Is the underlying protection of the user plane good enough for S14 in all scenarios?
· Is there an API in the UEs for finding out if the air interface is protected?
Based on the above analysis, relying on underlying transport security (and possible only use additional security when necessary) is not recommended to secure ANDSF signalling.
4 Conclusion
There are multiple ways for an attacker to misuse the S14 interface if it is not properly protected. The soundest approach of protecting OMA DM over the S14 interface would be to use TLS for ANDSF authentication and data protection and GBA for UE authentication.
In some network scenarios the underlying security mechanisms could probably be utilized also for the S14 interface. Especially when the UE is connected to the home network (with some exceptions), or when connected to an untrusted non-3GPP network the traffic is protected from the UE to the home network. However, some additional security features would still be desirable, especially UE authentication to prevent masquerading attacks, e.g., by using GBA. In the remaining scenarios, under the assumption that ANDSF signalling is seen as user plane data and thus not protected with NDS/IP, explicit security methods such as OMA DM with TLS and GBA should be applied to reach an acceptable security level. 
It seems like the most recommended approach would be to always apply OMA DM with TLS and GBA on S14.
5 Proposal
It is proposed to secure the S14 interface using a combination of OMA DM with TLS and GBA. This functionality is suggested to be added into TS-33.402 as described in CR S3-081030.
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