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**start of first change**
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format

<defined term>: <definition>.

Example: text used to clarify abstract rules by applying them literally.

Trusted Environment. The Trusted environment (TRE) with the M2ME provides some hardware and software protection and separation for the provisioning, storage, execution and management of MIDs. A TRE can be validated at any time by an external agency that is authorised to do so.

Manageable Identity: a provisioned and managed module that is capable of representing a certain identity claim. A Manageable Identity (MID) used in the context of M2M equipment may consist of a security policy, a set of credentials and files, a package of executable code that makes use of these credentials and files. 
MID Credentials: e.g. user identifiers, permanent cryptographic keys and algorithm customisation parameters. 

MID Engine: The executable part of a MID. 
M2M end user: The entity using the M2ME. In general, a M2M end user might not have any direct contractual relationship with the MNO providing service to the M2ME.  
M2M subscriber: The entity “owning” one or more M2ME(s) and having a contractual relationship with the MNO to provide service the M2ME(s).  
**end of first change**
**start of second change**
5.2.6
Alternative 5 “Architecture with removable-UICC” 


This alternative simply consists in providing a removable-UICC to each deployed M2M equipment. In principle, it can apply without substantials differences for both the following cases: 

· The UICC is a “traditional” one; 

· The  UICC has a new Form Factor, specifically designed to take in possible M2M peculiarity and/or requirements (e.g. high temperatures, long life duration, vibrations, etc..). 
This approach rests on the following assumptions:    
· a generic M2M solution studied within 3GPP should aim providing benefits for the MNOs represented in 3GPP and hence to all the parties (e.g. Vendors, smart card manufacturers) supporting the MNOs to provide services. Some possible M2M use cases were identified, but several others could certainly be added and there is not any official list of “M2M use cases” to be considered nor a list of those “to be ignored” for the purpose of this study. In this scenario, as M2M subscribers’ needs and requirements are “use case”-specific and potentially divergent each other, whatever M2M solution fitting all possible (and potentially unknown) M2M scenarios in the same optimal way is considered unrealistic. Moreover M2M subscribers are usually not directly represented in 3GPP. Based on this, M2M subscribers’ needs and requirements in terms of M2M are assumed to be represented in 3GPP via MNOs (as this appears as the only practicable way forward). 
· the generic M2M equipment getting access to the 3GPP Core Network falls within the category of 3GPP terminals. In other words, as in practice it is not possible to limit the application of  M2M specific security requirements only to M2M equipment, the M2M security solutions shall not lower the 3GPP security when applied to 3GPP terminals, e.g. consumer mobile terminals. 
The following subsections show how the Architecture under consideration fits the M2M scenario, providing benefits to the MNOs and hence to all the involved parties. In particular, it will be shown how it allows solving/counteracting the following issues: 

· Initial provision of a new M2M equipment with a new USIM application from an operator of customer choice. 
· Changing subscription to a different operator. 
· Cloning prevention. 
· Unauthorized removal of a UICC from the M2ME.    
5.2.6.1 Initial provision of a new M2M equipment with a new USIM application from an operator of customer choice 
From a MNO perspective this step is straightforward as it simply consists in inserting a UICC of the operator of customer choice in the M2M equipment. 
This approach is also straightforward from a manufacturer of M2M equipments point of view as the manufacture process is kept completely independent from the operator finally choosen by the M2M subscriber (exactly like it happens for the 3GPP handsets, since ever). 
Possible tecnichal and logistic issues deriving from this step do not seem to be a major issue from a MNO perspective: the initial insertion of the selected UICC may be carried over as part of the M2ME set-up/deployment phase, e.g. by properly trained people. 
5.2.6.2 Changing subscription to a different operator

This potential issue arises when the M2M subscriber decides to move from a certain  MNO#1 to a MNO#2. 
From a MNO#1 perspective, this scenario simply means loosing potential revenues and the opportunity to investigate the reasons behind the churn (or to perform appropriate “customer retention” actions to avoid it). From a MNO#2 perspective, this scenario means a new customer to serve and then new potential revenues. Under these circumstances, from a MNO perspective, the case where MNO#2 is not willing to perform the initial provision of the M2ME(s) in subject with its own UICC(s) does not seem a realistic option to be worried about. 
The creation/management of the new subscription(s) within the MNO#2 network is welcomed by the MNO#2 as it presupposes potential new revenues; moreover it is also straightforward as the creation/management of the new subscription(s) is a widely proven process, implicit in the UICC(s) delivery and activation, for whatever 3GPP MNO. 

The alternative in subject allows changing the subscription of a M2ME to a different operator without impacts on the M2ME manifacturers. 

5.2.6.3 Cloning prevention 
In the M2M perspective, the “cloning” issue arises when a potential attacker attempts to get (directly or indirectly) the security credentials and functions securely stored in a genuine M2ME to reuse them in a “malicious” one or, simply, to perform other fraudulent scenarios (e.g. to get services at the M2ME subscriber’s expenses). 

The alternative in subject assumes the M2ME security credentials and functions securely stored in a UICC, i.e. in a tamper-resistant environment, that from a 3GPP MNO perspective is well proven and explicitely designed to prevent such a cloning issues, since GSM. For this reason the usage of a UICC is perceived as an adequate solution to store M2M security credentials and functions. 

As a further measure to descourage possible cloning attemps in the M2M scenario, UICCs used within M2ME might have a specifically designed service profile in the core network, e.g. restrincting their usage to the precise scope/purpose they were inserted in the genuine M2MEs (e.g. Speech Service “T11” could not be provisioned to a USIM/UICC to be used as authentication token in a vending machine). 

5.2.6.4 Unauthorized removal of a UICC from the M2ME
It is envisaged that in some specific M2M use cases, there could be the interest for a potential attacker and/or for the legitimate M2ME end user to perform an unhautorized removal of the M2ME security credentials and functions securely stored within a certain M2ME. 

The alternative in subject assumes the M2ME security credentials and functions securely stored in a UICC. It is perceived that appropriate implementation-dependent measures can be put in place to physically prevent, in an adequate and effective way, any unauthorized removal of the UICC from the M2ME. 
The definition of the above-mentioned implementation-dependent measures is out of the scope of 3GPP. 
**end of changes**
