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1. Introduction

After SA3#52 meeting, email discussions took place regarding agreed CR S3-080925 on “the storage of EPS keys in USIM or ME” and highlighted several issues:

· Inconsistencies between sections 6.1.1, 6.3, 6.4 and 7.2.5.1 on the storage of keys resulting from EPS AKA run.

· Storage of the key KASME is preferred rather than storage of keys CK and IK, while the CR proposes to store CK and IK. 

· Storage of others credentials than CK and IK should be taken into account (e.g. NAS COUNT values)

· Security interworking between E-UTRAN to UTRAN: issues were raised in case of handover from E-UTRAN to UTRAN

Moreover, the SA3 decision to store EPS credentials only on the ME could be re-opened by other 3GPP groups as stated in SA3#52 meeting report.  

This contribution aims at resolving those issues and proposing new CRs. 

2. Storage of the key KASME rather than the keys CK and IK after EPS AKA run

During email discussion it was agreed that KASME should be stored in the UE rather than the keys CK and IK. E.g. the storage of KASME would avoid repeating same key derivation procedure to derive the same key KASME. 

3. EPS security context data to store in the UE

The EPS AKA security context data to store in the UE should be at least:

· KASME (as explained previously)

· KSIASME, which is associated to the key KASME
· NAS COUNT values: NAS downlink COUNT and NAS uplink COUNT. 

SA3 needs to confirm that it is an exhaustive list. 

These data can be used to derive NAS, UPC and eNB-related keys. 

4. Storage of EPS AKA security context in the USIM 

The storage of EPS Mobility Management parameters in the USIM is addressed within several 3GPP groups. 

· CT1

TS v24.301 defines procedures for the storage and the use of EPS Mobility Management (EMM) parameters in the USIM. CT1 agreed to store in the USIM: GUTI, last visited registered TAI, EPS update status, allowed CGS list. If the corresponding file is not present on the USIM, these EMM parameters are stored in a non-volatile memory in the ME together with the IMSI from the USIM. Confer C1-082586.

Regarding EPS security context, CT1 stated in an editor’s note that “whether security context parameters need to be stored on the USIM to handle the case of USIM application on the UICC is changed is FFS”. 

· SA1

SA1 in its LS S1-080741 stated that “it is SA1’s understanding that for purposes such as the one indicated above additional files on the USIM will be needed. To be able to use USIMs that do not contain these files (e.g. pre Rel-8), the solution proposed by CT1 to store them in non-volatile memory in the ME seems to be a possible work-around.  However, if such files exist in the USIM they should have preference.”
· CT6

CT6 in its LS S6-080260 highlighted that “GERAN and UTRAN Mobility Management parameters are widely used by UICC applications. Furthermore, the update of the corresponding on the (U)SIM is widely used as a trigger point for these UICC applications. Therefore CT6 recommends preserving the same level of functionalities in EPS as in 2G and 3G. 

CR attached to CT6 LS, C6-080261, proposes storage for GUTI, Last Visited registered TAI, EPS update status and EPS security context parameters.

The Service table in the USIM indicates if the USIM contains the corresponding EPS MM files.  

· SA3

The question to store EPS security context in the USIM is still open, confer CT1 editor’s note and SA3#52 meeting report. 

There are several reasons to store EPS AKA security context in the USIM

· SA1, CT1 and CT6 agreed that there is an interest to store EPS Mobility Management data in the USIM. The security context is part of Mobility Management set. Consequently, the security context should also be stored in the USIM. The size of the security context data to be stored is small, there is no extra cost. 

· The storage of EPS AKA security context in the USIM would allow to preserver the same level of functionalities in EPS as in 2G and 3G, as stated in CT6 LS. 

· The storage of EPS AKA in the USIM would also speed-up network access after UICC swap and enhance user experience. 

· The UICC may contain several USIM applications. In case of security context managed in the ME, the ME has to store and manage several sets of security context depending on the AID of the USIM application. The storage of the EPS security contexts in the UICC would ease the management of multiple USIM applications, it provides a clear association between the EPS security context and the corresponding USIM application, thus reducing the risk of re-using EPS security context parameter after a USIM change (in case of UICC with multiple USIM applications) or after a UICC change. 

· In case that the mobile has been switched off and that security context data are stored in the non-volatile memory of the ME, an attacker would retrieve the security context data more easily in the ME than if in the USIM, since the command used to read data in the USIM is protected by the user PIN. 

· The storage of the security context data in the USIM would avoid playing a new complete AKA run in case of plastic roaming. This would allow saving authentication vectors and decrease signalling between the MME and the HSS to retrieve EPS security data.

Conclusion:

The ME should store EPS security context data in the USIM when the USIM service table indicates the availability of “EPS Mobility Management Information” in the USIM. If the service “EPS Mobility Management Information“ does not exist in the USIM then the security context data are stored in the non-volatile memory of the ME. 

The requirement “to store EPS security context in the USIM when the USIM service table indicates the availability of EPS Mobility Management Information in the USIM” does not mandate the operator to issue Rel-8 UICC for EPS. The availability of “EPS Mobility Management Information” service in the USIM and the storage in the USIM of associated EPS Mobility Management parameters would be mandated for Rel-8 UICC and further releases, and would be optional for pre Rel-8 UICCs. The storages of EPS MM parameters does not rely on the Release number of the UICC since it may be possible for an operator to create such EPS files in pre-Rel-8 by means of OTA mechanisms.  

5. Requirements on EPS keys and parameters handling 

The storage and deletion of EPS keys and parameters should be specified in accordance with the GBA keys and parameters handling policy. 

This aspect needs to be confirmed and added in proposed pCRs, if required. 

6. Security interworking from E-UTRAN to UTRAN 

· Storage of new UMTS security context in the USIM

During security interworking from E-UTRAN to UTRAN the keys CK' and IK' are derived from KASME. In this scenario the security context  (CK', IK', KSIASME) should be stored on the USIM since they correspond to the new UMTS security context.

Moreover, due to the fact that KSIASME is 3-bit value, the case where KSIASME value associated to (CK',IK') is the same value than KSI associated to (CK,IK) stored in the USIM may happen. If the new UMTS security context, (CK’, IK’, KSIASME) is stored in the ME then the same KSI value would correspond to different couples of (CK,IK): (CK,IK) in the USIM and (CK',IK') in the ME. This deadlock scenario should be avoided and addressed by TS 33.401.

· Security context desynchronization issue

Huawei raised that KSI issues appear in case of handover between E-UTRAN and UTRAN. Confer security context desynchronization described in S3-080718.

This issues does not appear in case of storage of security context (CK’, IK’, KSIASME ) in the UMTS key file in the USIM. The couples (Ck’, IK’) in the USIM and in the SGSN are the same. 

Storage of initialization values for Hyperframe number is FFS. 

7. Security interworking from UTRAN to E-UTRAN 

During security interworking from UTRAN to E-UTRAN a new EPS security context is derived. This security context should also be stored in the USIM in case that the EPS Key file is available in the USIM. 

8. Proposal

We propose to review and agree companion CRs:

· S3-081016: pCR: Storage of EPS AKA security context in the UE

· S3-081018: pCR: Storage of UMTS security context after security interworking from E-UTRAN to UTRAN

· S3-081092: pCR: Storage of EPS security context after security interworking from UTRAN to E-UTRAN
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