Page 1



3GPP TSG-SA3 Meeting #52 
(
S3-080724
Sophia Antipolis, France, 23-27 June, 2008
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	33.402
	CR
	CRNum
	(

rev
	-
	(

Current version:
	8.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	CR-ANDSF security

	
	

	Source to WG:
(

	Huawei

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAE/LTE security 
	
	Date: (

	05/06/2008

	
	
	
	
	

	Category:
(

	C
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	  Access netwrok dicovery and selection procedure needs to be protected. Reusing GBA function will not add any complexity and will be easily implemented. This contribution proposes to reuse GBA for ANDSF security.

	
	

	Summary of change:
(

	Adding the procedure of ANDSF protection reusing GBA.

	
	

	Consequences if 
(

not approved:
	ANDSF will not be protected and the privacy of both UE and the operator will be eavesdropped.

	
	

	Clauses affected:
(

	Section X

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


X         ANDSF  Security

X.1 General


ANDSF (Access Network Discovery and Selection Function) is a mechanism of access network discovery and selection. It is provided in order to control the UE's inter-system handover decisions and in order to reduce the battery consumption for inter-system mobility. See TS23.402 [5] for more details.  However, the privacy of UE and the operator needs to be protected if private information will be sent between UE and ANDSF server. Reusing GBA and PSK TLS to establish SA between UE and ANDSF server will be easily implemented by both operators and vendors. PSK TLS can be used for the security association between UE and ANDSF server. It can provide confidentiality and integrity protection for ANDSF security.
X.2 Procedure
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Figure X.2-1 ANDSF security using GBA
1.
The UE and the BSF will process bootstrapping procedure. The master key Ks will be derived in this procedure.
       Editor’s note: It is FFS if 3GPP AAA can be the BSF in this scenario to be easily deployed by the operator.
2.   The UE discovers the ANDSF server.  See more details in TS23.402 [5]. Then the UE derives the Ks_ANDSF.
      3.   The UE starts communication with ANDSF server. UE sends application request to ANDSF server.

      4.   ANDSF server sends authentication request to the BSF for the key,
      5.  The BSF derives the Ks_ANDSF based the master key Ks. The derivation function is the same with Ks_NAF. And then BSF sends Ks_ANDSF and the key lifetime to the ANDSF server. 
      6.   ANDSF server will inform UE that it gets the key Ks_ANDSF and can continue the ANDSF function,
7.   The UE and the ANDSF server establish the security association based on the Ks_ANDSF. The detailed method i.e. PSK TLS, can be referenced  to TS24.109.
      Editor’s note:  It is FFS which method can also be used to establish the security association between the UE and the ANDSF server.
      8.    The UE and ANDSF server runs handover with ANDSF procedure after the SA was successfully established to protect the communication between them.
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