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In SA2#65 and SA#40, it was decided that privacy issues of ANDSF request messages will be handled by SA3. So this contribution analyses the ANDSF threats and security issues.
1 Introduction
In SA2#65, S2-084333 was approved which was said that potential security issues relating to UE / ANDSF communication will be handled by SA3. This contribution analyses the potential security threats that may exist in the UE/ANDSF server communication and then gives some solutions to solve the private problems.
2 Analysis
ANDSF is a mechanism of access network discovery and selection. It is provided in order to control the UE's inter-system handover decisions and in order to reduce the battery consumption for inter-system mobility. More details can be found in section 4.8 and 8.5 of TS23.402v820. The figure(Figure 8.5.1-1 in TS23.402v820) below shows the main steps involved in a handover between a 3GPP access and a non-3GPP IP access (also called and inter-system handover) when network discovery and selection information is provided by the network.
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Figure 1 Handover between 3GPP Access and trusted / untrusted non-3GPP IP Access with Access Network Discovery and Selection
2.1 ANDSF security threats
There are two network elements in ANDSF, i.e. UE and ANDSF server in figure 1.
ANDSF server shall be able to provide the following information in the message of access network info response according to TS23.402v820:
- Inter-system mobility policy;
- Access network discovery and selection information.
In order for ANDSF server to provide above information, UE shall send its current location information and may also send its identity, i.e. its permanent identity. ANDSF does not provide any security protection for access network info request and access network info response. If attackers or eavesdroppers eavesdrop these privacies, they will know UE’s current location and identity. This will threat user’s privacy. Attackers also can get operator’s handover policy and rules to impersonate ANDSF server or just modify access network info response to control UE’s handover decision between 3GPP Access and trusted / untrusted non-3GPP IP Access.
2.2 ANDSF security issues 
The interface between UE and ANDSF server is S14. In section 4.8.3 of TS23.402v820, it defines that 

“S14 interface is realized above IP level.” 
In section 5.2.1 of TS24.109v760, it defines the protocol stack of Ua interface.
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Figure 2 Protocol stack of Ua interface
The Ua protocol stack begins from IP layer. There is also a NOTE in this section.
“NOTE 1:
HTTP is not the only protocol that can be used. Other protocols can also be used as long as the protocol has adopted the HTTP authentication framework.”
So even if S14 is not in HTTP layer, it can also use GBA as long as the protocol has adopted the HTTP authentication framework. Obviously, GBA authentication framework is a general framework. ANDSF server can be seen as an application server. That is to say, Ua can be suitable for S14.Moreover, SA2 did not define S14 is sure in the IP layer. It just defines S14 is above IP layer. ANDSF will be going on study for both stage 2 and stage 3. 

In this case, ANDSF server can be seen as an application server. SA3 defines GAA is a mechanism for application security. See figure 2 below.
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Figure 3 Simple network model for bootstrapping involving HSS
In figure 2, ANDSF server can be NAF. The BSF and the UE shall mutually authenticate using the HTTP Digest AKA protocol, and agree on session keys that are afterwards applied between UE and the ANDSF server. UE and ANDSF server use this session key to establish the security association between them. GBA mechanism can be reused for ANDSF security. It will not bring any new complexity. And reusing current and mature 3GPP security mechanism will be easily implemented by both operators and vendors.
To reuse GBA for ANDSF security, BSF will be deployed or 3GPP AAA can be the BSF for not separately deploying BSF. And how to establish the security association between UE and ANDSF server can be referred to TS24.109, i.e. PSK TLS. If PSK TLS is used for the security association, it can provide confidentiality and integrity protection. 
3 Conclusion
It is kindly suggested to reuse GBA and PSK TLS for ANDSF security and agree the CR S3_080724 and S3_080725 for TS33.402 and TR33.922.
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