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Introduction

In this document a threat regarding OAM is presented. It is proposed that this threat is added to the TR. pCR is available at the end of the document.

Threat
Threat: Attack on OAM and its traffic

Prerequisites:
The intruder has access to the OAM – H(e)NB communication link.

Description:
The operator can decide to connect the OAM to the H(e)NB via the SGW or directly. 
If OAM is inside the operator network then the issues and solutions for the link between H(e)NB and SGW will be the same as for any communication and is already discussed in this TR. There could be other threats instead (a) there would be possibility of insider attacks on the path from the SGW to OAM, where management protocols are unprotected and (b) here we have a protocol implementation related issue: OAM interfaces usually do not rely on a single function. They usually bring 4-10 different protocols inside the box: for fault management, command line, web GUI, configuration management, firmware download, SW license checking, some 3rd party interfaces. Even if all of them would be cryptographically secure, there would still be the issue of implementation robustness. Even (cryptographically) "secure" protocols will have flaws that can compromise the system. The more of them are accessible (aka "open ports") via the backhaul network, the higher the risk.

When the H(e)NB is directly connected to the OAM then the intruder can have access to the communication link between the OAM and H(e)NB thus it can perform different attacks like (a) sniffing the traffic, (b) man-in-the-middle attack (c) mis-configuration of the H(e)NB etc.
Impact: 

very harmful. 

Threats to assets: 

1) Threats to H(e)NB: Potential denial of service or modification of configuration. Leakage and mis-use of H(e)NB identity and authentication data.
2) Threats to user: Depending on attack on the H(e)NB itself, different threats are possible on the user. Leakage of user identities threatens service availability and charging.
3) Threats to operator: OAM could be attacked by the intruder that itself could be a major issue. H(e)NB service failure is also a threat for the operator. Subsequent masquerading attacks (22) using obtained H(e)NB or other identities and secrets pose additional threats.
Mitigation: The communication between the H(e)NB and the OAM should be secured. 

Requirements: 
1) Confidentiality and integrity protection shall be provided to OAM traffic between H(e)NB and the OAM Server in the operator network.
2) OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM
******************FIRST  CHANGE************************
5.1 
Common threats to H(e)NB

…………
27) Attack on OAM and its traffic
The above threat maybe grouped together as the following:
Note: The proposed threat could fall under all categories given below.
Compromise of H(e)NB Credentials
…………
Physical attacks on a H(e)NB
…………
Configuration attacks on a H(e)NB
…………
Protocol attacks on a H(e)NB
…………
Attacks on the core network, including H(e)NB location-based attacks
…………
User Data and identity privacy attacks
…………
Attacks on Radio resources and management
…………
27)  Threat: Attack on OAM and its traffic

Prerequisites:
The intruder has access to the OAM – H(e)NB communication link.

Description:
The operator can decide to connect the OAM to the H(e)NB via the SGW or directly. 
If OAM is inside the operator network then the issues and solutions for the link between H(e)NB and SGW will be the same as for any communication and is already discussed in this TR. There could be other threats instead (a) there would be possibility of insider attacks on the path from the SGW to OAM, where management protocols are unprotected and (b) here we have a protocol implementation related issue: OAM interfaces usually do not rely on a single function. They usually bring 4-10 different protocols inside the box: for fault management, command line, web GUI, configuration management, firmware download, SW license checking, some 3rd party interfaces. Even if all of them would be cryptographically secure, there would still be the issue of implementation robustness. Even (cryptographically) "secure" protocols will have flaws that can compromise the system. The more of them are accessible (aka "open ports") via the backhaul network, the higher the risk.

When the H(e)NB is directly connected to the OAM then the intruder can have access to the communication link between the OAM and H(e)NB thus it can perform different attacks like (a) sniffing the traffic, (b) man-in-the-middle attack (c) mis-configuration of the H(e)NB etc.
Impact: 

very harmful. 

Threats to assets: 

1) Threats to H(e)NB: Potential denial of service or modification of configuration

2) Threats to user: Depending on attack on the H(e)NB itself, different threats are possible on the user.
3) Threats to operator: OAM could be attacked by the intruder that itself could be a major issue. H(e)NB service failure is also a threat for the operator.
Mitigation: The communication between the H(e)NB and the OAM should be secured. 

Table 2 maps threats to assets. 

	Threat/Asset correspondence
	H(e)NB
	User
	Operator

	Threat-1
	X
	--
	X

	Threat-2
	X
	--
	X

	Threat-3
	X
	X
	X

	Threat-4
	X
	X
	X

	Threat-5
	X
	X
	X

	Threat-6
	X
	X
	X

	Threat-7
	X
	X
	X

	Threat-8
	X
	X
	X

	Threat-9
	X
	X
	--

	Threat-10
	X
	X
	--

	Threat-11
	--
	X
	X

	Threat-12
	X
	X
	X

	Threat-13
	--
	X
	X

	Threat-14
	--
	X
	--

	Threat-15
	--
	X
	--

	Threat-16
	--
	X
	X

	Threat-17
	X
	X
	X

	Threat-18
	--
	X
	--

	Threat-19
	X
	X
	X

	Threat-20
	X
	X
	X

	Threat-21
	X
	X
	X

	Threat-22
	--
	X
	X

	Threat-23
	--
	X
	X

	Threat-24
	X
	X
	X

	Threat-25
	X
	X
	X

	Threat-26
	X
	X
	X

	Threat-27
	X
	X
	X


Table 1 Threats/Asset correspondence

Table 3 normalizes threats in matrix format.

	Threat
	Threat Likelihood probability
	Impact
	Risk-Level
	Comments

	1
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	2
	Unlikely-Very Likely (0.1 – 1.0)
	Medium (0.25)
	0.025 – 0.25; Low-Medium
	

	3
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	4
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	5
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	6
	Very Likely (1.0)
	Very High (1.0)
	1.0; High
	High

	7
	Possible (0.25)
	Very High (1.0)
	0.25; Medium
	Medium

	8
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	9
	Possible (0.25)
	Medium-High (0.25-0.5)
	0.0625-0.125; Low-Medium
	

	10
	Possible (0.25)
	Medium-High (0.25-0.5)
	0.0625-0.125; Low-Medium
	

	11
	Very Likely (1.0)
	Medium (0.25)
	0.25; Medium
	Medium

	12
	Unlikely (0.1)
	High (1.0)
	0.1; Low
	

	13
	Unlikely(0.1)
	High (1.0)
	0.1; Low
	

	14
	Possible (0.25)
	Low (0.1)
	0.025; Low
	

	15
	Possible (0.25)
	Low (0.1)
	0.025; Low
	

	16
	Possible (0.25)
	Low-Very High (0.1-1.0)
	0.025-0.25; Low-Medium
	

	17
	Possible (0.25)
	Very High (1.0)
	0.25; Medium
	Medium

	18
	Likely (0.5)
	Medium (0.25)
	0.125; Medium
	

	19
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	20
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	21
	Possible (0.25)
	Low-Medium (0.1-0.25)
	0.025-0.0625; Low
	

	22
	Possible (0.25)
	High (0.5)
	0.125; Medium
	

	23
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	24
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	25
	Unlikely (0.1)
	Medium (0.25)
	0.025; Low
	

	26
	Possible (0.25)
	Medium (0.25)
	0.0625; Low
	

	27
	Likely (0.5)
	High (0.5)
	0.25; Medium
	


Table 2 Threat Matrix
******************SECOND  CHANGE************************
6
Security requirements

…………
28) Confidentiality and integrity protection shall be provided to OAM traffic between H(e)NB and the OAM Server in the operator network.


29) OAM server and/or operator network should be able to assess the trustworthiness of the H(e)NB’s state and its capabilities for secure communication with OAM.
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