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================================Start of 1st change======================
7.2.4.3
Procedures for NAS algorithm selection

7.2.4.3.1
Initial NAS security context establishment

When the NAS security context is established, e.g., by a TAU Accept, Attach Accept or by NAS SMC message, the MME shall choose one NAS ciphering algorithm, one NAS integrity protection algorithm, and one KDF, and indicate them in the corresponding integrity protected message to UE and shall also include the UE security capabilities into that message. UE shall reply with an integrity protected NAS message, protected by the integrity algorithm selected by the MME in case the algorithms or the KDF change from the previous TAU procedure or if the NAS message (e.g., TAU Request or Attach Request) that carried the UE security capabilities to the MME was not protected. The MME shall select the NAS algorithms which have the highest priority according to an ordered list which can be configured in the MME.


7.2.4.3.2
MME change

In case there is a change of MMEs, the target MME shall indicate in the TAU accept message which integrity and ciphering algorithm is selected for NAS protection as well which KDF to use from now on in case they are different from the previously selected algorithms and KDF for NAS. In this case the TAU Accept message shall also include the UE security capabilities from the TAU Request so that UE can be sure that the MME had the right set of UE security capabilities to base its decision on. UE shall reply with an integrity protected NAS message in case the algorithms or the KDF change from the previous TAU procedure or if the TAU Request was not protected. The MME shall select the NAS algorithms which have the highest priority according to an ordered list which can be configured in the MME.
NOTE: After an S1-handover with MME change a TAU procedure is executed. The same is true for an inter-RAT handover to E-UTRAN and for both inter- and intra-RAT idle mode mobility resulting in a change of MMEs.
================================End of 1st change======================
================================Start of 2nd change======================
7.2.4.4
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE contains the replayed security capabilities of the UE (including the security capabilities with respect to ciphering as well as integrity, and other target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to MME), the selected NAS algorithms, and the KSIASME for identifying KASME. This message is integrity protected with NAS integrity key based on KASME indicated by the KSIASME in the message. See figure 7.2.4.4-1. 

UE verifies the integrity of the NAS security mode command message. If successfully verified, UE starts NAS integrity protection and ciphering/deciphering and sends the NAS security mode complete message to MME ciphered and integrity protected with the selected NAS algorithms indicated in the NAS security mode command message and NAS keys based on KASME indicated by the KSIASME in the NAS security mode command message. 

NAS uplink and downlink ciphering at the MME starts after sending the NAS security mode command message. NAS uplink and downlink ciphering at the UE starts after receiving the NAS security mode command message. The NAS security mode complete message includes IMEI in case MME requested it in the NAS SMC Command message.

If any verification of the NAS security mode command is not successful, the procedure ends in the ME [see TS 33.102 section 6.4.5] and ME shall not send NAS security mode complete message.

Only after EPS AKA the NAS security mode command message resets NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and KSIASME or due to the algorithms change).
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Figure 7.2.4.4-1: NAS security mode command procedure

================================End of 2nd change======================
================================Start of 3rd change======================

9.1.2
From UTRAN to E-UTRAN

SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in Appendix A.

In the TAU Request message, the UE includes UE security capabilites.MME shall select NAS security algorithms and indicate the choice to the UE by e.g. with NAS SMC or in the TAU procedure. 

Cached context

UE uses the E-UTRAN cached security context if available in the UE to protect the TAU Request and includes the corresponding temporary identity and KSIASME value. UE uses the cached security context algorithms to protect the TAU Request message. UE shall also include KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set there. This allows the network to choose the mapped security context if cached security context is not available in the network. UE shall include 32bit NONCEUE into the TAU Request message independent of whether a cached context is available or not.

In case MME has the cached security context it verifies the TAU Request message and replies with TAU Accept message protected with the cached security context. In case the TAU Request had the active flag set or there is pending downlink UP data, the NAS uplink COUNT from the TAU Request is used to derive the KeNB as specified in Annex A.  MME delivers the KeNB to the target eNB on the S1 interface. 

If the MME changes the algorithms, they shall be indicated to the UE in an integrity protected message, which shall also include the UE security capabilities. The algorithm identifiers shall not be ciphered. UE shall reply with integrity protected message based on the new selected algorithms.

Mapped context

If no cached context is available in the UE the UE shall send the TAU request unprotected. UE shall include NONCEUE and KSISGSN with corresponding source system temporary identity to point to the right source SGSN and key set there 

In case MME does not have the cached context indicated by the UE in the TAU request, or the TAU request was received unprotected, the MME shall use the mapped security context. In this case, the MME shall generate a 32bit NONCEMME and use the received NONCEUE with the NONCEMME to generate a fresh mapped K’ASME from CK and IK identified by the KSISGSN in the TAU Request. See Appendix A for more information on how to derive the fresh K’ASME. 

The selected algorithms and keys with the KSISGSN shall be indicated to the UE in an integrity protected message, which shall also include the UE security capabilities and both the nonces. The algorithm identifiers shall not be ciphered. UE shall reply with integrity protected message based on the selected algorithms and fresh K’ASME so that the MME can be sure that they were not modified in the TAU Request message by an outsider.

TAU Accept shall be protected using the NAS keys based on the fresh K’ASME.
================================End of 3rd change======================
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