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1. Introduction
After the S3 #52 Sophia meeting, we had a temporary agreement on the KeNB forward security issue.  Actually, some misleading technical details still exit.     

Some details such as between the figure and the procedure description are inconsistent and intangible, some word changes in the new version lead to some misleading and still need clarification and discussion.  

This document aims to doing some corrections and clarifications and trying to further the KeNB forward security issue.
2. Discussion
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Figure 7.2.8.4-4: NH based key refresh with inter-MME handover with 1-hop
2.1 Proc-KeNB1 should be also run in Target eNB in addition to in the source eNB for Proc-KeNB2 purpose

In the procedure description of the figure 7.2.8.4-4, says that the Target eNB uses the parameters {NH*[+2], NCC [+2]} from the MME instead of using the parameter (KeNB*) from the source eNB for Proc-KeNB. But the figure itself shows that the Source eNB runs Proc-KeNB1 (deriving KeNB* from NH*), and sends the KeNB* to Target eNB for Proc-KeNB2 purpose. Since this solution should result in the KeNB forward security in only 1-hop (handover), the KeNB* for the Proc-KeNB2 derivation should be based on the new generated parameter NH*[+2] from the target MME. Figure 7.2.8.4-4 need to be corrected. Proc-KeNB1 should be added before Proc-KeNB2 in target eNB. 

2.2 Reconsider the necessity of the two solution co-existing status
S3-080906v2 puts forward two solutions for S1 handover, since 1-hop security solution can fulfill KeNB forward security, why the 2-hop security solution should be co-exist. Only the best security solution should be applied as there is no obvious difference between the two solutions on performance. If 1-hop KeNB forward security has no obvious drawbacks on performance compared to 2-hop solution, suggest SA3 to reconsider the necessity of the two solution co-existing status.
2.3 Keep the original text in NOTE when intra MME handover 
NOTE It is per operator's policy how to configure selection of handover types. Depending on an operator's security requirements, the operator can decide whether to have S1 2-hop secure handovers for a particular eNB according to its security characteristics. 

The original meaning is that X2 handover depends on operator’s security requirements when intra MME handover, but S3-080906v2 had changed that. For S1 handover, 2-hop Kenb forward security solution application depending on operator's option is another issue. The original “X2” should be kept.
3. Proposal

It is proposed to do some corrections and add technical procedure details based on the interim agreed S3-08090v2, reconsider the necessity of two KeNB forward security solution co-existing. And keep the agreements in SA3#51 that X2 handover depends on operator’s security requirements when intra MME handover. 

We kindly suggest SA3 to discuss this contribution and agree the related the CR S3-080960. 
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