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This contribution proposes changes to parts of section 7, to bring it into alignment with recent discussions and decisions concerning HPM, etc., and to align it with the rest of the draft TR .
** start of 1st change**
7.2.1 Device Integrity Check 

EAP-AKA authentication only validates the AKA credentials (contained in a TrE). This does not by itself address device authentication or validation and/or possible binding of hosting party authentication to device authentication (cf. sub-section 7.1). In addition a binding between validated device and EAP-AKA based authentication has to be performed.  In case of EAP-AKA authentication, two ways for achieving this are known:

1) Logical binding of the TrE holding the AKA credentials (e.g. UICC holding the USIM application) to the H(e)NB. During the EAP-AKA authentication the integrity of the device platform must be validated.

Note: There is no standard specifying such check. Also previous attempts of such check have been circumvented quickly (“cracked SIM-lock”).

2) Physically binding the TrE holding the AKA credentials to the H(e)NB. During the EAP-AKA authentication the integrity of the device platform must be validated.
In both cases above the actual integrity validation (for HW and SW) has to be performed by a hardware security component securely embedded into the H(e)NB. Note that normally credentials appropriate for EAP-AKA authentication and the related application stored in a physically bound TrE are not designed for the purpose of validating the binding of a removable hardware component to a hosting device.
** end of 1st  change**
** start of 2nd  change**
7.5.1.1 EAP-AKA-based authentication

This authentication is based on EAP-AKA for H(e)NB and network certificate for the core.

This solution may be used for device authentication (step a1 according to section 7.1) or for hosting party authentication (step b1 according to section 7.1).
The H(e)NB is provided with an appropriate AKA credential enabling to use EAP-AKA, e.g. within IKEv2 for authentication and set-up of IPsec security associations between the SGW and the H(e)NB. The SGW is authenticated by the H(e)NB with the SGW certificate during the IKEv2 protocol run. Afterwards the SGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server, which retrieves an authentication vector from AuC via HSS/HLR. By completing the EAP-AKA authentication successfully, H(e)NB and core network (via AuC) are authenticated mutually.
Note: for this authentication concept it is possible that the appropriate AKA credentials could be stored in a removable or irremovable Trusted Environment (TrE). However, a removable TrE if used for storage of device authentication credentials does not by itself lead to the authentication of the H(e)NB device. Consequently, any, possibly illegitimate or compromised, device would be able to access the operator's IP network with a valid AKA credential, unless additional measures are taken (see 7.2.1).
Editor’s Note: It is ffs if existing HLR/HSS element and interfaces can/should be used for this purpose, and how IMSI ranges can be allocated.
** end of 2nd  change**

** start of 3rd change**
7.5.1.1.2 Assumptions for storage of AKA credential

For device authentication, the appropriate AKA credential is stored and the related application executed in a trusted environment, which should be irremovable.
For the case of hosting party authentication, this environment is called hosting party module (HPM
). The HPM 
must be irremovable or bound to the H(e)NB  by some other method.

Physical security of interfaces to the HPM has to be considered.


** end of 3rd  change**
** start of 4th change**
7.6.1.2 Certificate-based

Authentication is based on device certificate for H(e)NB and network certificate for the core.
The H(e)NB authenticates with the built-in device certificate to the SGW. For this purpose, the SGW verifies the H(e)NB device certificate. In order to enforce the access control, the verified device identity is looked up in a whitelist maintained by the H(e)NB device identity server. The whitelist is a positive list which collects the device identities of those H(e)NB devices that are allowed by the operator to be connected to the core network due to valid contracts.

The SGW is authenticated by the H(e)NB based on server certificate. This is no different from SGW authentication used together with EAP-AKA based device authentication.

Note: This section focuses on authentication and does not consider access control.

Note: This section only describes usage of certificate-based authentication to device authentication, as the currently known use cases propose EAP-AKA for the authentication of a hosting party. In principle, also the application of certificate-based authentication to hosting party authentication is possible.

Editor’s note: It is FFS if also variants with the initial enrollment based on vendor certificates and the further authentications based on operator certificates might be possible.
** end of 4th change**
** start of 5th change**
7.6.1.2.5 Certificate management

The certificate management has to cover cases of authorized changes of H(e)NB owner or operator. This includes:

· Private sale of H(e)NB without involvement of vendor or retailer

· Change of operator

Editor’s Note: It is ffs how to handle certificate management for authorized changes.

The certificate management also has to handle compromise of certificates.

Editor’s Note: It is ffs if revocation is needed. No revocation could be chosen, if the trade-off between loss caused by compromise of certificates and CAs and additional cost for revocation methods suggests this. Note, that for this case still the whitelists mentioned above allow the disabling of single H(e)NBs.  In case that revocation is needed, it is ffs which revocation option to choose.

The certificate management has to cover certificate lifetime since the expected lifetime of a H(e)NB may be longer than the validity periods usually chosen for certificates.

Editor’s Note: It is ffs how long the expiry times of certificates may be and how to handle expired certificates, if expiry may be expected.
** end of 5th change**
** start of 6th change**
7.6.2 Hosting Party Authentication 
7.6.2.1 AKA-based

7.6.2.2 Certificate-based

7.6.3 Combined Authentication

The authentication system comprises the following entities:
H(e)NB, the equipment of home node B with a HPM inserted in. Every equipment has a unique EI (Equipment Identity) representing itself. The H(e)NB_EI is assigned by manufacturer.
SGW, Security Gateway, representing operator’s core network to perform mutual authentication with H(e)NB.
HLR/AAA server, Home Location Register for H(e)NB, including Authentication Center . Also, HLR stores the records of H(e)NB_EIs corresponding every HPM_ID,presenting the binding relationship of the H(e)NB_EI and the HPM_ID .AAA server performs binding authentication based on the records
SGW forwards the EI of H(e)NB received from this H(e)NB itself to to HLR/AAA server. HLR/AAA server compare it with the record.If they’re the same, then it can be ascertained that the H(e)NB is the legitimate equipment binding to the HPM.  
For the trustworthiness of the authentication assertions conveyed by the protocols described below, it is of paramount importance that all sensitive data remain protected by the TrE on the H(e)NB and the HPM. This means in particular that authentication secrets of the H(e)NB, representing the binding authentication of the H(e)NB, and the H(e)NB_EI should be securely stored in the TrE. Furthermore, the Hosting Party Identity and corresponding authentication secrets should also be securely stored in and processed only by the HPM, whether it is a discrete component or a function within the TrE. Secure channels should be used to transport all these data to the SGW.
** end of changes**
�Deleted text was incorrect. HPM is not used for mandatory device authentication


�This section could be moved to “generic authentication”, as it applies equally to device auth and HP auth. Text could be altered appropriately





