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This contribution proposes changes to the common threats section (5.1) and security requirements (section 6) of the draft TR on H(e)NB security. These changes to concern the need for adequate protection of functions specifically in the TrE and in the H(e)NB in general.
** start of 1st change** (section 5.1 common threats to H(e)NB, bullet points 24 and 25)
24) H(e)NB announcing incorrect location to the network

Prerequisites: The intruder is in position to modify the H(e)NB or to mis-inform the H(e)NB regarding its location. Further the H(e)NB is expected to work only at a given location.

Description: The attacker either changes the location information of a H(e)NB or is in position to mis-inform H(e)NB regarding its location. Thus a stolen H(e)NB could be used in unwanted place.

Probability: Possible

Impact: Harmful especially for emergency call services.

Threats to assets’

1) H(e)NB: Manipulation in the form of mis-informing the location

2) User: Users might have no service in primarily expected location. Emergency calls might be routed to the wrong location.

3) Operator network: Provisioning of services meant for different location with potential impact on revenue.

Mitigation: Secure location solution is needed. Secure location functions which are supported in the H(e)NB should be executed within the Trusted Environment.
Requirement: It should not possible to manipulate location information of a H(e)NB.

25) Manipulation of external time source
Prerequisites: H(e)NB shall perform time synchronization based on an external time source. The time source is either a surrounding macro cell from the same or alternative trusted network and/or a clock server located in an independent network and accessed via the Security Gateway. It should be noticed that a clock server located in an independent trusted network is needed anyway since the H(e)NB may be deployed outside of a macro cell coverage area. 

Description: An attacker can tamper with the procedures for time synchronization of the H(e)NB in order to make the H(e)NB perform incorrectly. An attacker can install a false macro cell near the victim H(e)NB and force it to perform time synchronization based on the false macro cell. The attacker can also perform an attack on the insecure link between the H(e)NB and the clock server located in the fixed network. 

Attacker can mount an attack on clock function in the H(e)NB directly or indirectly via insecure link between H(e)NB and clock server. The effect of the attack is prevention of timing functions from performing correctly and mis-synchronization that may in turn cause other ill effects.

Probability: Unlikely

Impact: Harmful

Threats to assets:

1) Threats to H(e)NB: H(e)NB can not work without clock information. Wrong clock information will incorrectly set the timing of the H(e)NB and which may force it to perform operations, e.g. handover operations or use of expired/revoked digital certificates used for authentication..

2) Threats to user: UE camped on H(e)NB with wrong clock information will experience a low quality of service. e.g. timing synchronization or handover operations.

3) Threats to operator: Low quality service is provided to the user. A clock server suffering attack will affect macro cells or H(e)NBs which perform time synchronization based on it. 

Mitigation:H(e)NB should be notified about information of macro cells from which the H(e)NB can obtain clock information so that it can perform time synchronization based on particular macro cell. A trusted clock server should be located behind the security gateway and communication between the clock server and H(e)NB should have adequate protection. Secure clock synchronization and maintenance functions which are supported in the H(e)NB should be executed within the Trusted Environment.
** end of 1st change**
** start of 2nd change** (section  6: security requirements, bullet point 26))
26) Communication between clock server and H(e)NB should be provided adequate protection. The TrE should be able to verify both freshness and integrity of time information from the network. (Threat 25)
**end of 2nd change**

