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The above contributors propose some revisions to section 5.1.1.1 of TR33.812, “Trusted Environment”, to add some further the functions of a TrE that have been identified by the threat analysis.
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** start of changes**

5.1.1.1
Trusted Environment (TRE)
5.1.1.1 Notes on this section

Some of the functions in this section are described in more detail as security counter measures in the section on threat analysis.
Functions in this section are cross-referenced to the counter-measures that are described in the section on threat analysis. The cross-referencing takes the form [tx cmy], where tx means threat #x and cmy means counter-measure #y.
5.1.1.1.2
General Functions of a TRE


Editor's Note: It is ffs whether all these functions are needed for the purposes of the TR.

A TRE [t1 cm1] should be a logically separate area in the M2M equipment with hardware support for this separation [t1 cm1, 2]. It is not necessarily a removable module, i.e. it can be functions within an IC or functions that are distributed across a group of ICs. A TRE should define logical and physical interfaces to the outside world, including interfaces to specific functions in the M2ME. Such interfaces should be usable only under control of entities which are authorised to communicate directly with a TRE [t4 cm2, t6 cm1]. Such interfaces should not be able to compromise the confidentiality, integrity or availability of MIDs or of a TRE [t4 cm3, t8 cm5].
A TRE should provide a root of trust for the secure storage and secure execution environment for multiple MIDs and for certain functions concerned with the provisioning and management of MIDs [t1 cm1, t2, cm3]. The MIDs may be in different lifecycle stages [t7 cm1. t8 cm6]. 
Note: 3GPP specifications may place restrictions on the ability of MIDs from different stakeholders to be active simultaneously
A TRE should provide software-enforced isolation between the MIDs of different stakeholders, whilst supporting the possibility for some MIDs to be configured so as to be permitted to share specified functions [t8 cm1].
A TRE should be pre-provisioned in a secure, out-of-band facility with any required cryptographic keys and other credentials. Other security-critical functions of a TRE are also typically pre-provisioned onto the M2ME in the same way [t5 cm1, 2]. Other functions are typically provisioned by download after the M2ME is issued.

Editor's Note: the definition of which TRE functions may be downloaded after issue of the M2ME is FFS, if it is deemed within the scope of 3GPP to define that.

A TRE should provide a degree of protection against physical and logical attacks [t3 cm1, t4 cm1, 2, 3, 4]. Any tampering with a TRE or with secure functions in the M2ME should be detected and should result in lockdown of the TrE. [t4 cm5, t6 cm5].
Editor’s note: the mechanism for rehabilitating a locked-down TRE, e.g. local or remote re-provisioning, is FFS.

Editor's Note: the degree of assurance to be supported is FFS. 

A TRE should support and enforce its own security policy [t6 cm3]. 

A TRE should be sufficiently secure as to allow the storage and execution of AKA functions that are currently implemented only in UICCs
. [t3 cm1].


A TRE should have its own embedded, unique identity that is typically associated with the identity of the M2ME platform that, where used, is also embedded in the TRE. A TRE should be capable of securely authenticating those identities to the issuing authorities using standardised protocols. The issuing authorities can validate a TRE's identity as being that of a valid, issued, TRE and M2ME. Those identities are embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. [t1 cm3, t5 cm2].
A TRE should be able to perform user authentication and access control for single or multiple users, where relevant to the use case for that type of M2ME [t10 cm 1 through 11]. 

A TRE may provide a secure audit record of its transactions. Typically, records would additionally be protected against unauthorised access [t8 cm9].

A TRE should be able to be updated remotely by an authorised entity using secure protocols [t6 cm4]. 
A TRE could be either implemented in a standalone or embedded UICC with certain enhanced functionality, or alternatively as an integrated solution on the M2ME utilizing HW and SW components provided by the M2ME. 

· If a TRE is implemented in an enhanced UICC, such TRE should still support downloading and remote provisioning and management of the MID and the MIDE within the TRE. 

· If a TRE is implemented as an integrated solution in the M2ME, the M2ME should support integrity check of the SW that makes up the TRE code base [t6 cm5, t7 cm5, t8 cm8].  Coverage of such SW checks should be full. TRE SW should be checked at boot-time of the M2ME. Checks of the SW could also be conducted more frequently, e.g., during runtime but as a background process, or during dormancy periods when the M2ME keeps non-essential functions off to save power, or prior to any operation which relies upon the integrity of the TRE. 

Future enhancements that can be considered for TREs include support for multiple isolated, trusted domains, each owned by a stakeholder-owner, within a TRE [t8 cm1]. Such domains could be completely isolated from each other, or be isolated against tampering and unauthorized access but could provide inter-domain services. If such domains could provide services to each other, A TRE and its composite domains may also provide inter-domain authentication and/or attestation functionality [t8 cm2, 3]. 

5.1.1.1.2
TRE Functions Related to the Management of MIDs

Editor's note: It is ffs whether functions of this complexity are needed for the purposes of the TR.

A TRE should be responsible, on behalf of the M2ME, for enforcing the security of the remote provisioning of MIDs [t2 cm1, 3]. 

A TRE should check the integrity of MIDs as part of a secure boot process and whenever the TRE is reset. A TRE may also check the integrity of MIDs at the start of each session with that MID. Detection of anomalies should result in that MID being placed into the “blocked” lifecycle state. [t6 cm5, t8 cm8]
A TRE should allow MIDs to share MIDE functions, e.g. cryptographic algorithms, but only where authorised by the security policies of the respective MIDs and only where the MIDs have been activated [t8 cm2].

The security of the process of transitioning MIDs through their lifecycle stages shall be assured by a TRE. [t3 cm3, t7 cm1, t8 cm6].

A TRE should maintain a registry of the MIDs that it manages, so that (for example) an authorised entity can discover what MIDs are supported in the M2ME and their current lifecycle stages and security status. [t7 cm6, t8 cm7]. 
A TRE should enable authorised stakeholders to remotely discover the presence and lifecycle stages of supported MIDs of that stakeholder [t7 cm6].  A TRE should also permit authorised functions within the M2ME to discover or verify the presence and lifecycle status of MIDs.
A TRE should be able to support and enforce security controls
 relating to MIDs.  MID-specific security controls may be specified by a stakeholder such as the SHO. Where a security control is a discrete object, e.g, an ACL, it may be provisioned along with the MIDs. Overall security controls governing the general usage and management of MIDs may be provided by a stakeholder such as the M2ME E/S. [t2 cm4, t7 cm2, 3, 4 t8 cm3, 4]

 
 
A TRE should support a secure update service for MIDs and the use of standardised protocols such as OMA-DM, OTA RFM or OTA RFM is preferred. Updates should only be accepted from an authorised, authenticated source [t7 cm7.
Editor’s note: the use of such protocols is FFS, subject to considerations such as key management (e.g. the feasibility of using pre-shared keys) and the level of security offered by sic protocols.
5.1.1.1.3
TRE Functions Related to the Remote Provisioning of MIDs 
A TRE should be deemed as being sufficiently secure as to permit the on-line provisioning of MIDs whose security is currently assured by provisioning the equivalent applications out-of-band onto UICCs  [t3 cm1]. 

A provisioning protocol or suite of protocols is used to securely register a user on-line for service and to securely transport MIDs from a DP-SP in the network to the M2ME [t2 cm1, 2]. Only a TRE should be responsible for enforcing the security aspects of that process t2 cm3, t3 cm4]. The registration and provisioning phases should be cryptographically bound together [t2 cm5, t5 cm4, t12 cm2].
Where security controls, e.g. ACLs, are discrete objects that are provisioned along with a MID, a TRE should treat that object as part of the MID for security purposes [t2 cm4, t3 cm5].
A TRE should perform all security processing required at the M2ME for remote provisioning and management protocols.  [t2 cm3, t3 cm4, t7 cm8].

The provisioning function should also be usable for de-provisioning and/or updating MIDs, to support the complete MID lifecycle management process. Updates can either be pushed to, or pulled from, the DPF to the M2ME. The protocol should enable the M2ME to verify that management instructions come from a valid source [t7 cm9]. 

The provisioning function should ensure that MIDs are delivered to, and installed in, only the correct and authentic M2MEs for which they are intended [t5 cm4]. The DPF can check that the M2ME is the legitimate end-point for a set of MIDs [t5 cm5]. MID credentials are typically created during the registration phase where the user signs up for a service. A TRE should enforce the rule that MIDs can only be successfully provisioned to the M2ME that acts on behalf of the M2ME U/S who registered for the service in the first place. This implies that phases of the secure session between TRE and DPF are bound to each other by some access control key/token [t2 cm5, t5 cm4, t12 cm2] . For instance, Liberty Alliance protocols separate the registration process from the actual provisioning process but bind them together with security tokens and identifiers. 

The provisioning process is defined so that it allows re-provisioning of USIM/ISIM credentials and applications for new operator(s) or service provider(s) while using connectivity services offered by an existing operator or service provider.

Editor's Note: It has to be considered if this is the correct place of the function and if other options needs to be added.

The DPF can remotely query the system state of the M2ME, to ensure that MIDs will be stored only in a valid M2ME. This process may require explicit validation of the TRE and also possibly the M2ME platform, before the provisioning of MIDs can proceed. A TRE’s security policy may apply further conditions by specifying which provisioning-related events are permitted to drive a M2ME/TRE authentication [t1 cm4 t5 cm5]. 

Editor's Note: methods for remotely validating a TRE are FFS.

** end of changes**

�Hopefully it is now ok to remove this editor’s note


�“ or other smart card platform”s may be opening the door to functionality in a TRE for which there is no requirement


�Text was deleted because it’s already mentioned in the first paragraph of 5.1.1.1.2


�The word “policies” was confusing people. It sounded like a heavy XML or Word document


�The part about user authentication is deleted because it is already stated in the previous sub-section





