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The above contributors propose some content for section 7 of the H(e)NB TR, namely a definition of a TrE. Since some reference to HPM is used herein, the authors assume that a section on HPM definition will be inserted before the section on TrE Definition.
7.2
Common security mechanisms for H(e)NB
Editor’s Note: This section lists possible solutions to threats listed in chapter 5.1.
This section describes mechanisms to be used for the authentication principles as described in section 7.1.

Editor’s Note: The term AKA credential used below may undergo revision by SA3 if seen as necessary.
Editor’s Note: It is ffs if a position how to implement the storage of the credentials in the device is needed here.
**start of changes**

7.2.1 Trusted Environments (TrE)

A Trusted Environment (TrE) is a logically separate entity and set of functions and resources within a H(e)NB. The TrE is a trustworthy environment for the execution of software and the storage of sensitive data, as well as for the protection of particular hardware functions, where needed. On the highest abstraction level this requires
· Isolation of the TrE versus surrounding. Software executables and data to be secured in the TrE are functionally and informationally separated from the H(e)NB as a whole. Moreover, execution of functions within the TrE can be protected in special cases so as to make certain specifics of the execution, e.g. TrE-internal algorithms and data flows, practically unknowable to the world external to the TrE..

· The security properties of the TrE to be rooted in physical security of an appropriate system component.
· Optionally the isolation of functions inside a multi-function TrE. Different software executables, data and possibly hardware functions may be functionally and informationally separated from each other, i.e., they can neither interfere in their operation nor access each other’s code or data in an uncontrolled way
Examples of sensitive functions protected in the above mentioned ways by a TrE in an H(e)NB comprise amongst others proprietary algorithms for RAN operations and HPM and according data (see the section on HPM).
The TrE should be pre-provisioned with any required cryptographic keys and other credentials that relate to the H(e)NB’s identity using a secure, out-of-band process, which can for instance be performed in a physically protected facility,. Other security-critical functions of the TrE are also typically pre-provisioned onto the H(e)NB in the same way. Additional functions are typically provisioned by download after the H(e)NB is deployed. 

The security requirements for the TrE, which may hold sensitive data of stakeholders such as the PLMN operator and the hosting party, are particularly high. Therefore a TrE implementation should be amenable to evaluation according to industry-accepted  methodologies..
Editor’s note: the precise methodology to be used is FFS
A TrE should provide hardware-secured storage, i.e., places where and methods by which data is protected from unauthorized access and tampering. The secure storage may extend by encrypting other data in ordinary memory with dedicated cryptographic keys protected within the hardware secured storage.
The TrE is founded on a set of core elements and functions for its secure operation.  This core set is  a trustworthy subsystem of the H(e)NB), genuinely equipped with its own identity, which can be provisioned, e.g. as cryptographic credentials, in a secure facility. The security core (sometimes called Root of Trust, RoT) enables the H(e)NB to:
a) secure the internal system operation,

and 

b) expose properties and/or the identity (individually or as a member of a group such as make and model) of the system to external entities in a secure and authentic way.

A TrE often may have authorisation functionality incorporated to protect access to its functions, for single or multiple users. Other security-related functionality a TrE may have access to may comprise cryptographic capabilities such as

· Symmetric and asymmetric encryption

· Hash value generation and verification

· Random number generation 

· Digital signature creation and verification  

Building on the security core's functionality, a TrE may have its own, unique identity that can be associated with the identity of the H(e)NB and also that of the optionally hosted HPM.  The TrE should be capable of securely authenticating its identity to authorised external entities using standardised protocols. These entities can validate a TrEs’ identity as being that of a valid, issued, TrE (and possibly H(e)NB). Additional, secondary identities for different stakeholders may be embedded remotely, based upon prior authentication with the entity which can verify the TrE  through standardised secure protocols, 

The operation of a TrE should be protected in three ways. 

1. Firstly, by a secured startup process, the TrE is locally ensured to reach a determined, trustworthy state in a normal start-up or boot process. For this process, the TrE is equipped with a local verifier and enforcer for supervising the secured startup process. This establishes the combination of a Policy Enforcement Point (PEP) and Policy Decision Point (PDP) to control the secured startup process. At secured startup, the local verifier compares measurement values of newly loaded or started components reference values, which reside in, or are protected by the TrE and decide whether they are loaded, respectively, started, or not. Thus the system is ensured to boot into a defined, trustworthy state. . Secondly, additional SW is loaded which may be secured or unsecured. If secured, then the TrE will perform the same checks as the initial boot process. The secure start-up process is related to the boot process of the H(e)NB system as a whole. Secure start-up must be performed early enough during H(e)NB boot, or in a specific state of the H(e)NB which prevents an attacker to compromise the security of the secure start-up, in particular the local verifier and enforcer. 
2. During operation, the TrE may support and enforce its own security policy. Furthermore, the TrE may provide a secure audit record of its transactions. Records would typically be protected against unauthorised access. Updates of the TrE should be enabled to be performed remotely by an authorised entity using standardised secure protocols. 

3. To convey assertions about the trustworthiness of a TrE to an authorised external party, or verifier, an integrity check process may be incorporated in the secured functionalities of the TrE. The assertions would be conveyed securely to a verifier. This includes the necessary parts of the audit logs of the secured startup process and the TrE's transactions. These data can be uniquely and verifiably bound to a particular TrE and thus constitutes a verification of the particular state of the TrE, the HPM, or the H(e)NB. Proof may be provided in this verification, e.g. by a digital signature involving the security core's identity. These assertions, can be supported by a PKI structure

Regarding the device and hosting party authentication options discussed below, both may be supported by a single or by separate TrEs. This means in particular the protection, by the TrE, of certain functions and data:
· Credentials for (mutual) authentication with the SGW

· Credentials belonging to the hosting party

· Any further credentials, e.g., identifying the HPM

· Pre-shared or established (symmetric) keys to secure communication

· Cryptographic and other functions to establish secure communication with SGW and PLMN operator backhaul

· Authorisation secrets and/or credentials to access and/or manage other H(e)NB functions and data, within the TrE or not 
Editor’s note: a section on HPM Definition is needed. It should be inserted before the section on TrE Definition, since the latter refers to HPM..
7.2.2 Device Integrity Check 

**end of changes**
