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1
Opening of the meeting

The Chairman Valtteri Niemi opened the meeting in ETSI's headquarters.

2
Agreement of the agenda and meeting objectives

The draft agenda S3-080600 was introduced by the SA WG3 Chairman.

Meeting objectives:

· Primary objective is still to finalize SAE/LTE and Common IMS work for Rel-8;

· Secondary objective is trying to finish other work items for Rel-8;

· Third objective is to progress our study items.

There were no comments and the draft agenda and objectives were approved.

2.1
IPR Call Reminder

The chairman made the following call for IPRs, and asked ETSI members to check the latest version of ETSI's policy available on the web server:

	The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:.

- to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

- to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/Ipr/).


There were no declarations.
3
Assignment of input documents

The allocation of documents to their respective agenda items was reviewed and the document list was updated accordingly.

Document orders on the single subjects in the agenda were provided.

4
Meeting reports

It was pointed out that there was some clash of dates with the SA5, SA3 and SA3-LI meetings.

Also OMA and IETF schedules have to be taken into account.

For the future it was agreed to try and arrange the SA3 dates according to these other groups calendards, to avoid clashes (see Future Meetings).

S3-080601
Report from SA3#51





Source: SA WG3 Secretary

Discussion: 

The group went through the report. There were some editorials applied.

With these modifications the report was approved.

Actions from SA3#51:

AP-51-01: Valtteri Niemi to ask feedback from TR-45 AHAG.

Completed: The feedback from the Committee was positive, in the sense that the AMF bits can be used for standardization purposes as proposed in the CR in SA3#51.

AP-51-02 Mike Meyerstein to initiate an email discussion on M2M.

There was a discussion opened in May on the topic; completed.

AP-51-03: Marcus Wong to chair email discussion on H(e)NB authentication.

Completed. There was a fruitful discussion in the mailing list. A summary contribution will be presented as S3-080708.

AP-51-04 Valtteri Niemi to check if headings can be changed for TS 33.401 even under change control

Completed: the headings can be changed in the next Plenary meeting.

Decision: 

The document was approved.



S3-080602
Report from SA#40 Plenary





Source: SA WG3 Chairman

Discussion: 

The Chairman presented the report.

It was added to the content of the report that Release 99 might be closed in the September Plenary.

Decision: 

The document was approved.



5
Reports and Liaisons from other groups

SA3-LI
Alex Leadbeater gave a verbal report on the works of SA3-LI. SAE work is late but has started and is ongoing.

Conferencing work is also taking place in SA3-LI.

E2E encrypted media work is commenced in ETSI TC LI (completion close to the end of 2009). It was pointed out that in this perspective some alignment with the 3GPP freezing dates should be conducted.

A meeting in the end of August in Sophia Antipolis is planned. There will be some SAE CRs which have to be quickly approved at SA3 level right after the meeting on email to send them to Plenary. A one week approval will be given.

IETF
The Chairman gave an update on the conference call proceedings with IETF.

Two issues identified:

1. EAP-AKA: 

The issues of key derivation to create K_ASME and AMF should be taken into account; IETF is willing to create some extensions for this before December 2008.

2. DTLS-SRTP:

IETF will provide a contribution to SA3-LI to demonstrate that Interception on this protocol is not possible.

An SA3 should be sent for this meeting so SA3 delegates should handle this.

PMIP is another issue that is of interest to SA3; the I-D is being finalized in IETF (RFC Editor queue).

ACTION:
Provide information (minutes) from IETF 3GPP liaison conference calls

(action on: Chairman / due by: 2008-09-23)

OMA

Rolf Blom gave a report on OMA:

OMA SEC continue to provide support to other WG's with security requirements, considerations and requirements.The current working groups in scope are CPM (Converged IP messaging) , LOC  (Location) and PoC  (Push-to-Talk). SEC will have discussions with CPM and PoC on media security including e2e requirements for future releases. Discussions on requirements for a client-to-client key management system are ongoing. 

It is expected that OMNA  will publish the GBA Protocol Identifiers Registry where OMA-assigned identities will be used for TLS 1.1 since these are missing in 3GPP GBA.

Content-Based Categorization Screening is about to become an enabler release. CBCS is a framework for unwanted traffic that could be extended for real-time screening

TCG

No input.

IEEE

Colin Blanchard reported that t there was some joint work with SA2 and CT1 which may be useful in the M2M work, when the initial connectivity provider (ICP) is a WLAN operator. See the link below 

http://www.3gpp.org/ftp/tsg_sa/WG2_Arch/TSGS2_65_Prague/Docs/S2-084040.zip 
Extract from the zip file:

 “A summary of IEEE 802.11u, Interworking with External Networks, specifically focused on the “generic container” that the AP (WLAN Access Point) will be able to transport to non-AP STAs (MSs), using IEEE 802.11. This document has no restrictions on its distribution or posting.

The Interworking that is the goal of this amendment includes several services which, in total, provide the Interworking service. It assists the advertising and connection to remote services beyond the DS (distribution system). It provides information to the non-AP STA (non-AP station that is, in 3GPP terms, MS or mobile station) about the external network prior to association. This must be done in a generic manner without prejudice to any particular networking technology. The several services are: 

—Emergency Services support 

—Authorization from Subscriber Network, 

—Network Selection and Handover Support (e.g. Media Independent Handover (MIH) Support)

The focus of this summary and the liaison letter to which it is attached is specifically the “generic container” that the AP (WLAN Access Point) will be able to transport to non-AP STAs (MSs), using IEEE 802.11 Wireless LAN (once it has the capabilities of the proposed amendment). This, of course, will be dependent on the standardization of the IEEE 802.11u draft. IEEE 802.11u provides a transport mechanism to provide access to information prior to association. This overview is written to address the applicability of Interworking with External Networks and the “generic container” to cellular networks.

This generic container (file) and its associated transport by the AP have significant differences from the approach used with current APs. We have noted that current 3GPP specifications (e.g. non-3GPP access) require the MS to associate with the AP (without knowing whether there is service through the AP), introducing significant delay in establishing 3GPP access. In fact, that was the only approach that was then (and is currently) available. IEEE 802.11 wishes the future (draft) approach to be of general use to cellular networks.

Such benefits allows the non-AP STA (MS) upper layers to establish the desired end-to-end connection quickly, without the need to associate sequentially with several different APs to obtain information before selecting the desired end-to-end connection. The resulting end-to-end connections and the upper layers that manage them are beyond the scope of IEEE 802.11 itself 

A comparison:

Current:

Non-AP STA (MS) must associate with the AP.

Draft (IEEE 802.11u)

Non-AP STA (MS) will be able to obtain “generic container” while unassociated with the AP (i.e. non-AP STA is in State 1) (A non-AP STA associated with an AP would be in State 3)

Generic Container is:

Defined and assembled by the external (cellular) network.

Provided to the AP, for transport to non-AP STAs (MSs) that request it.

The external (cellular) network has control over and can change the contents of the generic container at will.

It is desirable to keep the size of the generic container small enough so that fragmentation and reassembly will not be required. This is affected by the particulars of the transport.

The requested generic container will be sent to the non-AP STA using unicast or multicast (the current methods in the draft).

Public Action frames are used to transport this information.

Sequence of actions:

The non-AP STA (MS) requests the 3GPP generic container using a Public Action frame. The non-AP STA (MS) is not associated with the AP.

The AP responds to the non-AP STA (MS) with the delivery details, including comeback delay

The AP sends the 3GPP generic container to the non-AP STA (MS) using unicast or multicast.

Note that the generic container is sent to the non-AP STA (MS) while it is in State 1, i.e. not associated with the AP. Association with an AP (State 3) makes the non-AP STA (MS) a member of the network, enabling it to communicate with other elements beyond the AP. Association involves handshaking between the non-AP STA (MS) and the AP. Association takes a longer time than the mechanism which will be provided by IEEE 802.11u.

Providing information without requiring the non-AP STA (MS) to associate with the AP has a number of benefits, including: 

•
Enabling the non-AP STA (MS) to query of multiple networks in parallel without prior association

•
Providing access to information to the non-AP STA (MS) without requiring it to associate with the AP, enabling it to better select an AN (access network) or external network to achieve service.

•
The non-AP STA (MS) can discover information about other APs that are part of different groups

•
The non-AP STA (MS) can discover the supported SSIDs in a BSS which has multiple SSIDs”

M2M

The ETSI M2M was discussed. It was pointed out that there is an ad hoc M2M group at the Board level going to be created.

SAGE

Per Christofferson gave an update on the work on the new algorithms developed for LTE/SAE.

There are already some drafts that will be submitted for the meeting. S3-080859 and S3-080860 are the SA3 numbers for the two drafts.

The AES algorithm is proposed to be used in Counter mode for encryption and in CMAC mode for integrity protection. References will be made to NIST specifications. No specific 3GPP specification is deemed to be needed.

SNOW 3G is proposed to be used in the same modes as for UMTS. New specifications, test data etc is planned for SNOW 3G for LTE.

Is is expected that final specifications can be delivered to the SA3 September meeting. Interested SA3 members are most welcome with comments on the draft proposals to SAGE.

S3-080651
LS on Unauthenticated PS emergency calls





Source: SA WG1

Discussion: 

Dajiang Zhang presented the LS. It was pointed out that the group should take into account this as contributions could arise in the next meeting.

Decision: 

The document was noted.



S3-080826
GSMA Report





Source: GSMA SG Chairman

Discussion: 

Charles Brookson, GSMA Security Group Chairman, presented a report on GSMA proceedings.

It was proposed to have a joint meeting with GSMA SG in 2009.

Decision: 

The document was noted.



6
Work areas

6.1
IP multimedia subsystem (IMS)

Liaison statements

S3-080653
Reply LS on NGCN issues and proposed workshop





Source: SA WG2

Discussion: 

Guenther Horn presented the LS.

ACTION:
Chair an email discussion on NGCN

(action on: Colin Blanchard / due by: 2008-08-08)

Decision: 

The document was noted.



S3-080634
LS on Security Issues with NGCN connection





Source: CT WG1

Discussion: 

Guenther Horn presented the LS.

An email discussion will be chaired by Colin Blanchard to create a reply LS to.

Timeline:

- end of July: comments and input analysis

- 6 August: Chair resolves the conflicts

- 8 August: SA3 checks that comments have been correctly incorporated

This information will be inserted in S3-080885.

This LS will be sent as S3-080886.

Decision: 

The document was noted.



S3-080886
LS to CT WG1on NGCN Security Issues





Source: SA WG3

Decision: 

The document was sent for approval over email.



S3-080636
LS on NGCN issues and proposed workshop





Source: CT WG1

Discussion: 

Guenther Horn presented the LS.

Colin Blanchard supported the idea of the workshop to open up a new interface. He suggested that in case of fraud the operator terminates the connection.

Bengt Salin suggested that fraud issues on the enterprise might not influence the IMS. He also added that  in WG7 the Residential GW has been introduced.

A reply will be drafted in S3-080885.

Decision: 

The document was noted.

S3-080885
LS to CT WG1 on NGCN workshop





Source: SA WG3

Decision: 

The document was approved.
S3-080647
Ls on Adding and removing media during a multimedia service session





Source: SA WG1

Discussion: 

Bengt Salin presented the LS.

Colin Blanchard suggested that the relevance to security is the removal of media.

Bengt Salin suggested to attend the RAN5 reaction.

Decision: 

The document was noted.



S3-080654
LS on security aspects related to CAT





Source: SA WG2

Discussion: 

Bengt Salin presented the LS.

Lakshminath Dondeti suggested that he would be interested to participate in the analysis group, should there be one.

Colin Blanchard suggested that the work could be similar to the Unsolicited Communication one, as content is inspectioned.

Tim Wright suggested that the CAT is never downloaded but always played from some server.

Alex Leadbeater expressed some possible concerns for interception related issues.

An email discussion will be held to generate an LS. Tim Wright will chair this discussion.

Timeline:

- end of July: comments and input analysis

- 6 August: Chair resolves the conflicts

- 8 August: SA3 checks that comments have been correctly incorporated.

The LS will be drafted in S3-080887

ACTION:
Chair email discussion CAT

(action on: Tim Wright / due by: 2008-08-08)

Decision: 

The document was noted.



S3-080887
LS to SA2 on CAT





Source: SA WG3

Decision: 

The document was sent for approval over email.



S3-080638
LS on documentation of TISPAN Rel-2 in 3GPP





Source: CT Plenary

Discussion: 

Bengt Salin presented the LS.

Decision: 

The document was noted.



S3-080660
LS on documentation of TISPAN Rel-2 in 3GPP





Source: SA Plenary

Discussion: 

Bengt Salin presented the LS.

Decision: 

The document was noted.



Co-existence of Authentication Schemes

S3-080752
Removal of EditorÆs note in Annex P.4.2





33.203
  CR-144  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the CR.

No comments.

Decision: 

The document was agreed.



GIBA

S3-080677
New normative Annex on GPRS-IMS-Bundled Authentication (GIBA)





33.203
  CR-143  (Rel-8) v..





Source: Ericsson

Discussion: 

Bengt Salin presented the CR.

Colin Blanchard suggested there might be some inconsistency or objections from TISPAN side.

Valtteri Niemi replied that in that case a CR could be created in the next meeting.

Decision: 

The document was agreed.



S3-080733
Changes to GIBA when compared to S3-080508





Source: Ericsson

Decision: 

The document was noted.



S3-080676
Changes to TS 33.203 due to a new normative Annex on GIBA





33.203
  CR-142  (Rel-8) v..





Source: Ericsson

Discussion: 

Bengt Salin presented the CR.

Decision: 

The document was agreed.



S3-080673
New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security





33.141
  CR-9  (Rel-8) v..





Source: Ericsson

Decision: 

The document was revised to S3-080831.



S3-080831
New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security





33.141
  CR-9  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080673)

Discussion: 

Bengt Salin presented the CR.

Colin Blanchard questioned whether there was a Ut necessiry from TISPAN also. It was replied that this is not the case.

A typo on the title of the Annex has to be amended. MCC will handle this.

Decision: 

The document was revised.



S3-080888
New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security





33.141
  CR-9  rev 2 (-) v..





Source: Ericsson

(Replaces S3-080831)

Decision: 

The document was agreed.



S3-080672
Removing annex B of TS 33.141





33.141
  CR-8  (Rel-8) v..





Source: Ericsson

Discussion: 

Bengt Salin presented the CR.

No comments.

Decision: 

The document was revised to S3-080830.



S3-080830
Removing annex B of TS 33.141





33.141
  CR-8  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080672)

Decision: 

The document was agreed.

NBA
S3-080674
Updates to stage 2 description of NASS-IMS bundled authentication





33.203
  CR-141  (Rel-8) v..





Source: Ericsson

Discussion: 

Bengt Salin presented the CR.

Colin Blanchard noticed UPSF has been removed, which sees positively.

Dony He proposed not to change step 8. Valtteri Niemi replied that in that way there would be a conflict in the Annex P.

It was proposed that any inconsistencies could be brought to the next meeting.

A new version was agreed to be produced jointly taking into account this issue.

Decision: 

The document was noted.



S3-080889
Updates to stage 2 description of NASS-IMS bundled authentication





33.203
  CR-141  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080674)

Discussion: 

Bengt Salin presented the CR.

Decision: 

The document was approved.



3GPP2

S3-080658
LS on IM Credentials





Source: SA Plenary

Discussion: 

Valtteri Niemi presented the LS.

Decision: 

The document was noted.



S3-080775
Alignment of ISIM and ISIM application terminology





33.203
  CR-145  (Rel-8) v..





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the CR.

Colin Blanchard pointed out that the term ISIM application was at first used to specify that it is resident on the UICC. Adrian Escott precised that this contribution is aiming at this.

Mauro Castagno suggested there is no reason to change definitions that are present since 4 releases; the changes should be done on the Annexes.

Adrian Escott proposed to divide the CR in 3GPP and 3GPP2 related changes. Mauro Castagno replied this would be helpful.

Guenther Horn proposed that there should be an action in the sense of amending the terminology but probably this CR is not addressing it in a correct way.

Valtteri Niemi precised that there is some misunderstanding on the fact that there have always been two separate applications ISIM and USIM.

Per Christofferson suggested that there already is a definition in the vocabulary (21.905). Valtteri Niemi suggested that this has already been modified and has to be aligned.

Heiko Kruse suggested to create a new term for the ISIM application.

It was agreed that the intention of the CR will be to introduce functional modifications but only clarification (cat F).

It was agreed that Adrian Escott will provide a revised CR, divided in 3GPP (S3-080890) and 3GPP2 issues (S3-080891).

Decision: 

The document was noted.



S3-080751
Correction of description of HSS tasks





33.203
  CR-140  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dajian Zhang presented the CR.

The CR has to be done against the correct baseline.

Mauro Castagno proposed that there should be some rewording as the Ki is not generated in the HSS.

It was agreed to remove the sentence in question.

Decision: 

The document was revised to S3-080893.



S3-080893
Correction of description of HSS tasks





33.203
  CR-140  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080751)

Decision: 

The document was agreed.



S3-080669
IMS e2e media security





Source: Ericsson

Decision: 

The document was revised to S3-080892.



S3-080892
IMS e2e media security





Source: Ericsson

(Replaces S3-080669)

Discussion: 

Rolf Blom presented the contribution.

Guenther Horn proposed to reject the changes as the requirement 4-6 are appropriate.

David Johnston proposed that in 6 should be rephrased as there cannot be levels of security.

Laksminath Dondeti supported the pCR. Colin Blanchard did not suppport 6 in pCR.

Alex Leadbeater suggested that LI requirements apply regardless of the user group and did not support the pCR.

It was proposed to reject the changes in 6, take away the need-to-know in 5 and keep Note 1.

This was agreed, with requirement 6 to be reviewed to take into account high security conscious user groups.

It was also agreed to delete the unauthorized entities.

Decision: 

The document was approved with modifications.



S3-080815
Comments on: Issues of the 'Kerberos-like Key Management Solution' in TR 33.828





Source: Ericsson

Discussion: 

Rolf Blom presented the contribution.

Decision: 

The document was noted.



S3-080770
Resolution of 3GPP2 IMS NDS requirement





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the contribution.

Bengt Salin suggested that the intention of Common IMS was to have one core network.

Valtteri Niemi proposed that one possibility would be to call it legacy and not put a reference to the specification.

Alec Brusilovsky suggested the proposed text is restrictive.

It was agreed to re-work the contribution to find an acceptable wording.

S3-080774 will be revised to S3-080894.

Decision: 

The document was noted.



S3-080774
Resolution of EditorÆs note on 3GPP2 NDS requirement





33.203
  CR-0145  (Rel-8) v..





Source: Qualcomm Europe

Decision: 

The document was revised to S3-080894.



S3-080894
Resolution of EditorÆs note on 3GPP2 NDS requirement





33.203
  CR-0145  rev 1 (-) v..





Source: Qualcomm Europe

(Replaces S3-080774)

Discussion: 

Adrian Escott presented the CR.

Decision: 

The document was agreed.



Media Security
S3-080609
TR 33.828 v0.7.1





Source: Rapporteur

Discussion: 

For information.

Decision: 

The document was noted.



S3-080897
TR 33.828 v0.7.1





Source: Rapporteur

(Replaces S3-080609)

Discussion: 

Peter Howard presented the new TR version.

Decision: 

The document was approved.



S3-080766
Clarification of the usage of 'endpoint identity' within TR 33.828





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the pCR.

Decision: 

The document was approved.



S3-080767
Clarification of the description of the use cases in TR 33.828





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the pCR.

Decision: 

The document was approved with modifications.



S3-080812
Comments on: Clarification of the description of the use cases in TR 33.828





Source: Ericsson

Discussion: 

Rolf Blom presented the contribution.

The parts of 671 not commentd were considered approved.

Some of the Ericsson proposals should be inserted:

2.5, it was decided to accept the Ericsson modification to create 4.1.3.

2.2 Guenther Horn proposed that the third bullet could be rephrased to clarify. Rolf Blom agreed to this. The third bullet was approved.

In 2.4 Guenther Horn asked for clarification on what is a straightforward link layer tunneling solution. Rolf Blom agreed to rephrase to "may exclude". And the Ericsson proposal was agreed.

2.7: Laksmith Dondeti suggested that the statement of being relatively less secure has little basis. Rolf Blom pointed out that the sentence is under the clause on group calls so p2p is irrelevant in this perspective. Guenther Horn proposed to replace the paragraph with a phrase stating that use of group keys is not the only possiblity.

2.8: It was agreed to modify the Editor's Note proposed by Ericsson, adding that it is ffs whether application security is desired.

Decision: 

The document was approved with modifications.



S3-080671
Requirement on conferencing  in TR 33.828





Source: Ericsson

Discussion: 

Dan Forsberg  presented the pCR.

It was clarified that there can be solutions where the content is encrypted e.g. floor control.

Decision: 

The document was approved.



S3-080768
Adding a Requirement Summary to TR 33.828





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the pCR.

Decision: 

The document was approved by modifications.



S3-080814
Comment on:  Adding a Requirement Summary to TR 33.828





Source: Ericsson

Discussion: 

Rolf Blom presented the commenting contribution.

2.1: the Ericsson proposal was agreed with the addition of as far as possible in the first sentence and the removal of the examples in the second sentence.

2.2: NSN proposal accepted with modifications by Editor.

2.3: Ericcsson proposal accepted.

Decision: 

The document was approved with modifications.



S3-080729
Key Management for IMS Media Security





Source: Huawei

Abstract: 

This contribution proposes a possible IMS media security solution.

Discussion: 

Dony He presented the pCR.

It was agreed to put the solution as a candidate solution in the TR.

David Johnston proposed that e2e security is mutually exclusive to LI capabilities.

It was decided to change e2e media security to protection.

Decision: 

The document was approved with modifications.



S3-080771
Additions to the Description of the SDES Based Solution in TR 33.828





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was approved with modifications.



S3-080816
Comment on: Additions to the Description of the SDES Based Solution in TR 33.828





Source: Ericsson

Discussion: 

Rolf Blom presented the commenting contribution.

Decision: 

The document was noted.



S3-080769
Issues of the 'Kerberos-like Key Management Solution' in TR 33.828





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the contribution.

First proposal: Guenther Horn suggested to delete the sentence about ticket based key management. Rolf Blom suggested that this solution is common (Kerberos-like systems).

It was agreed to delete both proposals (NSN and Ericsson) and come back with something better next time.

Second proposal was rejected.

Third proposal: a shorter Editor's Note from Ericsson was approved.

Some further contributions were discussed before deciding on the fourth proposal.

It was subsequently decided to create a list of evaluation criteria to evaluate the proposals.

It was also decided to include Media Security in the September ad hoc, along with SAE/LTE, GBA Push.

It was also agreed that the number of round trips is a valid performance criterion.

Decision: 

The document was approved with modifications.



S3-080670
Media security flows





Source: Ericsson

Discussion: 

Rolf Blom presented the contribution.

Decision: 

The document was approved.



S3-080793
Proposed LS on IMS media protection





Source: Ericsson

Discussion: 

Rolf Blom presented the draft LS. Stefan Schroeder supported sending the draft LS. Peter Howard asked of any ongoing activities in OMA on media security. It was decided to send the LS revised as S3-080896.

Decision: 

The document was agreed.


WID and Unsolicited Communication
S3-080629
WID on Protection against Unsolicited Communication for IMS (PUCI)





Source: NEC, AT&T, China Mobile, KDDI, NTT docomo, Qualcomm, Samsung, SOFTBANK MOBILE Corp., T-Mobile

Abstract: 

Solution should be developed for protecting targeted recipient and system against real-time- (e.g. VoIP) and non-real-time (e.g. deferred messaging) unsolicited communication (or in other words, spam) in IMS.

Decision: 

The document was revised to S3-080825.


S3-080825
WID on Protection against Unsolicited Communication for IMS (PUCI)





Source: NEC, AT&T, China Mobile, KDDI, NTT docomo, Qualcomm, Samsung, SOFTBANK MOBILE Corp., T-Mobile, Telenor

Decision: 

The document was revised to S3-080857.



S3-080857
WID on Protection against Unsolicited Communication for IMS (PUCI)





Source: NEC, AT&T, China Mobile, KDDI, NTT docomo, Qualcomm, Samsung, SOFTBANK MOBILE Corp., T-Mobile, Telenor

(Replaces S3-080825)

Discussion: 

Anand Prasad presented the contribution.

Decision: 

The document was noted.



S3-080675
IMS aspects of media security and unsolicited communications





Source: Ericsson

Discussion: 

Bengt Salin presented the contribution.

Colin Blanchard pointed out that there are two things in the WID: media security and unsolicited communication.

Bengt Salin replied that maintainance-wise this would be more practical.

Decision: 

The document was noted.



S3-080772
SPIT and SPIM û Current situation





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was noted.



S3-080773
Unsolicited Communication û way forward for IMS





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was noted.



S3-080824
Comments on “Unsolicited Communication – way forward for IMS”





Source: NEC Corporation

Discussion: 

Anand Prasad presented the contribution.

Decision: 

The document was noted.



S3-080668
Standardization for Protection Against Unsolicited Communications in IMS





Source: Ericsson

Discussion: 

Bengt Salin presented the contribution.

The UC related contributions were discussed jointly.

Colin Blanchard commented that the NSN contributions take it back to the definitions. He supported a TR including the work. Mauro Castagno suggested keeping these activities separate from wider scopes. Guenther Horn pointed out that TISPAN might not be able to fully address the issue having handed over the IMS work.

Anand Prasad suggested that the work could start with a TR and go to TS.

Valtteri Niemi proposed to try and incorporate the proposals and complete the TR. The media security work item could be created in the next meeting.

Mauro Castagno suggested considering this activity as a building block of SA1 feature; Valtteri Niemi replied this could could have implications if the SA1 feature was dropped. It was agreed to keep a reference to the TISPAN specification.

Anand Prasad will provide a revised WID merging 675 and 875 in S3-080900.

There will be a separate work item on protection against unsolicited communication for IMS. This work item will start with a TR where TISPAN TR will be taken in consideration. Based on the TR work a TS will be developed for Rel. 9 (thus the work item instead of study item). It is to be decided later whether the specification will go in a existing TS or a new TS.

Decision: 

The document was noted.



S3-080900
Revised WID on PUCI (merging 675 and 857)





Source: NEC Coroporation

Discussion: 

Anand Prasad presented the WID. Agreed.

ACTION:
Retrieve TISPAN UC TR document for SA3 - ask TISPAN Chairman

(action on: Chairman / due by: 2008-09-23)

Decision: 

The document was agreed.



S3-080805
Comments on S3-080770 Resolution of 3GPP2 IMS NDS requirement





Source: Ericsson, Nokia Siemens Networks

Decision: 

The document was noted.



S3-080819
Comments on S3-080669 ('IMS e2e media security ')





Source: Nokia Siemens Networks

Decision: 

The document was noted.



S3-080890
CR to 33.203 on ISIM





CR
  CR-0146  rev 1 (-) v..





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the CR.

Decision: 

The document was agreed.



S3-080891
CR to 33.203 on IMC application





Source: Qualcomm Europe

Decision: 

The document was agreed.



S3-080895
new CR based on 398 resolution





Source: Qualcomm

Decision: 

The document was agreed.



S3-080896
LS to OMA on media secrutiy





Source: SA WG3

Discussion: 

Rolf Blom presented the LS.

Decision: 

The document was approved.



S3-080916
LS to SA1 on PUCI





Source: SA WG3

Discussion: 

Anand Prasad presented the LS.

Decision: 

The document was approved.



6.2
Network domain security: IP layer (NDS/IP)

No input at this meeting.
6.3
Network domain security: Authentication Framework (NDS/AF)

No input at this meeting.
6.4
UTRAN network access security

No input at this meeting.
6.5
GERAN network access security

S3-080639
LS regarding GAN Iu mode security





Source: GERAN Plenary

Discussion: 

Alec Brusilovsky presented the LS.

It was agreed to conduct an email discussion for the draft LS reply.

Timeline:

- comments by end of July

- incorporated by 6 August;

- final comments by 8 August.

The LS will be S3-080905.

Alec Brusilovksy will chair the discussion.

Decision: 

The document was noted.



6.6
GAA and support for subscriber certificates

S3-080605
TS 33.223 v8.0.0





Source: MCC

Discussion: 

SA approved version for information.

Decision: 

The document was noted.



S3-080606
TS 33.224 v0.1.0





Source: Rapporteur

Discussion: 

For information.

Decision: 

The document was noted.



S3-080682
Zh and ZhÆ intradomain reference points





33.22
  CR-139  (Rel-8) v..





Source: Ericsson

Discussion: 

Vesa Lehtorvita presented the CR.

Intra operator domain was added to 4.3.6  as a clarification.

A revision will be carried out.

Decision: 

The document was revised.



S3-080901
Zh and ZhÆ intradomain reference points





33.22
  CR-139  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080682)

Decision: 

The document was agreed.



S3-080787
Public identifiers in GBA Push





Source: Ericsson

Discussion: 

Rolf Blom presented the contribution.

Decision: 

The document was noted.



S3-080661
Identity handling for GBA push





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Marc Blommaert presented the contribution.

Marc Blommaert proposed to draft an LS to CT4 (S3-080902) to inform them of the issue and not to send the CRs to the Plenary for the moment.

Decision: 

The document was noted.



S3-080792
CR 33.223: UE registration at Push NAF





33.223
  CR-4  (Rel-8) v..





Source: Ericsson

Discussion: 

Rolf Blom presented the CR.

Valtteri Niemi pointed out CR catergory should be F. 

Lydia Xu suggested it could be C; Valtteri Niemi pointed out that this is informative so it cannot be C but F.

Marc Blommaert suggested to convert this to an Editor's Note as the restriction does not seem to be appropriate as such.

With these modifications and some editorials a revision will be performed and agreed.

Decision: 

The document was revised to S3-080903.



S3-080903
CR 33.223: UE registration at Push NAF





33.223
  CR-4  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080792)

Decision: 

The document was agreed.



S3-080788
CR 33.223: GPI Protection





Source: Ericsson

Discussion: 

Rolf Blom presented the CR.

Valtteri Niemi pointed out that TIM should be clarified (corrected to TMI).

Rolf Blom clarified there is no IV.

The Editor's Note will be removed.

It was decided to create a revision. Some editorials on the cover page have to be checked; other specs are affected.

Decision: 

The document was revised.



S3-080904
CR 33.223: GPI Protection





Source: Ericsson

(Replaces S3-080788)

Decision: 

The document was agreed.



S3-080662
CR 33.223 : Identity handling for GBA push





33.223
  CR-1  (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Noted as answer to 902 is expected.

Decision: 

The document was noted.



S3-080791
CR 33.223: Use of public identities





33.223
  CR-3  (Rel-8) v..





Source: Ericsson

Discussion: 

Noted as answer to 902 is expected.

Decision: 

The document was noted.



S3-080902
LS to CT4 (SA2) on multiple identities





Source: SA WG3

Decision: 

The document was approved.



S3-080905
LS to GERAN2 on GAN Iu mode security





Source: ASA WG3

Decision: 

The document was sent for approval over email.



6.7
WLAN interworking

No input at this meeting.
6.8
Multimedia broadcast/multicast service (MBMS)

S3-080656
LS on IMS initiated and controlled PSS and MBMS User Serviceö Architecture





Source: SA WG4

Discussion: 

Vesa Lehtorvita presented the LS.

Decision: 

The document was noted.



S3-080921
LS reply  on IMS initiated and controlled PSS and MBMS User Service Architecture





Source: SA WG3

Discussion: 

The review and reply LS will go for email discussion.

Vesa Lehtorvita will chair this discussion.

Timeline:

- asap: kick off of email discussion

- 6 August: SA3 deadline for input;

- 13 August: input is incorporated;

- 15 August: SA3 checks that comments have been included;

- 15 August: the LS is sent.

ACTION:
Chair email discussion on LS reply for PSS and MBMS User Service

(action on: Vesa Lehtorvita / due by: 2008-08-15)

Decision: 

The document was sent for email approval.



6.9
SAE/LTE security

S3-080603
TS 33.401 v8.0.0





Source: MCC

Discussion: 

SA approved version or information.

Decision: 

The document was noted.



S3-080604
TS 33.402 v8.0.0





Source: MCC

Discussion: 

SA approved version or information.

Decision: 

The document was noted.



S3-080610
TR 33.922 v0.4.0





Source: Rapporteur

Discussion: 

SA3 agreed version or information.

Decision: 

The document was noted.



S3-080856
TR 33.922 v0.5.0





Source: Rapporteur

Discussion: 

Dajiang Zhang presented the document.

Lydia Xu proposed to reflect the ANDSF security issue (whether it is for Rel-8 or not)  reflected on the cover sheet.

Valtteri Niemi replied that this is treated with the addition of the disclaimer in the scope.

The issue remains open though.

This version will go to SA Plenary for information as 1.0.0 after a clean up performed by ETSI.

Decision: 

The document was agreed.



S3-080611
TR 33.821 v0.8.0





Source: Rapporteur

Discussion: 

SA3 agreed version or information.

Decision: 

The document was noted.



6.9.1
Security architecture

S3-080641
Reply LS on S1 Overload Control and on security for service request message





Source: RAN WG2

Discussion: 

Marc Blommaert presented the LS.

Decision: 

The document was noted.

S3-080631
LS on SAE Interworking with Pre-REL8 system





Source: CT WG1

Discussion: 

Guenther Horn presented the LS.

Decision: 

The document was noted.



S3-080637
LS on Reply to LS S3-080489 = C4-081222 on SAE interworking with Pre-REL8 system





Source: CT WG4

Discussion: 

Guenther Horn presented the LS.

Decision: 

The document was noted.



S3-080650
SA1 answer on 'SAE interworking with Pre-REL8 system'





Source: SA WG1

Discussion: 

Guenther Horn presented the LS.

It was pointed out that that LS proposes to devise a new solution without changing the timeline.

A reply will be drafted in S3-080837.

Decision: 

The document was noted.



S3-080648
SA1 answer to Support of pre-Rel-8 USIMs in EPS





Source: SA WG1

Discussion: 

Anand Prasad presented the LS.

No major comments, the LS was noted.

Decision: 

The document was noted.



S3-080763
Discussion on migration to EPS from pre-Rel-8 systems





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the contribution.

Vesa Lehtorvita proposed that 1b would be the preferrable solution with 4 as a second possibility. 6b does not offer any advantage.

Guenther Horn pointed out that moving the interworking function in the home network as proposed, the AMF should be set to 1 in 4.

6b also provides the feature that the ME is aware.

Stefan Schroeder supported the 6b solution.

Decision: 

The document was noted.



S3-080619
Resolution of 2nd And 3rd Editor’s Notes in 8.2.2





33.402
  CR-xxx  (Rel-8) v..





Source: Alcatel-Lucent

Abstract: 

Reason for change:  There are two related EditorÆs Notes (2nd And 3rd) in the Section 8.2.2. Both of them deal with inclusion of the modified diagram 7A from the TS 33.234. The 1st EditorÆs Note is addressed in a different CR.  
  Summary of change:  A n

Discussion: 

Alec Brusilovsky presented the CR.

Highlighted text must be removed. CR number is missing. MCC will take care of this.

Decision: 

The document was revised to S3-080851.



S3-080776
Analysis of AKA changes in EPS





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the contribution.

Guenther Horn pointed out that this is similar to the discussion had for UMTS AKA mechanism selection and that the proposal is coming rather late as a phase.

Peter Howard supported Guenther Horn's view as per the timing.

Mauro Castagno supported the Qualcomm proposal.

Rolf Blom pointed out Telia Sonera had proposed something similar in the last meeting which could be considered.

It was proposed to postpone the issue to have the Telia Sonera views.

Later on the document was discussed again and Adrian Escott suggested that the mechanism provides security only if the SNID is authenticated.

Guenther Horn replied this is a common characteristic in core networks.

It was agreed to add a Note to explain this issue, even though there is not a standardized mechanism in place for Rel-8.

A similar change in 33.402 is necessary.

The CRs will be drafted in S3-080835 and S3-080836 respectively.

Decision: 

The document was noted.



S3-080851
Resolution of 2nd And 3rd Editor’s Notes in 8.2.2





33.402
  CR-xxx  rev 1 (-) v..





Source: Alcatel-Lucent

(Replaces S3-080619)

Decision: 

The document was revised to S3-080926.



S3-080926
Resolution of 2nd And 3rd Editor’s Notes in 8.2.2





33.402
  CR-xxx  rev 2 (-) v..





Source: Alcatel-Lucent

(Replaces S3-080851)

Decision: 

The document was agreed.



S3-080716
Clarification on MSIN_IMEI  confidentiality protected limitation





33.401
  CR-32  (Rel-8) v..





Source: Huawei

Abstract: 

MSIN / IMEI confidentiality protected limitation calrification&#12290

Decision: 

The document was revised to S3-080829.



S3-080829
Clarification on MSIN_IMEI  confidentiality protected limitation





33.401
  CR-32  rev 1 (-) v..





Source: Huawei

(Replaces S3-080716)

Discussion: 

Lydia Xu presented the CR.

Dan Forsberg pointed out that NAS is always used to send IMEI so the "should" should be kept as "shall". This was agreed.

Karl Norrman pointed out that the relevant Ericsson clean up CR (S3-080694) is touching upon the same part of text.

Guenther Horn suggested that confidentiality protection should be upon the operator, so the Note might not be necessary.

It was decided to come back after discussing the Ericsson paper.

Subsequently the CR was agreed with the removal of "shall".

Decision: 

The document was revised to S3-080871.



S3-080871
Clarification on MSIN_IMEI  confidentiality protected limitation





33.401
  CR-32  rev 2 (-) v..





Source: Huawei

(Replaces S3-080829)

Discussion: 

MCC will provide the version.

Decision: 

The document was agreed.


6.9.2
Authentication and key agreement

S3-080666
CR 33.401: Correction of text on security context and authentication data





33.401
  CR-6  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Marc Blommaert presented the CR.

Karl Norrman suggested that perhaps also "Authentication data" should be defined. It was agreed to remove the term "Temporary" from the definition.

Decision: 

The document was revised to S3-080833.



S3-080833
CR 33.401: Correction of text on security context and authentication data





33.401
  CR-6  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080666)

Discussion: 

Marc Blommaert presented the CR.

No comments or objections.

Decision: 

The document was agreed.



S3-080759
Distribution of authentication data from HSS to serving network





33.402
  CR-18  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens networks

Discussion: 

Guenther Horn presented the CR.

Decision: 

The document was agreed.



6.9.3
Key derivation

S3-080645
Reply LS to S3-080503 û key change on-the-fly





Source: RAN WG2

Discussion: 

Rajvel presented the LS.

A reply LS will be drafted for this.

Decision: 

The document was noted.



S3-080923
LS answer to RAN2 on key change on-the-fly





Source: RAN WG2

Decision: 

The document was sent for approval over email.



S3-080761
Removal of physical cell id binding from KeNB* derivation





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the contribution.

Alf Zugenmaier pointed out that physical cell ID is not the main mandating parameter that makes the key separate.

Adrian Escott suggested that the MME is out of scope of this discussion; this was debated as in the previous proposed flows the MME was involved.

Karl Norrman questioned what is the added complexity of keeping this information in the eNodeB. Dan Forsberg replied that 

It was decided to take the forward security contributions before deciding on the document.

Decision: 

The document was noted.



S3-080796
Simplifying the Handover in relation to forward secrecy





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the contribution.

Decision: 

The document was noted.



S3-080734
Forward KeNB security simplifications





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the contirbution.

Decision: 

The document was noted.



S3-080735
CR-33401: KeNB forward security simplifications





33.401
  CR-10  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the CR.

Decision: 

The document was revised to S3-080898.



S3-080898
CR-33401: KeNB forward security simplifications





33.401
  CR-10  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080735)

Decision: 

The document was withdrawn.



S3-080822
Comments to Forward KeNB security simplifications





Source: DOCOMO

Discussion: 

Alf Zugenmeier presented the contribution.

There was some discussion on the above contributions.

It was agreed that the solution should be as simple as possible (only one option) if possible. RAN has not put this as an absolute requirement but to make the solution more complex there should be a strong rationale.

An offline session will be held on the forward security issue.

Decision: 

The document was revised to S3-080834.



6.9.6
Mobility with GSM, UMTS networks

S3-080665
Overview: Key freshness problems on mobility between SGSN and MME





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Marc Blommaert presented the contribution.

Karl Norrman pointed out that a solution should not create any state when the release information is extracted from the SGSN.

The assumptions were agreed.

Decision: 

The document was agreed.



S3-080808
Overview of Key Freshness Solutions During I-RAT Mobility at SA3#52





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

This contributions gives an overview of all SA3#52-contributions which relates to key freshness solutions in cases of mobility between UTRAN/GERAN and E-UTRAN.

Discussion: 

Marc Blommaert presented the contribution.

Decision: 

The document was noted.



S3-080691
Key derivation at IRAT handover





Source: Ericsson

Discussion: 

Karl Norrman presented the contribution.

Decision: 

The document was noted.



S3-080683
Inter-RAT Mobility IK/CK Derivation-Discussion





Source: ZTE

Abstract: 

This document analysed IK CK derivation when inter-RAT mobility under the circumstance that the cached E-UTRAN security context exists.

Discussion: 

Lu Gan presented the contribution.

Decision: 

The document was noted.



S3-080745
Context freshness in intersystem mobility from LTE to GERAN/UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the contribution.

Decision: 

The document was noted.



S3-080739
IDLE mode IRAT key freshness from UTRAN to E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the contribution.

Decision: 

The document was noted.



S3-080664
Key Freshness during handover starting from an SGSN towards an MME





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Marc Blommaert presented the contribution.

The five contributions were discussed jointly.

Karl Norrman suggested that should a solution not be reached the entire feature should be moved to Rel-9.

Marc Blommaert pointed out that in that case all the SA2 relevant CRs approved in the last two Plenaries should be withdrawn in that case, which would not be idea.

It was agreed that a solution forward should be found in this meeting.

Guenther Horm pointed out that the Ericsson proposal could have issues with the proposed procedure in case of failures.

Karl Norrman pointed out that the Ericsson procedure proposed takes place in the moment it goes into active mode, so in case the state change fails there is nothing to be discarded.

Dan Forsberg pointed out that in SGSN there is the GUSS context, so how does the SGSN understand that the UE comes from an MME (inter-system mobility in this case). Karl Norrman replied that the P-TMSI serves for this pupose.

Decision: 

The document was noted.



S3-080746
CR-33401: Key freshness during mobility from E-UTRAN to UTRAN/GERAN





33.401
  CR-17  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg  presented the CR.

It was pointed out that  S3-080746 is included concept-wise in S3-080684. However the last Editor's Note in 9.2.2 is addressed in S3-080684.

RAN specifications may be affected by the CR, so an LS should be addressed to RAN on this.

It was decided to merge S3-080746 and S3-080684 in S3-080838.

It was agreed not to change UE to ME concerning security capabilities.

The LS will be S3-080740.

Decision: 

The document was revised to S3-080838.



S3-080684
CR-Inter-RAT Mobility IK/CK Derivation





33.401
  CR-18  (Rel-8) v..





Source: ZTE

Abstract: 

Instead only usng K_asme to derive IK/CK, use K_asme and downlink NAS COUNT to derive IK/CK. Also a new KDF is added.

Decision: 

The document was revised to S3-080838.



S3-080838
Key Freshness during handover starting from an SGSN towards an MME (merge of 746 and 684)





Source: Nokia Corporation, Nokia Siemens Networks, ZTE

Discussion: 

Dan Forsberg presented the CR.

Some minor editorials agreed. No objections.

Decision: 

The document was agreed.



S3-080839
LS to RAN2 on Key freshness during mobility from E-UTRAN to UTRAN/GERAN





Source: SA WG3

Decision: 

The document was approved.



S3-080740
CR-33401: IDLE mode IRAT key freshness from UTRAN to E-UTRAN





33.401
  CR-14  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the CR.

Comments must be taken out.

Karl Norrman pointed out that TAU response from MME to UE if encrypted the UE does not know which keys are being used.

Partial encryption is not allowed so this is an issue to be further studied. This will be addressed by an Editor's Note if a solution is not identified quickly during the meeting.

Category of the CR should be C.

Decision: 

The document was revised to S3-080840.



S3-080840
CR-33401: IDLE mode IRAT key freshness from UTRAN to E-UTRAN





33.401
  CR-14  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080740)

Discussion: 

Dan Forsberg presented the CR.

MCC will handle a modification in the Comments field.

Some further rephrasing was applied.

Decision: 

The document was agreed.



S3-080663
CR 33.401 :Ensuring security context freshness on handover from an SGSN towards MME





33.401
  CR-9  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Marc Blommaert presented the CR.

It was pointed out that the Category should be C.

Also in the HO from UTRAN to E-UTRAN the phrase must be corrected as the NONCE goes into the RNC or NodeB and not eNB.

Decision: 

The document was revised to S3-080841.



S3-080841
CR 33.401 :Ensuring security context freshness on handover from an SGSN towards MME





33.401
  CR-9  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080663)

Decision: 

The document was agreed.



S3-080741
KeNB derivation when activating cached security context





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the contribution.

Decision: 

The document was noted.



S3-080742
CR-33401: KeNB derivation when activating cached security context





33.401
  CR-15  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the CR.

It was agreed to try and revise the CR finding some suitable text, trying to avoid Editor's Notes

Decision: 

The document was revised to S3-080842.



S3-080842
KeNB derivation when activating cached security context





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080742)

Discussion: 

Dan Forsberg presented the CR.

Decision: 

The document was agreed.



S3-080802
Security Context Selection on IRAT handover to E-UTRAN





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

Replaces S3-080743, which had wrong contribution inside (S3-080734).

Discussion: 

Dan Forsberg presented the contribution.

Decision: 

The document was noted.



S3-080744
CR-33401: Security Context Selection on IRAT handover to E-UTRAN





33.401
  CR-16  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the CR.

Category must be C and specs affected have to be filled in.

An addition of a nonce in the key derivation has to be applied.

Decision: 

The document was revised to S3-080843.



S3-080843
CR-33401: Security Context Selection on IRAT handover to E-UTRAN





33.401
  CR-16  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080744)

Discussion: 

Dan Forsberg presented the CR.

It was pointed out that another CR deletes the entire section 10.2.2.2.

It was decided that the changes in this CR S3-080841 have the priority over these changes.

Taken to offline on KSI.

Decision: 

The document was agreed.



S3-080718
KSI brings security context desynchronization





Source: HUAWEI, ZTE

Abstract: 

<33.401> describe the security context desynchronization case&#65292

Discussion: 

Lydia Xu presented the contribution.

Guenther Horn pointed out that the first step in 2 is not true, which eliminates the problem addressed.

Mireille Paulliac pointed out that this is not a problem except for Rel-8 USIMs.

Lydia Xu proposed to drafted an LS to CT6 to clarify this case.

Guenther Horn pointed out that deleting the CK and IK could created issues in the ISR.

It was agreed not to overwrite the CK and IK even in the Rel-8, but perhaps put an additional field where to keep them. This might require normative text.

CT6 might be necessary to be consulted on this.

Peter Howard questioned whether this is an issue for CT1 or CT6, and pointed out that SA3 should be the group to provide guidance on this. It was decided not to send an LS.

The CR will be drafted in S3-080844.

Decision: 

The document was noted.



S3-080686
Key identifier handling on inter-RAT mobility





Source: ZTE ,HUAWEI

Abstract: 

When UE mobiles from EUTRAN to UTRAN or GERAN , KASME shall be used to derive IK,CK,  but networks has not allocate the new KSI( CKSN) for the mapped key(s) during inter-RAT mobility , so this contribution will propose using the KSIASME to MAP the KSI or

Discussion: 

Xuwu Zhang presented the contribution.

Decision: 

The document was noted.



S3-080687
CR Key identifier handling on inter-RAT mobility





Source: ZTE ,HUAWEI

Abstract: 

When UE mobiles from EUTRAN to UTRAN or GERAN , KASME shall be used to derive IK,CK.  But these is no KSI( CKSN)allocate for the mapped key(s) during inter-RAT mobility , so this CR will propose using the KSIASME to MAP the KSI or CKSN during inter-RAT m

Discussion: 

Xuwu Zhang presented the contribution.

Editorial comment: the formatting of the document must be revised.

Karl Norrman questioned whether there could be a collision in case KSI is already cached.

Subsequently to discussing 747 it was decided that the CR can be agreed but the formatting has to be revised. Also, "viz" has to be changed to "i.e.".

KSIsgsn has to be checked for consistency through the document.

Decision: 

The document was revised to S3-080870.



S3-080870
CR Key identifier handling on inter-RAT mobility





Source: ZTE ,HUAWEI

(Replaces S3-080687)

Discussion: 

Xuwu Zhang presented the CR.

Decision: 

The document was agreed.



S3-080696
CR: Signalling of UE security capabilities at IRAT idle mode mobility





33.401
  CR-24  (Rel-8) v..





Source: Ericsson

Abstract: 

Two editor's note indicates that the complete UE security capabilities at IRAT idle mode mobility from GERAN/UTRAN into E-UTRAN are sent to the MME from the SGSN (if the SGSN is of release 8 or later) and are also sent from the UE to the MME in the TAU Request message. It is also stated that in case the SGSN does not send the UE security capabilities to the MME, the UE security capabilities sent in the TAU Request shall take precedence.

Since the UE always sends the UE security capabilities in the TAU request to the MME, it is clear that receiving them reliably from one direction and non-reliably (i.e., if SGSN is pre-Rel-8) from another is not very helpful.  Therefore, the MME shall always select the UE security capabilities received in the TAU request, even if there are UE security capabilities received from the SGSN at idle mode mobility from UTRAN/GERAN to E-UTRAN

Discussion: 

Karl Norrman presented the CR.

Dan Forsberg pointed out that if the TAU Request is not protected could be subject to attacks.

A solution could be to include the UE capabilities in the TAU Complete message; it was pointed out that this is already included in a CR approved at an earlier time; a check on this must be performed.

Subsequently the check was performed and it was confirmed.

Decision: 

The document was agreed.



S3-080622
Resolution of 1st Ed Note in Clause 6.1 TS33.402





33.402
  CR-2  (Rel-8) v..





Source: Nortel, Motorola, Nokia Siemens Networks, Ericsson, Nokia Corporation, Verizon

Abstract: 

A resolution of Ed Note EditorÆs Note: this clause needs to be checked for alignment with clause 4.9 of TS 23.402

Discussion: 

Guenther Horn presented the CR.

A relevant LS from SA2 should be checked against the cover page, however this CR is agreed with no comments, conditionally and will be definitively agreed if no issues arise from the LS.

S3-080652 was checked and no issues were found.

Decision: 

The document was agreed.



S3-080777
Remove EAP-AKA changes





33.402
  CR-21  (Rel-8) v..





Source: Qualcomm Europe

Discussion: 

836 makes this obsolete.

Decision: 

The document was noted.



S3-080644
Discussion Paper on mandating EAP AKA for non-3GPP accesses when S2c reference point is used





Source: Telecom Italia

Abstract: 

In this paper it is proposed to leave EAP AKA as EPS authentication mechanism optional for trusted non-3GPP accesses when S2c reference point is used

Discussion: 

Mauro Castagno presented the contribution.

Decision: 

The document was noted.



S3-080758
Resolution of EditorÆs note on access authentication when using S2c (DSMIPv6)





33.402
  CR-17  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks, Nortel

Abstract: 

When using S2c 3GPP based access authentication may be skipped for trusted access network when explicitly allowed by the conditions added to the text.

Discussion: 

Guenther Horn presented the CR.

Decision: 

The document was noted.



S3-080785
Trusted access for S2c without AKA





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the contribution.

Decision: 

The document was noted.



S3-080786
Removing the restriction on AKA for Trusted Access





33.402 v..





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the CR.

The proposals were discussed jointly; Adrian Escott proposed that the two CRs could be merged; he also suggested that S3-080758 does not add security.

Guenther Horn suggested that the text proposed by Qualcomm is appropriate to be inserted as adds security.

Colin Blanchard raised a concern that the industry is preferring EAP-TLS instead.

David Johnston supported this view precising EAP-TTLS.

Adrian Escott suggested that TTLS can be used with the proposed modification.

Alec Brusilovsky proposed to recommend EAP-AKA instead of mandating it.

Frank Ciotti pointed out that the WiFi Alliance has recently introduced to new EAP authentication methods.

Vesa Lehtorvita suggested to use EAP-AKA when it is possible/available.

It was decided to take this issue offline.

Decision: 

The document was revised to S3-080847.



S3-080847
Removing the restriction on AKA for Trusted Access





33.402 v..





Source: Qualcomm Europe

(Replaces S3-080786)

Discussion: 

Guenther Horn presented the CR.

This CR is linked to S3-080924.

Decision: 

The document was agreed.



S3-080809
Scenarios for Interworking between non-3GPP and EPS





Source: Gemalto, Orange, Oberthur Card Systems, Telecom Italia

Abstract: 

This contribution replaces S3-080748, the difference consists in the addition of supporting company.

Discussion: 

Come Berbain presented the contribution.

Ankur Agarwal suggested that SA3 should take the decision instead of asking SA1 if the CR companion can be relaxed (exception if there is not 3GPP access supported).

Come Berbain suggested that the scenarios are not clear and this is the reason why SA1 has to be consulted.

Peter Howard suggested to accept the CR (relaxed) and consult SA1 without depending.

Ankur Agarwal pointed out that SA1 has already taken a direction towards allowing this.

The Chairman noted that the interpretation of SA1 decisions on the topic are different between the two groups of views and that would be the reason to consult with SA1.

David Johnston suggested that the proposal might be misaligning the text with WiMAX specs on credential storage.

Alec Brusilovsky proposed to proceed with one relaxed CR, stating that there could be a case where the mandated authentication mechanism is not possible and sending an LS on this to confirm the SA3 scenario understanding.

Mauro Castagno suggested that this exception does not occur under any circumstance.

Mireille Paulliac proposed to send two separate CRs (with relaxation and without) to SA1 to choose.This was the final agreement.

In case SA1 is not able to decide then the issue should go to SA.

The LS will be S3-080848.

The CRs will be S3-080810 and S3-080849 which for the purposes of the meeting are both conditionally agreed.

Decision: 

The document was noted.



S3-080848
LS to SA1 on scenarios for Interworking between non-3GPP and EPS





Source: SA WG3

Decision: 

The document was approved.



S3-080810
CR to 33.402 on EAP-AKA





33.402
  CR-9  rev 1 (Rel-8) v..





Source: Gemalto, Orange, Oberthur Card Systems, Telecom Italia

Abstract: 

This contribution replaces S3-070749, the difference consists of the addition of supporting company.

Decision: 

The document was CONDITIONALLY agreed.



S3-080849
CR on EAP AKA (relaxation scenario)





Source: Orange

Discussion: 

Come Berbain presented the CR.

Decision: 

The document was CONDITIONALLY agreed.



S3-080652
reply LS on non-3GPP accesses to EPS





Source: SA WG2

Discussion: 

Vesa Lehtorvita presented the LS.

As there is no action the LS is noted.

Decision: 

The document was noted.



S3-080760
Discussion of parameter exchange during authentication for non-3GPP access to EPS





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the contribution.

Decision: 

The document was noted.



S3-080813
update of S3-080756 Resolution of EditorÆs notes regarding parameter exchange in access authentication





33.402
  CR-16  rev 1 (Rel-8) v..





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks

Abstract: 

This is an update of S3-080756. The only textual changes wrt to S3-080756 are in clause 6.2, step 6:   - changed order of the alternatives to follow the order of precedence

Discussion: 

Guenther Horn presented the CR.

Some editorials to be applied.

Decision: 

The document was revised to S3-080850.



S3-080850
update of S3-080756 Resolution of EditorÆs notes regarding parameter exchange in access authentication





33.402
  CR-16  rev 2 (-) v..





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080813)

Decision: 

The document was agreed.



S3-080753
Clarification of text on access network identities





33.402
  CR-13  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the CR.

Decision: 

The document was agreed.



S3-080754
Clarification of use of AMF separation bit with EAP-AKA access authentication





33.402
  CR-14  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the CR.

No comments.

Decision: 

The document was agreed.



S3-080755
Clarification on handling of authentication vectors in the 3GPP AAA server





33.402
  CR-15  (Rel-8) v..





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the CR.

No comments.

Decision: 

The document was agreed.



S3-080726
correction of 33.402





33.402
  CR-12  (Rel-8) v..





Source: HUAWEI, ZTE

Abstract: 

It provides some corrections of TS33.401

Discussion: 

Lydia Xu presented the CR.

No comments.

Decision: 

The document was agreed.



S3-080828
Trusted or Untrusted network access detection





33.402 v..





Source: Intel

Discussion: 

David Johnston presented the CR.

The issue had been treated previously (S3-080850), but the added text was in 6.1. A check must be performed on this.

Decision: 

The document was noted.



S3-080757
Resolution of Ed notes on use of EAP-AKA in IKEv2





33.402
  CR-16  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Guenther Horn presented the CR.

No comments.

Decision: 

The document was agreed.



S3-080722
Untrusted non-3gpp access EPS AKA





33.402
  CR-10  (Rel-8) v..





Source: HUAWEI, ZTE

Abstract: 

Adds a figure EAP-AKA procedure of untrusted non-3gpp accessing EPS.

Discussion: 

Lydia Xu presented the CR.

This will have to be merged in S3-080851.

Decision: 

The document was noted.



S3-080625
Resolution of the Ed Notes under clause 8.2.5, TS33.402





33.402
  CR-0004  (Rel-8) v..





Source: Nortel, Nokia Siemens Networks, Ericsson

Abstract: 

This CR proposes a resolution of the Ed Notes under clause 8.2.5. related to the management of the IPsec tunnel between the UE and the source ePDG in case of idle and active mobility.

Discussion: 

Guenther Horn presented the CR.

Some editorials on the cover page to be applied by MCC.

Decision: 

The document was revised to S3-080852.



S3-080852
Resolution of the Ed Notes under clause 8.2.5, TS33.402





33.402
  CR-0004  rev 1 (-) v..





Source: ortel, Nokia Siemens Networks, Ericsson

(Replaces S3-080625)

Decision: 

The document was agreed.



S3-080697
MIPv4 Signalling protection between PDN-GW and FA





33.402
  CR-6  (Rel-8) v..





Source: Samsung

Discussion: 

Rajvel presented the CR.

It was clarified there are not conflicting contributions in this meeting.

Category should be C. MCC will take care of that.

Decision: 

The document was revised to S3-080853.



S3-080853
MIPv4 Signalling protection between PDN-GW and FA





33.402
  CR-6  rev 1 (-) v..





Source: Samsung

(Replaces S3-080697)

Decision: 

The document was agreed.



S3-080699
Key label for MIPv4 Root key generation





33.402
  CR-7  (Rel-8) v..





Source: Samsung

Discussion: 

Rajvel presented the CR.

This is in conflict with a Qualcomm proposal.

Decision: 

The document was revised to S3-080854.



S3-080702
Discussion on MIP Root Key derivation





Source: Samsung

Discussion: 

Rajvel presented the contribution.

Decision: 

The document was noted.



S3-080780
MIPv4 key hierarchy updates





Source: Qualcomm Europe

Discussion: 

Lakshminath Dondeti presented the contribution.

Decision: 

The document was noted.



S3-080801
Comments on S3-080780





Source: Samsung

Decision: 

The document was revised to S3-080832.



S3-080832
Comments on S3-080780





Source: Samsung

(Replaces S3-080801)

Discussion: 

Rajvel presented the commenting contribution.

Marcus Wong supported the Samsung proposal as the reference is to a non published draft.

Lakshminath Dondeti proposed to remove the reference.

Colin Blanchard supported the Samsung comments.

Lakshminath Dondeti suggested that the Samsung proposal would create a non-compliancy to IETF standards.

The issue was taken offline to merge 699, 704 , 781.

This will be S3-080854.

Decision: 

The document was noted.



S3-080781
MIPv4 Key Hierarchy Updates





33.402
  CR-22  (Rel-8) v..





Source: Qualcomm Europe

Discussion: 

Merged in 854.Resolution of Ed notes on MIPv4 Root key generatio

Decision: 

The document was noted.



S3-080704
MIP Root Key derivation





33.402
  CR-8  (Rel-8) v..





Source: Samsung

Discussion: 

Merged in 854.

Decision: 

The document was noted.



S3-080854
Resolution of Ed notes on MIPv4 Root key generation





33.402
  CR-7  rev 1 (-) v..





Source: Samsung, Qualcomm Europe, Intel

(Replaces S3-080699)

Decision: 

The document was agreed.



S3-080783
DSMIP Clarifications





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the contribution.

Decision: 

The document was noted.



S3-080784
Clarifications to S2c access





33.223
  CR-2  (Rel-8) v..





Source: Qualcomm Europe

Discussion: 

Adrian Escott presented the CR.

Some editorials have to be applied. Other than that no comments.

Decision: 

The document was revised to S3-080855.



S3-080855
Clarifications to S2c access





33.223
  CR-2  rev 1 (-) v..





Source: Qualcomm Europe

(Replaces S3-080784)

Decision: 

The document was agreed.



S3-080765
Scope of TR 33.922 ôSecurity aspects for inter-access mobility between non-3GPP and 3GPP access networksö





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Vesa Lehtorvita presented the pCR.

33.922 will go for information to SA Plenary.

No objections to the pCR.

Decision: 

The document was approved.



S3-080799
Discussion Paper on ANDSF security





Source: Telecom Italia, Ericsson, Huawei, Orange, Nokia Siemens Networks

Abstract: 

This paper replaces TD S3-080640. A new co-signing Company is added. No other changes.

Discussion: 

Mauro Castagno presented the contribution.

Decision: 

The document was noted.



S3-080800
CR on UE-ANDSF security





33.402
  CR-5  rev 1 (Rel-8) v..





Source: Telecom Italia, Ericsson, Huawei, Orange, Nokia Siemens Networks

Abstract: 

This paper replaces TD S3-080642. A new co-signing Company is added. No other changes.

Discussion: 

Mauro Castagno presented the CR.

Colin Blanchard proposed that there should be more analysis on this; for example there could be impllicit security through IPSec between UE and ANDSF.

Lydia Xu suggested that a decision on this cannot be taken now.

The Chairman replied that stage 2 is frozen and there is an exception requested for this already so it would go for Release 9 in such a case.

It was decided to agree the CR with a note that this is agreed provided that the exception is granted and a pointer to S3-080724 for information.

Decision: 

The document was agreed.



S3-080723
ANDSF security





Source: Huawei

Abstract: 

It provides ANDSF security analysis.

Discussion: 

Lydia Xu presented the contribution.

Colin Blanchard asked for clarification whether the ANDSF would be Home or Visited Network located. Also, performace issues were questioned.

Lydia Xu replied that this function can be seen as an AS, so usual GBA principles can be applied.

Decision: 

The document was noted.



S3-080724
CR-ANDSF security-33.401





33.402
  CR-11  (Rel-8) v..





Source: Huawei

Abstract: 

CR-It provides ANDSF security to reuse GBA.

Discussion: 

Lydia Xu presented the CR.

Valtteri Niemi pointed out that S3-080800 provides also a new section on ANDSF. Lydia Xu replied that this can be the same section.

Lydia Xu clarified that PSK TLS session provides the confidentiality. Colin Blanchard pointed out that this is not clear in the text (General).

The Chairman proposed to insert this information into the TR. Colin Blanchard suggested that the preferrable way would be to insert the text directly in the TS but taking into account the concerns on confidentiality protection.

Stefan Schroeder proposed to insert this as a working assumption into the TR and ask for an exception to SA Plenary on this issue.

This was agreed and thus S3-080724 is agreed for the TR.

Decision: 

The document was noted (agreed for TR).



S3-080862
LS to SA5 on backhaul link protection CR





Source: SA WG3

Discussion: 

Stefan Schroeder presented the LS.

Decision: 

The document was approved.



S3-080689
Counter check procedure revisited





Source: Ericsson, Alcatel-Lucent, LG, TeliaSonera

Discussion: 

Karl Norrman presented the contribution.

A reference to the duplicate packet protection has to be provided.

Dan Forsberg pointed out that this reference does not address the issue.

Peter Howard suggested that the paper does not explain how the contribution provides equivalent protection to the counter check procedure.

The issue was taken offline.

It was decided to send S3-080927 LS to RAN2.

Decision: 

The document was noted.



S3-080927
LS to RAN on counter check procedure





Source: SA WG3

Decision: 

The document was approved.



S3-080693
CR: Removal of editor's note related to key change on-the-fly





33.401
  CR-21  (Rel-8) v..





Source: Ericsson

Discussion: 

Karl Norrman presented the CR.

Only the two first sentences from the Editor's Note have to be deleted instead.

Category must be F.

MCC will take care of this.

Decision: 

The document was revised to S3-080863.



S3-080863
CR: Removal of editor's note related to key change on-the-fly





33.401
  CR-21  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080693)

Decision: 

The document was agreed.



S3-080695
CR: Algorithm selection cleanup





33.401
  CR-23  (Rel-8) v..





Source: Ericsson

Discussion: 

Karl Norrman presented the CR.

Some modifications have to be applied on the cover page and renumber the sections. Also a check on pointers has to be done.

Decision: 

The document was revised to S3-080864.



S3-080864
CR: Algorithm selection cleanup





33.401
  CR-23  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080695)

Discussion: 

Karl Norrman presented the CR.

Some discussion on the KDF took place.

Peter Howard pointed out  not all cases have been studied.

Tim Wright suggested there should be a KDF negotiation. David Johnston supported this view (exempla gratia SHA-1 collisions).

Colin Blanchard pointed out the discussion was on key-change on the fly; Valtteri Niemi clarified this depends on the whether the group is going to hard wire an one-way function or not.

Come Berbain clarified that in the specification this is not an issue, this is an issue of implementation and deployment as the standard only references once HMAC SHA-256.

An agreement could not be reached and it was decided that this issue cannot be resolved on time for Rel-8 will be attempted to be introduced in Rel-9. This part was removed from the CR.

Decision: 

The document was agreed.



S3-080698
On the Inputs to the EPS Kasme Key Derivation Function





Source: Ericsson

Discussion: 

Karl Norrman presented the contribution.

Some corrections to the probability have to be applied.

Decision: 

The document was revised to S3-080867.



S3-080867
On the Inputs to the EPS Kasme Key Derivation Function





Source: Ericsson

(Replaces S3-080698)

Decision: 

The document was approved.



S3-080700
CR: Additional inputs to EPS Key Derviation Function (KDF)





33.401
  CR-25  (Rel-8) v..





Source: Ericsson

Discussion: 

Karl Norrman presented the CR.

It was decided to proceed with the CR and should SAGE reply that a correction is necessary, then submit a corrective CR.

The Editor's Note has to be improved. The CR will be revised.

Karl Norrman clarified that it's variable

Decision: 

The document was revised to S3-080865.



S3-080701
Draft-LS Additional inputs to EPS Key Derviation Function (KDF)





Source: Ericsson

Discussion: 

Karl Norrman presented the draft LS.

It was clarified that the RAND was added after SAGE requested this.

Decision: 

The document was revised to S3-080866.



S3-080712
NAS key re-keying





33.401
  CR-0029  (-) v..





Source: HUAWEI, ZTE

Abstract: 

In the section 7.2.9, after an AKA has taken place, a new NAS key also shall be derived,i.e. NAS key re-keying.

Discussion: 

Lydia Xu presented the CR.

Some revisions to the cover page have to be applied.

Also the change has to be reworded.

Decision: 

The document was revised to S3-080868.



S3-080924
CR resolution to 847





Source: Qualcomm Europe

Decision: 

The document was agreed.



S3-080865
CR: Additional inputs to EPS Key Derviation Function (KDF)





33.401
  CR-25  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080700)

Decision: 

The document was agreed.



S3-080868
NAS key re-keying





Source: HUAWEI, ZTE

(Replaces S3-080712)

Discussion: 

MCC will provide the new version

Decision: 

The document was agreed.



S3-080866
Draft-LS Additional inputs to EPS Key Derviation Function (KDF)





Source: Ericsson

(Replaces S3-080701)

Decision: 

The document was approved.



S3-080713
The key derivation function negotiation between UE and HSS





Source: Huawei

Abstract: 

This contribution discusses a key derivation function negotiation between UE and HSS.

Discussion: 

Lydia Xu presented the contribution.

Decision: 

The document was revised to S3-080922.



S3-080922
The key derivation function negotiation between UE and HSS





Source: Huawei

(Replaces S3-080713)

Decision: 

The document was noted.



S3-080714
CR-The key derivation function negotiation between UE and HSS





33.401
  CR-31  (Rel-8) v..





Source: Huawei

Abstract: 

This CR discusses a key derivation function negotiation between UE and HSS.

Discussion: 

Lydia Xu presented the CR. 

Tim Wright expressed a concern that AMF bits are being used and may become scarse. The Chairman pointed out that 8 AMF bits were reserved for standardization purposes.

Stefan Schroeder suggested that the KDF should be hard wired.  Dan Forsberg supported this view.

It was decided to take the discussion offline to define whether use the AMF bit (AuC involved) or use the DIAMETER MAP.

Decision: 

The document was noted.



S3-080715
EPS key hierarchy





33.401
  CR-30  (Rel-8) v..





Source: HUAWEI, ZTE

Abstract: 

Added some descriptions about the Kenb during eNB handover to Figure 6.2-1

Discussion: 

Lydia Xu presented the CR.

It was decided to come back to this document after the forward security discussion is solved.

Subsequently it was agreed to the CR; if the figure is misaligned with 906 a check and a new CR will be drafted.

Decision: 

The document was agreed.



S3-080721
Derivation Function (S7) correction





33.401
  CR-36  (Rel-8) v..





Source: HUAWEI, ZTE

Abstract: 

When deriving a KeNB*+ from KeNB*

Discussion: 

Lydia Xu presented the CR.

It was decided to come back to this document after the forward security discussion is solved.

Subsequently it was decided that in light of 906 this is obsolete.

Decision: 

The document was noted.



S3-080747
Key Indicator





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the contribution.

It was decided to send an LS to RAN2 (Cc RAN3, SA2) based on the table in the document.

Decision: 

The document was noted.



S3-080694
CR: Editorial cleanup of TS 33.401





33.401
  CR-22  (Rel-8) v..





Source: Ericsson

Discussion: 

Karl Norrman presented the CR.

It has to be checked that there are no conflicts with other CRs.

Some further changes will be applied.

Decision: 

The document was revised to S3-080872.



S3-080872
CR: Editorial cleanup of TS 33.401





33.401
  CR-22  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080694)

Decision: 

The document was agreed.



6.9.4
Integrity and ciphering mechanisms

S3-080632
Reply LS on AS and NAS message protection





Source: CT WG1

Discussion: 

Marc Blommaert presented the LS.

Uplink messages are missing.

An answer will be drafted for this in S3-080873.

Decision: 

The document was noted.



S3-080727
corrections for 33.401





33.401
  CR-28  (Rel-8) v..





Source: Huawei

Abstract: 

Some errors or unaccurate texts need to be corrected

Discussion: 

Dony He presented the CR.

Karl Norrman suggested that in 7.4.1 might be covered by the changes of the Ericsson CR (S3-080872).

It was decided to merge the CR to 872.

Decision: 

The document was noted.



S3-080633
Reply LS on Outstanding NAS messages from SA3 [C1-081634 (S3-080525)]





Source: CT WG1

Discussion: 

Karl Norrman presented the LS.

It was decided that a reference is not necessary. Noted.

Decision: 

The document was noted.



S3-080649
SA1 answer to Optional User-based UP Ciphering





Source: SA WG1

Discussion: 

Dajiang Zhang presented the LS.

No comments.

Decision: 

The document was noted.



S3-080635
LS on IMEI request in security mode control procedure





Source: CT WG1

Discussion: 

Dajiang Zhang presented the LS.

737 is addressing this. This remains to be checked, and if it is addressing then no reply is necessary.

Decision: 

The document was noted.



S3-080667
CR 33.401: Completing the specification on air interface ciphering and integrity algorithms inputs





33.401
  CR-7  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Marc Blommaert presented the contribution.

Frank Ciotti asked why the bearer identity is always zero. Karl Norrman replied that it can be constant on this layer.

A revision is necessary on the cover page and editorials.

Decision: 

The document was revised.



S3-080875
CR 33.401: Completing the specification on air interface ciphering and integrity algorithms inputs





33.401
  CR-7  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080667)

Decision: 

The document was agreed.



S3-080627
Mandatory Ciphering Indication





33.401
  CR-CRNum  (Rel-8) v..





Source: TeliaSonera

Abstract: 

Addition of a note to make Ciphering indicator unconditional of USIM

Discussion: 

Per Christofferson presented the CR.

It was decided to draft an LS to  ask feedback from GSMA SG and Cc SA1 before deciding to approve.

Decision: 

The document was noted.



S3-080703
Add requirement to have replay protection for NAS and RRC





Source: Ericsson

Discussion: 

Karl Norrman presented the contribution.

Decision: 

The document was noted.



S3-080705
CR: Add requirement to have replay protection for NAS and RRC





33.401
  CR-26  (Rel-8) v..





Source: Ericsson

Discussion: 

Karl Norrman presented the CR.

It was decided to delete the second change.

Category must be changed to F.

Decision: 

The document was revised.



S3-080877
CR: Add requirement to have replay protection for NAS and RRC





33.401
  CR-26  rev 1 (-) v..





Source: Ericsson

(Replaces S3-080705)

Decision: 

The document was agreed.



S3-080717
Attach message intigrity verification clarification





33.401
  CR-33  (Rel-8) v..





Source: Huawei&#65292

Abstract: 

6.9: SAE/LTE security

Discussion: 

Lydia Xu presented the CR.

It was decided not to apply the change.

Decision: 

The document was withdrawn.



S3-080720
NAS integrity tag term consistent





33.401
  CR-35  (Rel-8) v..





Source: Huawei

Abstract: 

change ôNAS integrity tagö to ô NAS MACö in 33.401,section 8.1.1&#65292

Discussion: 

Lydia Xu presented the CR.

Karl Norrman pointed out that terminology should be aligned throught the document and other contributions.

A "NAS" must be deleted from the contribution.

Decision: 

The document was revised to S3-080878.



S3-080878
NAS integrity tag term consistent





33.401
  CR-35  rev 1 (-) v..





Source: Huawei

(Replaces S3-080720)

Decision: 

The document was agreed.



S3-080804
List of unprotected RRC messages (update 789)





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Marc Blommaert presented the contribution.

Decision: 

The document was noted.



S3-080803
CR 33.401: Inclusion of AS message protection exception list (Update 790)





33.401
  CR-8  rev 1 (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Marc Blommaert presented the CR.

Frank Ciotti pointed out that there might be a mismatch.

With some modifications this will be attached to the LS to RAN2 in S3-080879.

Decision: 

The document was revised.



S3-080880
CR 33.401: Inclusion of AS message protection exception list (Update 790)





33.401
  CR-8  rev 2 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080803)

Decision: 

The document was agreed.


6.9.5
Security mode establishment and mobility aspects

S3-080736
CR-33401: AS SMC clarifications





33.401
  CR-11  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the CR.

Decision: 

The document was agreed.



S3-080737
CR-33401: NAS SMC handling clarifications





33.401
  CR-12  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the CR.

Guenther Horn as soon as the SMC is sent the deciphering begins.

Lu Gan pointed out that there is a misalignment with the RRC case; Dan Forsberg replied that this is intentionally done so.

Karl Norrman pointed out that the NAS SMC cannot be ciphered under any circumstance so it should not be explicit in the text.

Some further improvements were agreed offline.

Decision: 

The document was revised to S3-080881.



S3-080881
CR-33401: NAS SMC handling clarifications





33.401
  CR-12  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080737)

Decision: 

The document was agreed.



S3-080738
CR-33401: Replay UE capabilities in the NAS SMC Command message





33.401
  CR-13  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Dan Forsberg presented the CR.

Some rewording for clarity is necessary.

The added reference will be removed.

Decision: 

The document was revised to S3-080882.



S3-080882
CR-33401: Replay UE capabilities in the NAS SMC Command message





33.401
  CR-13  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080738)

Decision: 

The document was agreed.



S3-080874
LS  on P-TMSI signature





Source: SA WG2

Discussion: 

Valtteri Niemi presented the LS.

This is in line with the SA3 perspective.

Dan Forsberg  pointed out that a check on the CR for the NAS token description is in line (S3-080???).

Decision: 

The document was noted.



S3-080837
Reply to S3-080650 on pre Rel-8 interworking in EPS





Source: SA WG3

Discussion: 

Vesa Lehtorvita presented the LS.

Valtteri Niemi suggested to clarify that these are alternative CRs. This was agreed.

Some further rewording was applied and the LS was approved to be sent.

Decision: 

The document was approved.



S3-080685
CS key derivation in SRVCC





33.401
  CR-5  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-080909.



S3-080909
CS key derivation in SRVCC





33.401
  CR-5  rev 1 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080685)

Discussion: 

Dajian Zhang presented the CR.

It was decided to try and resolve the Editor's Note as the IRAT mobility work had been revised; if resolution is not possible then the Editor's note stays for this meeting.

Decision: 

The document was revised to S3-080913.



S3-080913
CS key derivation in SRVCC





33.401
  CR-5  rev 2 (-) v..





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-080909)

Decision: 

The document was agreed.



S3-080706
Follow-up Reply LS on 3GPP CS Security handling for SRVCC





Source: Nokia, Nokia Siemens Networks

Abstract: 

Draft LS to SA2 (follow-up to S3-080505)

Discussion: 

Dajiang Zhang presented the draft LS.

It was agreed to create an LS from the text and attach 913.

Decision: 

The document was revised.



S3-080914
Follow-up Reply LS on 3GPP CS Security handling for SRVCC





Source: Nokia, Nokia Siemens Networks

(Replaces S3-080706)

Decision: 

The document was approved.



S3-080690
CR: Removal of counter check procedure





33.401
  CR-19  (Rel-8) v..





Source: Ericsson, Alcatel-Lucent, LG, TeliaSonera

Decision: 

The document was rejected.



S3-080692
CR: Key derivation at IRAT handover





33.401
  CR-20  (Rel-8) v..





Source: Ericsson

Decision: 

The document was noted.



S3-080719
Marks the STARTps value as invalid after EPS AKA





33.401
  CR-34  (Rel-8) v..





Source: HUAWEI, ZTE

Abstract: 

It adds the EPS AKA procedure.
Decision: 

The document was revised to S3-080925.



S3-080725
CR-ANDSF security-33.922





Source: Huawei

Abstract: 

CR-It provides ANDSF security to reuse GBA.

Decision: 

The document was approved.



S3-080762
CR-33401: Removal of physical cell id binding from KeNB* derivation





33.401
  CR-3  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was withdrawn.



S3-080764
Changes due to support for migration from pre-EPS systems





33.401
  CR-37  (Rel-8) v..





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-080811
Comments on Key derivation at IRAT handover





Source: Ericsson

Decision: 

The document was noted.



S3-080817
Comments to S3-080763: Discussion on migration to EPS from pre-Rel-8 systems





Source: Ericsson

Decision: 

The document was noted.



S3-080818
Comments to S3-080764: Changes due to support for migration from pre-EPS systems





33.401
  CR-4  rev 1 (Rel-8) v..





Source: Ericsson

Decision: 

The document was noted.



S3-080821
Part 2:Comments to S3-080764: Changes due to support for migration from pre-EPS systems





Source: Ericsson

Decision: 

The document was noted.



S3-080834
Comments to Forward KeNB security simplifications





Source: DOCOMO

(Replaces S3-080822)

Decision: 

The document was noted.



6.9.7
Mobility with non-3GPP networks

S3-080827
Credential Storage for non-3GPP access





33.402 v..





Source: Intel

Decision: 

The document was withdrawn.



S3-080835
Note on SNID IP binding





33.401 v..





Source: Qualcomm

Decision: 

The document was agreed.



S3-080836
Note on SNID IP binding





33.402 v..





Source: Qualcomm

Decision: 

The document was agreed.



S3-080844
CR on KSI security context desynchronization





Source: Nokia Siemens Networks, Huawei

Discussion: 

Guenther Horn presented the CR.

Decision: 

The document was revised to S3-080925.



S3-080925
CR on KSI security context desynchronization





33.401
  CR-0038  (-) v..





Source: Nokia Siemens Networks, Huawei

(Replaces S3-080844)

Discussion: 

SA3 noted that in case, 3GPP determines that the above-mentioned kind of optimisation of plastic roaming possible in UMTS shall also become possible in EPS, the agreed CR text would need to be modified.

Decision: 

The document was agreed.



S3-080845
CR on Forward security





Source: Qualcomm

Decision: 

The document was withdrawn.



S3-080846
CR on forward security





Source: DOCOMO

Discussion: 

Revised during offline session.

Decision: 

The document was revised to S3-080906.



S3-080906
CR on forward security





Source: DOCOMO

(Replaces S3-080846)

Discussion: 

There was some online editing of the document.

Changes needed: Proc-NH1, NCC is not part of the key derivation.

Figure 7.2.8.4-3 with 1-hop step 10 must have NCC as an argument.

Also, an editor's note will be added to state that the procedures have a complex handling and further CR's might be necessary.

It was also agreed to add a clarification that if during NH a fresh key is received the precedent are discarded. This is already the case in the CR but it is not crystal clear in the text and has to be extrapolated from it.

Decision: 

The document was agreed.



S3-080858
LS to SA Plenary on ANDSF





Source: SA WG3

Discussion: 

Mauro Castagno presented the LS.

Decision: 

The document was approved.



S3-080859
First draft LTE algorithms based on AES





Source: SAGE Chairman

Decision: 

The document was noted.



S3-080860
First draft LTE algorithms based on SNOW 3G





Source: SAGE Chairman

Decision: 

The document was noted.



S3-080869
LS on Key Indicator





Source: SA WG3

Decision: 

The document was approved.



S3-080873
Reply LS to CT1 on AS and NAS message protection





Source: SA WG3

Discussion: 

Marc Blommaert presented the LS.

Decision: 

The document was approved.



S3-080876
LS to GSMA SG on mandatory ciphering indication





Source: SA WG3

Discussion: 

Valtteri Niemi presented the LS.

Per Christofferson volunteered to present this in the next GSMA meeting.

Tim Wirght suggested that often operators do not wish the message be presented to users. This is not highlighed in the LS.

Colin Blanchard supported the LS text.

Decision: 

The document was revised to S3-080928.



S3-080928
LS to GSMA SG on mandatory ciphering indication





Source: SA WG3

(Replaces S3-080876)

Discussion: 

The revision from Tim Wright was included.

Decision: 

The document was approved.



S3-080879
LS to RAN2 on AS message exception handling





Source: SA WG3

Discussion: 

Marc Blommaert presented the LS.

Decision: 

The document was approved.



S3-080883
Changes due to support for migration from pre-EPS systems





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was postponed.



S3-080884
Changes due to support for migration from pre-EPS systems





Source: Ericsson

Decision: 

The document was postponed.



6.10
Key establishment

No input.
6.11
Other areas

S3-080643
Reply LS on Earthquake and Tsunami Warning System





Source: RAN WG2

Discussion: 

Alf Zugenmeier presented the LS.

Decision: 

The document was noted.



S3-080655
LS on Earthquake and Tsunami Warning System





Source: SA WG2

Discussion: 

Alf Zugenmeier presented the LS.

Decision: 

The document was noted.



S3-080806
Draft reply to RAN2 LS on Earthquake and Tsunami Warning System





Source: NTT DOCOMO

Discussion: 

Alf Zugenmeier presented the draft reply LS.

Some rewording is necessary.

It was agreed to attach S3-080522.

Decision: 

The document was revised to S3-080911.



S3-080911
Draft reply to RAN2 LS on Earthquake and Tsunami Warning System





Source: NTT DOCOMO

(Replaces S3-080806)

Decision: 

The document was approved.



S3-080807
Draft Reply LS to SA2 LS on Earthquake and Tsunami Warning System





Source: NTT DOCOMO

Discussion: 

Alf Zugenmeier presented the draft reply LS.

Some minor rewording has to be performed.

Decision: 

The document was revised to S3-080912.



S3-080912
Draft Reply LS to SA2 LS on Earthquake and Tsunami Warning System





Source: NTT DOCOMO

(Replaces S3-080807)

Decision: 

The document was approved.


6.9.8
Network Domain Security

S3-080617
SAE: backhaul link management plane protection





33.401
  CR-1  (Rel-8) v..





Source: T-Mobile

Abstract: 

Protection of control and user planes have already been defined in the SAE security architecture. However, protection for the management plane is currently undefined. This CR adds the missing definition.

Discussion: 

Stefan Schroeder presented the CR.

Valtteri Niemi suggested that some offline improvement of the wording has to be done to describe the scope of the clause and the SEG functioning.

Also an LS to SA5 on the CR must be drafted.

Decision: 

The document was revised.



S3-080861
SAE: backhaul link management plane protection





33.401
  CR-1  rev 1 (-) v..





Source: T-Mobile

(Replaces S3-080617)

Discussion: 

Stefan Schroeder presented the CR.

Decision: 

The document was agreed.


7
Studies

7.1
Liberty-3GPP security interworking

No input.
7.2
Protection against SMS and MMS spam

No input.
7.3
Remote management of USIM application for M2M equipment

It was agreed to bring the TR for information to the SA#41 as the group felt that with the approved pCRs there is enough material to consider the document as 50% complete.

S3-080607
TR 33.812 v0.3.0





Source: Rapporteur

Discussion: 

For information.

Decision: 

The document was noted.



S3-080920
TR 33.812 v0.4.0





Source: Rapporteur

(Replaces S3-080607)

Decision: 

The document was agreed.



S3-080657
LS to ETSI SCP and 3GPP on SIM usage in M2M applications





Source: GSMA SCaG

Discussion: 

Maurco Castagno presented the LS.

Decision: 

The document was noted.



S3-080659
Reply LS to GSMA SCaG on SIM usage in M2M applications





Source: SA Plenary

Discussion: 

Maurco Castagno presented the LS.

Dionisio Zumerle will try and retrieve some more information from GSMA on what the analysis contains. The instruction to SA3 from the Plenary was to attend for more information.

Peter Howard pointed out that more information from SCaG should be welcome, but some action already should take place in SA3.

It was subsequenlty communicated from GSMA that the LS is not coming as some content issues are pending.

Valtteri Niemi proposed that for the time an Editor's Note on waiting for more information should be the way to address this. This was agreed.

Decision: 

The document was noted.



S3-080794
Security Assurance for integrated USIM applications (revision of S3-0626)





Source: Motorola, BT, Ericsson, Interdigital, Nokia, Nokia Siemens Networks

Abstract: 

Revision of S3-0626

Discussion: 

Tim Wright presented the contribution.

Come Berbain pointed out that the operator should have the freedom to be responsible for their own USIM security.

Heiko Kruse suggested that the term USIM is a 3GPP term and should be used. Valtteri Niemi pointed out that it was agreed that the USIM resides on the UICC so if a different alternative is used then a different term should be used. Valtteri Niemi proposed to insert a Note clarifying that whenever USIM is used in this specification not on a UICC, it should be rephrased with a new term eventually.

Come Berbain suggested that some changes to the text should be performed as there can be difficulties to have world wide certification under different legislation.

Mireille Paulliac suggested that in step 6 to add some text on that there are some issues to be solved.

Heiko Kruse asked which level of the global platform security would be addressed; Tim Wright pointed out that the methodology is the main issue and not the level.

Peter Howard pointed out that in step 10c the central body should be studied further as it is a very complex issue to create such an authority.

Geir Køien suggested the trust level should be reduced in this contribution.

Mauro Castagno pointed out that a SoftSIM or downloadable SIM has been rejected by 3GPP; Valtteri Niemi pointed out that SoftSIM was not limited to M2M contexts.

Heiko Kruse suggested that the term USIM application/USIM should be changed. It was agreed to insert an Editor's Note to clarify this and that the TR is in draft status; M2M/USIM was proposed as an intermediate term.

Yoghendra Shah proposed to insert a sentence to clarify the functionality of the term MID. The term M2M/USIM was accepted for this contribution.

The contribution will be revised with these comments in 908.

Decision: 

The document was revised to S3-080908.



S3-080908
Security Assurance for integrated USIM applications (revision of S3-0626)





Source: Motorola, BT, Ericsson, Interdigital, Nokia, Nokia Siemens Networks

(Replaces S3-080794)

Discussion: 

Tim Wright presented the revised contribution.

No objections.

Decision: 

The document was approved.



S3-080621
TR 33.812: pCR on Section 5.1.1.1 Trusted Environment





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Discussion: 

Yoghendra Shah presented the contirbution.

Mireille Paulliac asked what could be added to the current UICC to fulfill the funcitonalitites mentioned in the paper. Mike Meyerstein pointed out that there might be multiple security domains on the UICC, which is something SCP is already working on; in that way possibly the top level security domain could be owned by a vendor. Also, performing OTA it is not possible to download Ki's or transferring large applets.

Approved with this clarifications.

Decision: 

The document was approved.



S3-080628
Another M2M mechanism





Source: TeliaSonera

Abstract: 

This contribution describes a mechanism that allows M2M operators to change MNO in the field

Discussion: 

Per Christofferson presented the contribution.

Come Berbain supported the paper. Mauro Castagno supported the paper.

Charles Brookson pointed out that GSM was designed so that no operator should trust another and this should be kept as a principle.

Peter Howard suggested that it is difficult to control the trust relationship in this model. He supported Charles Brookson's comments.

Geir Køien supported this paper.

Mike Meyerstein suggested that there should be a quick interaction between operators for the user's convenience.

The paper was approved; there are some constraints to be considered in the future.

Vesa Lehtorvita will add this contribution adapting it.

Decision: 

The document was approved.



S3-080678
Adding introduction to alt1





Source: Ericsson

Discussion: 

Vesa Lehtorvita presented the pCR.

Mireille Paulliac proposed to insert a Note in step 2 to avoid misunderstandings that SA1's conclusion is that the smart card cannot be used.

It was agreed to insert an Editor's Note in the end referencing the Editor's note about the LS from GSMA, specifying that it may have an effect on step 3.

Decision: 

The document was approved with modifications.



S3-080679
Update of roles in alt1





Source: Ericsson

Discussion: 

Vesa Lehtorvita presented the pCR.

Decision: 

The document was approved with modifications.



S3-080680
Update of network architecture in alt 1





Source: Ericsson

Discussion: 

Hakan Englund presented the contribution.

Mauro Castagno proposed to add an Editor's Note in 5.2.2.3.3.2 to address issues with managing a large number of network keys. This was agreed.

Decision: 

The document was approved with modifications.



S3-080614
TR33.812: Network Architecture Alternative 4: Relationships





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Abstract: 

This contribution provides the ôRelationshipsö section for network architecture alternative 4, for incorporation into TR 33.812

Discussion: 

Mike Meyerstein presente the contirbution.

Peter Howard pointed out an error in link 11; this is not necessary. This must be corrected.

Decision: 

The document was approved with modifications.



S3-080620
TR 33.812: Network Interactions in Alternative Architecture 4





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Discussion: 

Yoghendra Shah presented the contribution.

Approved to be inserted with two modifications from the Editor.

Decision: 

The document was approved with modifications.



S3-080630
TR 33.812: Operator change procedures





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Discussion: 

Wolf-Dietrich Moeller presented the contribution.

No objections.

Decision: 

The document was approved.



S3-080681
Use of OMA DM for provisioning in M2M





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia Siemens Networks

Discussion: 

Ben Smeets presented the contribution.

Mireille Paulliac asked if the reference to a characteristic refers to single profile in OMA DM.

Tim Wright suggested that the text is just an example and not mandating this method; this could be addressed by some text in the beginning of the clause. This was agreed.

Vesa Lehtorvita asked if Gemalto would propose some other methods; Mireille Paulliac answered that this would depend from the information from GSMA SCaG, but there OTA ways to handle this which work efficiently.

Decision: 

The document was approved with modifications.



S3-080612
TR33.812: issues re Network Architecture Alternative 4





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Abstract: 

TR33.812 includes a list of issues that were raised re Network Architecture 1. This contribution shows how Network Arch, Alt 4 addresses these issues

Discussion: 

Mike Meyerstein presented the contribution.

No objections.

Decision: 

The document was approved.



S3-080613
TR33.812: AKA credentials for initial connectivity





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Abstract: 

This proposed new subsection in section 6 (Functionality) describes the typical UMTS AKA functions that would be required for initial connectivity to a 3GPP network

Discussion: 

Mike Meyerstein presented the contribution.

Mauro Castagno asked some clarification on the TrE; Mike Meyerstein precised that there is a separate section to be drafted and specify whether it is a UICC environment or not. It was agreed to handle this with an Editor's Note on the fact that this has to be reviewed after the section on TrE is drafted.

Decision: 

The document was approved with modifications.



S3-080615
TR33.812: section 6: Functionality of MIDs





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Abstract: 

The contributors propose some content for section 6 of TR33.812, to describe the life cycle of MIDs and contents of a typical downloadable MID

Discussion: 

Mike Meyerstein presented the contribution.

No objections.

Decision: 

The document was approved.



7.4
UTRAN key management enhancements

No input.
7.5
H(e)NB Security

It was agreed to have conference calls (once a month) to progress with the draft until the ad hoc. It was also agreed to progress with the draft during the ad hoc and for this reason the ad hoc will be a day longer (23-26 September).

It was agreed in addition to bring the TR to SA Plenary for information.

917, 918, 919 were challenged and will go to email discussion. The scope of email discussion is limited to these documents.

Comments can be sent by 4 July for all documents.

S3-080915 will be then created by 11 July.

SA3 can check correct resolution by 16 July.

S3-080608
TR 33.XXX v0.2.0 (Home(e)NB Security Study)





Source: Rapporteur

Discussion: 

For information.

Decision: 

The document was noted.



S3-080915
TR 33.XXX v0.3.0 (Home(e)NB Security Study)





Source: Rapporteur

(Replaces S3-080608)

Decision: 

The document was sent for approval over email.



S3-080646
Reply LS on H(e)NB security requirements





Source: SA WG1

Discussion: 

Stefan Schroeder presented the LS.

Decision: 

The document was noted.



S3-080708
H(e)NB Authentication Credential Discussion Summary and Recommendation





Source: Huawei

Abstract: 

The following captures the email discussion on H(e)NB authentication credential.

Discussion: 

Marcus Wong presented the contribution.

Decision: 

The document was noted.



S3-080730
Editorial changes to H(e)NB TR





Source: Huawei,NEC,BT

Abstract: 

This contribution present some definitions and abbreviations related to H(e)NB and some editorial corrections.

Discussion: 

Marcus Wong presented the contribution.

No objections.

Decision: 

The document was approved.



S3-080731
Threat about time synchronization of H(e)NB





Source: Huawei,BT

Abstract: 

This contribution analyses threat about time synchronization of H(e)NB. It is proposed to add corresponding security threat and security requirement into H(e)NB security TR as attached p-CR.

Decision: 

The document was revised to S3-080907.



S3-080907
Threat about time synchronization of H(e)NB





Source: Huawei,BT

(Replaces S3-080731)

Discussion: 

Marcus Wong presented the contribution.

Peter Howard suggested adding revoced to expired. This was agreed.

Some timestamping issues have also to be revised.

Decision: 

The document was approved with modifications.



S3-080732
Modifications to security requirements





Source: Huawei,NEC,BT

Abstract: 

This contribution merged some security requirements for H(e)NB in the new version H(e)NB security TR.

Discussion: 

Marcus Wong presented the contribution.

It was pointed out that the subscription term should be removed and replaced by contracting party. Wolf-Dietrich Moeller proposed to consider credentials in plural so that any type could apply. This was agreed. Colin Blanchard proposed that the TR should be wider than Rel-8. This was argeed. It was agreed to add an Editor's Note on  how to handle notifications on UE camping on the Home (e) NB. The first sentence in (4) was removed in that perspective; the second sentence remains. Stefan Schroeder suggested that threat (21) was mislplaced and should go to  requirement 23 instead of 14.

Decision: 

The document was approved with modifications.



S3-080778
Risk-Level Matrix on Threats to H(e)NB





Source: Qualcomm Europe

Discussion: 

Lakshminath Dondeti presented the contirbution.

Valtteri Niemi said the analysis is a valuable contribution.

Achim Luft asked whether this could rule out low impact threats from implementing countermeasures. Lakshminath Dondeti replied it could be considered. Marcus Wong expressed a concern that this could delay too much the passage to a possible TS. Valtteri Niemi stated that the level or impact for each threat would not be a driver to implement or not countermeasures. This was agreed. Peter Howard proposed to insert this as an Editor's Note; this was agreed.

Also an Editor's Note will be inserted to alert that the conversions from the matrix have to be reviewed.

Decision: 

The document was approved with modifications.



S3-080779
Grouping Related H(e)NB Threats





Source: Qualcomm Europe

Discussion: 

Lakshminath Dondeti presented the contirbution.

Renumbering was proposed by Valtteri Niemi. Marcus Wong proposed that this would be more useful when the document is more stable. Wolf-Dietrich Moeller suggested that the new contribution adds new threats so further renumbering would be necessary. Peter Howard pointed out that the User Data category does not match with Masquerading attacks; this was agreed to be reviewed.

Alf Zugenmeier supported the proposal as it makes the numbering more stable, categorizes but the mapping has to be made carefully as redundant attacks could be created. Valtteri Niemi suggested even if attacks can fall under more than one category it should be made so that they appear only once.

Approved with these instructions.

Decision: 

The document was approved.



S3-080797
H(e)NB Threat Analysis





Source: Infineon Technologies

Abstract: 

Additional threat to H(e)NB threat analysis

Discussion: 

Achim Luft presented the contribution.

Decision: 

The document was noted.



S3-080798
pCR to H(e)NB Threat Analysis





Source: Infineon Technologies

Abstract: 

pCR to S3-080797

Discussion: 

Achim Luft presented the contribution.

Guenther Horn proposed that side channel attacks are a valid threat. Rolf Blom proposed to rephrase to side channel. Colin Blanchard said that environmental attacks are different than side channel. Valtteri Niemi proposed to address this with an Editor's Note. Marcus Wong proposed this is out of scope. Valtteri Niemi proposed not to rule threats out even so. Approved with no Editor's Note but with rephrasing to side channel.

Decision: 

The document was approved with modifications.



S3-080823
ACL analysis





Source: ZTE Corporation

Abstract: 

Some detail analysis about the following aspects.   1)The relation between HNB(HeNB) and UE.  2)Some secure methods to create and modify the ACL.  3)Which NE the ACL should be in, HNB(HeNB), MME or HSS?

Decision: 

The document was revised to S3-080910.



S3-080910
ACL analysis





Source: ZTE Corporation

(Replaces S3-080823)

Discussion: 

Liang Jiang presented the contribution.

Valtteri Niemi proposed to come back to this after checking that this is in line with CSG concept.

Marcus Wong proposed not to use the tem owner.

With these agreements the contribution will be reviewed.

Decision: 

The document was noted.



S3-080618
H(e)NB trust and contract relations





Source: T-Mobile

Abstract: 

This contribution analyzes the parties involved in H(e)NB deployments and the resulting requirements for authentication.

Discussion: 

Stefan Schroeder presented the contribution.

Contracting party was proposed to be used as a term instead of the owner. Peter Howard suggested that this is not a good term for a technical specification.

Hosting party was agreed as a term.

With this change the contribution was approved.

Decision: 

The document was approved.



S3-080750
Benefits of removable UICC in H(e)NB





Source: Orange

Discussion: 

Come Berbain presented the contribution.

Decision: 

The document was noted.



S3-080899
Results of session on Home (e) NB





Source: Nokia Siemens Networks

Discussion: 

Wolf-Dietrich Moeller presented the contribuiton.

Peter Howard supported the conclusions. For Note 1 and 2 it was agreed to be converted to normal text. David Johnston made a remark on authentication credentials; this was taken offline.

Decision: 

The document was approved with modifications.



S3-080623
TR on H(e)NB Security: Comparison of H(e)NB authentication methods





Source: BT, InterDigital, NEC, T-Mobile

Discussion: 

899 introduces new information so this document is noted.

Decision: 

The document was noted.



S3-080707
Continuation of comparison between possible H(e)NB authentication credentials





Source: Huawei

Abstract: 

This contribution extends comparison table between possible H(e)NB credentials according to email discussion. It is proposed to go forward as proposals suggested in this contribution.

Discussion: 

899 introduces new information so this document is noted.

Decision: 

The document was noted.



S3-080782
H(e)NB Authentication Options





Source: Qualcomm Europe

Discussion: 

899 introduces new information so this document is noted.

Decision: 

The document was noted.



S3-080795
Additions to H(e)NB security solutions





Source: Nokia, Nokia Siemens Networks

Abstract: 

This contribution proposes new text to the chapters on security solutions in H(e)NB security TR.

Discussion: 

Wolf-Dietrich Moeller presented the contribution.

Colin Blanchard suggested a change on the titles; this was agreed.

In 7.2.1.6 Peter Howard proposed a different way than CRL to manage invalid/expired certificates. This was agreed to be revised.

An agreement could not be reached although there is no major contentious issue, as the paper must be aligned with the agreements of the evening session so this paper has to be taken again offline.

Decision: 

The document was revised to S3-080917.



S3-080917
Additions to H(e)NB security solutions





Source: Nokia, Nokia Siemens Networks

(Replaces S3-080795)

Decision: 

The document was sent for approval over email.



S3-080710
H(e)NB Authentication Credential Options





Source: Huawei

Abstract: 

It is proposed to add the following section to the H(e)NB TR so that all discussion related to implementation options for H(e)NB authentication credential can be captured.

Discussion: 

Marcus Wong presented the contribution.

Peter Howard pointed out this has to be aligned also with the offline discussion findings.

Decision: 

The document was revised to S3-080918.



S3-080918
H(e)NB Authentication Credential Options





Source: Huawei

(Replaces S3-080710)

Decision: 

The document was sent for approval over email.



S3-080711
Comparison security of H(e)NB Location Certification Methods





Source: Huawei

Abstract: 

In this contribution we have classed the information instead location of home eNB, and analysed the security of H(e)NBs location certification methods.  There are two types of location certification for H(e)NB

Discussion: 

Marcus Wong presented the contribution.

A change was agreed on replay attacks possibility.

Decision: 

The document was approved with modifications.



S3-080728
Possible Security Solution for removable authentication credentials attack to H(e)NB





Source: Huawei

Abstract: 

The threat lead by H(e)NB with removable authentication credentials has been discussed by SA3 group and recorded in current HNB security TR. This contribution is to discuss further how to mitigation the attack. We propose a possible solution to this.

Discussion: 

In the optional hosting party module authentication it is possible to have a combined solution.

Decision: 

The document was revised to S3-080919.



S3-080919
Possible Security Solution for removable authentication credentials attack to H(e)NB





Source: Huawei

(Replaces S3-080728)

Decision: 

The document was sent for approval over email.



S3-080820
Comment on S3-080728 Possible Security Solution for removable authentication credentials attack to H(e)NB





Source: Nokia, Nokia Siemens Networks

Decision: 

The document was noted.



7.6
Other study areas

8
Work programme

Rapporteurs will send updates to the Secretary.

9
Future meetings

The ad hoc in September will be a 4 day meeting as agreed to treat the study items too. The study items will be treated not before the third day.

The planned meetings are as follows:

	Meeting
	Date
	Location
	Host

	SA3 ad hoc
	23-26 Sep 2008
	Sophia-Antipolis, France
	ETSI

	SA3#53
	10-14 Nov 2008
	Kyoto, Japan
	JAF

	SA3#54
	19-23 Jan 2009
	Tbd 
	Tbd 

	SA3 ad hoc
	24-26 Mar 2009
	Tbd 
	Tbd 

	SA3#55
	11-15 May 2009
	Tbd 
	Tbd 

	SA3#56
	6-10 July 2009
	Tbd 
	Tbd

	SA3 ad hoc
	28-30 Sep 2009
	Tbd 
	Tbd

	SA3#57
	16-20 Nov 2009
	Tbd
	Tbd 


10
Any other business

There was no other business.
11
Close

The Chairman Valtteri Niemi thanked the delegates, the Rapporteurs and the Officials for their collaboration and participation to this meeting.

The group also thanked EF3 and ETSI for offering its facilities and for the excellent hospitality.

The meeting and document numbering for SA3#52 was closed.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-080600
	Draft Agenda for SA WG3 meeting #52
	SA WG3 Chairman
	approved
	-
	-

	S3-080601
	Report from SA3#51
	SA WG3 Secretary
	approved
	-
	-

	S3-080602
	Report from SA#40 Plenary
	SA WG3 Chairman
	approved
	-
	-

	S3-080603
	TS 33.401 v8.0.0
	MCC
	noted
	-
	-

	S3-080604
	TS 33.402 v8.0.0
	MCC
	noted
	-
	-

	S3-080605
	TS 33.223 v8.0.0
	MCC
	noted
	-
	-

	S3-080606
	TS 33.224 v0.1.0
	Rapporteur
	noted
	-
	-

	S3-080607
	TR 33.812 v0.3.0
	Rapporteur
	noted
	-
	S3-080920

	S3-080608
	TR 33.XXX v0.2.0 (Home(e)NB Security Study)
	Rapporteur
	noted
	-
	-

	S3-080609
	TR 33.828 v0.7.1
	Rapporteur
	noted
	-
	S3-080897

	S3-080610
	TR 33.922 v0.4.0
	Rapporteur
	noted
	-
	-

	S3-080611
	TR 33.821 v0.8.0
	Rapporteur
	noted
	-
	-

	S3-080612
	TR33.812: issues re Network Architecture Alternative 4
	BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks
	approved
	-
	-

	S3-080613
	TR33.812: AKA credentials for initial connectivity
	BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks
	approved with modifications
	-
	-

	S3-080614
	TR33.812: Network Architecture Alternative 4: Relationships
	BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks
	approved with modifications
	-
	-

	S3-080615
	TR33.812: section 6: Functionality of MIDs
	BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks
	approved
	-
	-

	S3-080617
	SAE: backhaul link management plane protection
	T-Mobile
	revised
	-
	-

	S3-080618
	H(e)NB trust and contract relations
	T-Mobile
	approved
	-
	-

	S3-080619
	Resolution of 2nd And 3rd Editor’s Notes in 8.2.2
	Alcatel-Lucent
	revised
	-
	S3-080851

	S3-080620
	TR 33.812: Network Interactions in Alternative Architecture 4
	BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks
	approved with modifications
	-
	-

	S3-080621
	TR 33.812: pCR on Section 5.1.1.1 Trusted Environment
	BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks
	approved
	-
	-

	S3-080622
	Resolution of 1st Ed Note in Clause 6.1 TS33.402
	Nortel, Motorola, Nokia Siemens Networks, Ericsson, Nokia Corporation, Verizon
	agreed
	-
	-

	S3-080623
	TR on H(e)NB Security: Comparison of H(e)NB authentication methods
	BT, InterDigital, NEC, T-Mobile
	noted
	-
	-

	S3-080625
	Resolution of the Ed Notes under clause 8.2.5, TS33.402
	Nortel, Nokia Siemens Networks, Ericsson
	revised
	-
	S3-080852

	S3-080627
	Mandatory Ciphering Indication
	TeliaSonera
	noted
	-
	-

	S3-080628
	Another M2M mechanism
	TeliaSonera
	approved
	-
	-

	S3-080629
	WID on Protection against Unsolicited Communication for IMS (PUCI)
	NEC, AT&T, China Mobile, KDDI, NTT docomo, Qualcomm, Samsung, SOFTBANK MOBILE Corp., T-Mobile
	revised
	-
	S3-080825

	S3-080630
	TR 33.812: Operator change procedures
	BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks
	approved
	-
	-

	S3-080631
	LS on SAE Interworking with Pre-REL8 system
	CT WG1
	noted
	-
	-

	S3-080632
	Reply LS on AS and NAS message protection
	CT WG1
	noted
	-
	-

	S3-080633
	Reply LS on Outstanding NAS messages from SA3 [C1-081634 (S3-080525)]
	CT WG1
	noted
	-
	-

	S3-080634
	LS on Security Issues with NGCN connection
	CT WG1
	noted
	-
	-

	S3-080635
	LS on IMEI request in security mode control procedure
	CT WG1
	noted
	-
	-

	S3-080636
	LS on NGCN issues and proposed workshop
	CT WG1
	noted
	-
	-

	S3-080637
	LS on Reply to LS S3-080489 = C4-081222 on SAE interworking with Pre-REL8 system
	CT WG4
	noted
	-
	-

	S3-080638
	LS on documentation of TISPAN Rel-2 in 3GPP
	CT Plenary
	noted
	-
	-

	S3-080639
	LS regarding GAN Iu mode security
	GERAN Plenary
	noted
	-
	-

	S3-080641
	Reply LS on S1 Overload Control and on security for service request message
	RAN WG2
	noted
	-
	-

	S3-080643
	Reply LS on Earthquake and Tsunami Warning System
	RAN WG2
	noted
	-
	-

	S3-080644
	Discussion Paper on mandating EAP AKA for non-3GPP accesses when S2c reference point is used
	Telecom Italia
	noted
	-
	-

	S3-080645
	Reply LS to S3-080503 û key change on-the-fly
	RAN WG2
	noted
	-
	-

	S3-080646
	Reply LS on H(e)NB security requirements
	SA WG1
	noted
	-
	-

	S3-080647
	Ls on Adding and removing media during a multimedia service session
	SA WG1
	noted
	-
	-

	S3-080648
	SA1 answer to Support of pre-Rel-8 USIMs in EPS
	SA WG1
	noted
	-
	-

	S3-080649
	SA1 answer to Optional User-based UP Ciphering
	SA WG1
	noted
	-
	-

	S3-080650
	SA1 answer on 'SAE interworking with Pre-REL8 system'
	SA WG1
	noted
	-
	-

	S3-080651
	LS on Unauthenticated PS emergency calls
	SA WG1
	noted
	-
	-

	S3-080652
	reply LS on non-3GPP accesses to EPS
	SA WG2
	noted
	-
	-

	S3-080653
	Reply LS on NGCN issues and proposed workshop
	SA WG2
	noted
	-
	-

	S3-080654
	LS on security aspects related to CAT
	SA WG2
	noted
	-
	-

	S3-080655
	LS on Earthquake and Tsunami Warning System
	SA WG2
	noted
	-
	-

	S3-080656
	LS on IMS initiated and controlled PSS and MBMS User Serviceö Architecture
	SA WG4
	noted
	-
	-

	S3-080657
	LS to ETSI SCP and 3GPP on SIM usage in M2M applications
	GSMA SCaG
	noted
	-
	-

	S3-080658
	LS on IM Credentials
	SA Plenary
	noted
	-
	-

	S3-080659
	Reply LS to GSMA SCaG on SIM usage in M2M applications
	SA Plenary
	noted
	-
	-

	S3-080660
	LS on documentation of TISPAN Rel-2 in 3GPP
	SA Plenary
	noted
	-
	-

	S3-080661
	Identity handling for GBA push
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080662
	CR 33.223 : Identity handling for GBA push
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080663
	CR 33.401 :Ensuring security context freshness on handover from an SGSN towards MME
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080841

	S3-080664
	Key Freshness during handover starting from an SGSN towards an MME
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080665
	Overview: Key freshness problems on mobility between SGSN and MME
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-080666
	CR 33.401: Correction of text on security context and authentication data
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080833

	S3-080667
	CR 33.401: Completing the specification on air interface ciphering and integrity algorithms inputs
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-

	S3-080668
	Standardization for Protection Against Unsolicited Communications in IMS
	Ericsson
	noted
	-
	-

	S3-080669
	IMS e2e media security
	Ericsson
	revised
	-
	S3-080892

	S3-080670
	Media security flows
	Ericsson
	approved
	-
	-

	S3-080671
	Requirement on conferencing  in TR 33.828
	Ericsson
	approved
	-
	-

	S3-080672
	Removing annex B of TS 33.141
	Ericsson
	revised
	-
	S3-080830

	S3-080673
	New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security
	Ericsson
	revised
	-
	S3-080831

	S3-080674
	Updates to stage 2 description of NASS-IMS bundled authentication
	Ericsson
	noted
	-
	-

	S3-080675
	IMS aspects of media security and unsolicited communications
	Ericsson
	noted
	-
	-

	S3-080676
	Changes to TS 33.203 due to a new normative Annex on GIBA
	Ericsson
	agreed
	-
	-

	S3-080677
	New normative Annex on GPRS-IMS-Bundled Authentication (GIBA)
	Ericsson
	agreed
	-
	-

	S3-080678
	Adding introduction to alt1
	Ericsson
	approved with modifications
	-
	-

	S3-080679
	Update of roles in alt1
	Ericsson
	approved with modifications
	-
	-

	S3-080680
	Update of network architecture in alt 1
	Ericsson
	approved with modifications
	-
	-

	S3-080681
	Use of OMA DM for provisioning in M2M
	BT, Ericsson, InterDigital, Motorola, Nokia, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-080682
	Zh and ZhÆ intradomain reference points
	Ericsson
	revised
	-
	-

	S3-080683
	Inter-RAT Mobility IK/CK Derivation-Discussion
	ZTE
	noted
	-
	-

	S3-080684
	CR-Inter-RAT Mobility IK/CK Derivation
	ZTE
	noted
	-
	-

	S3-080685
	CS key derivation in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080909

	S3-080686
	Key identifier handling on inter-RAT mobility
	ZTE ,HUAWEI
	noted
	-
	-

	S3-080687
	CR Key identifier handling on inter-RAT mobility
	ZTE ,HUAWEI
	revised
	-
	S3-080870

	S3-080689
	Counter check procedure revisited
	Ericsson, Alcatel-Lucent, LG, TeliaSonera
	noted
	-
	-

	S3-080690
	CR: Removal of counter check procedure
	Ericsson, Alcatel-Lucent, LG, TeliaSonera
	rejected
	-
	-

	S3-080691
	Key derivation at IRAT handover
	Ericsson
	noted
	-
	-

	S3-080692
	CR: Key derivation at IRAT handover
	Ericsson
	noted
	-
	-

	S3-080693
	CR: Removal of editor's note related to key change on-the-fly
	Ericsson
	revised
	-
	S3-080863

	S3-080694
	CR: Editorial cleanup of TS 33.401
	Ericsson
	revised
	-
	S3-080872

	S3-080695
	CR: Algorithm selection cleanup
	Ericsson
	revised
	-
	S3-080864

	S3-080696
	CR: Signalling of UE security capabilities at IRAT idle mode mobility
	Ericsson
	agreed
	-
	-

	S3-080697
	MIPv4 Signalling protection between PDN-GW and FA
	Samsung
	revised
	-
	S3-080853

	S3-080698
	On the Inputs to the EPS Kasme Key Derivation Function
	Ericsson
	revised
	-
	S3-080867

	S3-080699
	Key label for MIPv4 Root key generation
	Samsung
	revised
	-
	S3-080854

	S3-080700
	CR: Additional inputs to EPS Key Derviation Function (KDF)
	Ericsson
	revised
	-
	S3-080865

	S3-080701
	Draft-LS Additional inputs to EPS Key Derviation Function (KDF)
	Ericsson
	revised
	-
	S3-080866

	S3-080702
	Discussion on MIP Root Key derivation
	Samsung
	noted
	-
	-

	S3-080703
	Add requirement to have replay protection for NAS and RRC
	Ericsson
	noted
	-
	-

	S3-080704
	MIP Root Key derivation
	Samsung
	noted
	-
	-

	S3-080705
	CR: Add requirement to have replay protection for NAS and RRC
	Ericsson
	revised
	-
	-

	S3-080706
	Follow-up Reply LS on 3GPP CS Security handling for SRVCC
	Nokia, Nokia Siemens Networks
	revised
	-
	-

	S3-080707
	Continuation of comparison between possible H(e)NB authentication credentials
	Huawei
	noted
	-
	-

	S3-080708
	H(e)NB Authentication Credential Discussion Summary and Recommendation
	Huawei
	noted
	-
	-

	S3-080710
	H(e)NB Authentication Credential Options
	Huawei
	revised
	-
	S3-080918

	S3-080711
	Comparison security of H(e)NB Location Certification Methods
	Huawei
	approved with modifications
	-
	-

	S3-080712
	NAS key re-keying
	HUAWEI, ZTE
	revised
	-
	S3-080868

	S3-080713
	The key derivation function negotiation between UE and HSS
	Huawei
	revised
	-
	S3-080922

	S3-080714
	CR-The key derivation function negotiation between UE and HSS
	Huawei
	noted
	-
	-

	S3-080715
	EPS key hierarchy
	HUAWEI, ZTE
	agreed
	-
	-

	S3-080716
	Clarification on MSIN_IMEI  confidentiality protected limitation
	Huawei
	revised
	-
	S3-080829

	S3-080717
	Attach message intigrity verification clarification
	Huawei&#65292
	withdrawn
	-
	-

	S3-080718
	KSI brings security context desynchronization
	HUAWEI, ZTE
	noted
	-
	-

	S3-080719
	Marks the STARTps value as invalid after EPS AKA
	HUAWEI, ZTE
	revised
	-
	S3-08044

	S3-080720
	NAS integrity tag term consistent
	Huawei
	revised
	-
	S3-080878

	S3-080721
	Derivation Function (S7) correction
	HUAWEI, ZTE
	noted
	-
	-

	S3-080722
	Untrusted non-3gpp access EPS AKA
	HUAWEI, ZTE
	noted
	-
	-

	S3-080723
	ANDSF security
	Huawei
	noted
	-
	-

	S3-080724
	CR-ANDSF security-33.401
	Huawei
	noted (agreed for TR)
	-
	-

	S3-080725
	CR-ANDSF security-33.922
	Huawei
	approved
	-
	-

	S3-080726
	correction of 33.402
	HUAWEI, ZTE
	agreed
	-
	-

	S3-080727
	corrections for 33.401
	Huawei
	noted
	-
	-

	S3-080728
	Possible Security Solution for removable authentication credentials attack to H(e)NB
	Huawei
	revised
	-
	S3-080919

	S3-080729
	Key Management for IMS Media Security
	Huawei
	approved with modifications
	-
	-

	S3-080730
	Editorial changes to H(e)NB TR
	Huawei,NEC,BT
	approved
	-
	-

	S3-080731
	Threat about time synchronization of H(e)NB
	Huawei,BT
	revised
	-
	S3-080907

	S3-080732
	Modifications to security requirements
	Huawei,NEC,BT
	approved with modifications
	-
	-

	S3-080733
	Changes to GIBA when compared to S3-080508
	Ericsson
	noted
	-
	-

	S3-080734
	Forward KeNB security simplifications
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080735
	CR-33401: KeNB forward security simplifications
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080898

	S3-080736
	CR-33401: AS SMC clarifications
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-080737
	CR-33401: NAS SMC handling clarifications
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080881

	S3-080738
	CR-33401: Replay UE capabilities in the NAS SMC Command message
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080882

	S3-080739
	IDLE mode IRAT key freshness from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080740
	CR-33401: IDLE mode IRAT key freshness from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080840

	S3-080741
	KeNB derivation when activating cached security context
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080742
	CR-33401: KeNB derivation when activating cached security context
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080842

	S3-080744
	CR-33401: Security Context Selection on IRAT handover to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080843

	S3-080745
	Context freshness in intersystem mobility from LTE to GERAN/UTRAN
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080746
	CR-33401: Key freshness during mobility from E-UTRAN to UTRAN/GERAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080838

	S3-080747
	Key Indicator
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080750
	Benefits of removable UICC in H(e)NB
	Orange
	noted
	-
	-

	S3-080751
	Correction of description of HSS tasks
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080893

	S3-080752
	Removal of EditorÆs note in Annex P.4.2
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-080753
	Clarification of text on access network identities
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-080754
	Clarification of use of AMF separation bit with EAP-AKA access authentication
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-080755
	Clarification on handling of authentication vectors in the 3GPP AAA server
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-080757
	Resolution of Ed notes on use of EAP-AKA in IKEv2
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-080758
	Resolution of EditorÆs note on access authentication when using S2c (DSMIPv6)
	Nokia Corporation, Nokia Siemens Networks, Nortel
	noted
	-
	-

	S3-080759
	Distribution of authentication data from HSS to serving network
	Nokia Corporation, Nokia Siemens networks
	agreed
	-
	-

	S3-080760
	Discussion of parameter exchange during authentication for non-3GPP access to EPS
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080761
	Removal of physical cell id binding from KeNB* derivation
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080762
	CR-33401: Removal of physical cell id binding from KeNB* derivation
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	-
	-

	S3-080763
	Discussion on migration to EPS from pre-Rel-8 systems
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080764
	Changes due to support for migration from pre-EPS systems
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080765
	Scope of TR 33.922 ôSecurity aspects for inter-access mobility between non-3GPP and 3GPP access networksö
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-080766
	Clarification of the usage of 'endpoint identity' within TR 33.828
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-080767
	Clarification of the description of the use cases in TR 33.828
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-080768
	Adding a Requirement Summary to TR 33.828
	Nokia Corporation, Nokia Siemens Networks
	approved by modifications
	-
	-

	S3-080769
	Issues of the 'Kerberos-like Key Management Solution' in TR 33.828
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-080770
	Resolution of 3GPP2 IMS NDS requirement
	Qualcomm Europe
	noted
	-
	-

	S3-080771
	Additions to the Description of the SDES Based Solution in TR 33.828
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-080772
	SPIT and SPIM û Current situation
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080773
	Unsolicited Communication û way forward for IMS
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080774
	Resolution of EditorÆs note on 3GPP2 NDS requirement
	Qualcomm Europe
	revised
	-
	S3-080894

	S3-080775
	Alignment of ISIM and ISIM application terminology
	Qualcomm Europe
	noted
	-
	-

	S3-080776
	Analysis of AKA changes in EPS
	Qualcomm Europe
	noted
	-
	-

	S3-080777
	Remove EAP-AKA changes
	Qualcomm Europe
	noted
	-
	-

	S3-080778
	Risk-Level Matrix on Threats to H(e)NB
	Qualcomm Europe
	approved with modifications
	-
	-

	S3-080779
	Grouping Related H(e)NB Threats
	Qualcomm Europe
	approved
	-
	-

	S3-080780
	MIPv4 key hierarchy updates
	Qualcomm Europe
	noted
	-
	-

	S3-080781
	MIPv4 Key Hierarchy Updates
	Qualcomm Europe
	noted
	-
	-

	S3-080782
	H(e)NB Authentication Options
	Qualcomm Europe
	noted
	-
	-

	S3-080783
	DSMIP Clarifications
	Qualcomm Europe
	noted
	-
	-

	S3-080784
	Clarifications to S2c access
	Qualcomm Europe
	revised
	-
	S3-080855

	S3-080785
	Trusted access for S2c without AKA
	Qualcomm Europe
	noted
	-
	-

	S3-080786
	Removing the restriction on AKA for Trusted Access
	Qualcomm Europe
	revised
	-
	S3-080847

	S3-080787
	Public identifiers in GBA Push
	Ericsson
	noted
	-
	-

	S3-080788
	CR 33.223: GPI Protection
	Ericsson
	revised
	-
	-

	S3-080791
	CR 33.223: Use of public identities
	Ericsson
	noted
	-
	-

	S3-080792
	CR 33.223: UE registration at Push NAF
	Ericsson
	revised
	-
	S3-080903

	S3-080793
	Proposed LS on IMS media protection
	Ericsson
	agreed
	-
	-

	S3-080794
	Security Assurance for integrated USIM applications (revision of S3-0626)
	Motorola, BT, Ericsson, Interdigital, Nokia, Nokia Siemens Networks
	revised
	-
	S3-080908

	S3-080795
	Additions to H(e)NB security solutions
	Nokia, Nokia Siemens Networks
	revised
	-
	S3-080917

	S3-080796
	Simplifying the Handover in relation to forward secrecy
	Qualcomm Europe
	noted
	-
	-

	S3-080797
	H(e)NB Threat Analysis
	Infineon Technologies
	noted
	-
	-

	S3-080798
	pCR to H(e)NB Threat Analysis
	Infineon Technologies
	approved with modifications
	-
	-

	S3-080799
	Discussion Paper on ANDSF security
	Telecom Italia, Ericsson, Huawei, Orange, Nokia Siemens Networks
	noted
	-
	-

	S3-080800
	CR on UE-ANDSF security
	Telecom Italia, Ericsson, Huawei, Orange, Nokia Siemens Networks
	agreed
	-
	-

	S3-080801
	Comments on S3-080780
	Samsung
	revised
	-
	S3-080832

	S3-080802
	Security Context Selection on IRAT handover to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080803
	CR 33.401: Inclusion of AS message protection exception list (Update 790)
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	-

	S3-080804
	List of unprotected RRC messages (update 789)
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080805
	Comments on S3-080770 Resolution of 3GPP2 IMS NDS requirement
	Ericsson, Nokia Siemens Networks
	noted
	-
	-

	S3-080806
	Draft reply to RAN2 LS on Earthquake and Tsunami Warning System
	NTT DOCOMO
	revised
	-
	S3-080911

	S3-080807
	Draft Reply LS to SA2 LS on Earthquake and Tsunami Warning System
	NTT DOCOMO
	revised
	-
	S3-080912

	S3-080808
	Overview of Key Freshness Solutions During I-RAT Mobility at SA3#52
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-080809
	Scenarios for Interworking between non-3GPP and EPS
	Gemalto, Orange, Oberthur Card Systems, Telecom Italia
	noted
	-
	-

	S3-080810
	CR to 33.402 on EAP-AKA
	Gemalto, Orange, Oberthur Card Systems, Telecom Italia
	CONDITIONALLY agreed
	-
	-

	S3-080811
	Comments on Key derivation at IRAT handover
	Ericsson
	noted
	-
	-

	S3-080812
	Comments on: Clarification of the description of the use cases in TR 33.828
	Ericsson
	approved with modifications
	-
	-

	S3-080813
	update of S3-080756 Resolution of EditorÆs notes regarding parameter exchange in access authentication
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-080850

	S3-080814
	Comment on:  Adding a Requirement Summary to TR 33.828
	Ericsson
	approved with modifications
	-
	-

	S3-080815
	Comments on: Issues of the 'Kerberos-like Key Management Solution' in TR 33.828
	Ericsson
	noted
	-
	-

	S3-080816
	Comment on: Additions to the Description of the SDES Based Solution in TR 33.828
	Ericsson
	noted
	-
	-

	S3-080817
	Comments to S3-080763: Discussion on migration to EPS from pre-Rel-8 systems
	Ericsson
	noted
	-
	-

	S3-080818
	Comments to S3-080764: Changes due to support for migration from pre-EPS systems
	Ericsson
	noted
	-
	-

	S3-080819
	Comments on S3-080669 ('IMS e2e media security ')
	Nokia Siemens Networks
	noted
	-
	-

	S3-080820
	Comment on S3-080728 Possible Security Solution for removable authentication credentials attack to H(e)NB
	Nokia, Nokia Siemens Networks
	noted
	-
	-

	S3-080821
	Part 2:Comments to S3-080764: Changes due to support for migration from pre-EPS systems
	Ericsson
	noted
	-
	-

	S3-080822
	Comments to Forward KeNB security simplifications
	DOCOMO
	revised
	-
	S3-080834

	S3-080823
	ACL analysis
	ZTE Corporation
	revised
	-
	S3-080910

	S3-080824
	Comments on “Unsolicited Communication – way forward for IMS”
	NEC Corporation
	noted
	-
	-

	S3-080825
	WID on Protection against Unsolicited Communication for IMS (PUCI)
	NEC, AT&T, China Mobile, KDDI, NTT docomo, Qualcomm, Samsung, SOFTBANK MOBILE Corp., T-Mobile, Telenor
	revised
	-
	S3-080857

	S3-080826
	GSMA Report
	GSMA SG Chairman
	noted
	-
	-

	S3-080827
	Credential Storage for non-3GPP access
	Intel
	withdrawn
	-
	-

	S3-080828
	Trusted or Untrusted network access detection
	Intel
	noted
	-
	-

	S3-080829
	Clarification on MSIN_IMEI  confidentiality protected limitation
	Huawei
	revised
	S3-080716
	S3-080871

	S3-080830
	Removing annex B of TS 33.141
	Ericsson
	agreed
	S3-080672
	-

	S3-080831
	New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security
	Ericsson
	revised
	S3-080673
	-

	S3-080832
	Comments on S3-080780
	Samsung
	noted
	S3-080801
	-

	S3-080833
	CR 33.401: Correction of text on security context and authentication data
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080666
	-

	S3-080834
	Comments to Forward KeNB security simplifications
	DOCOMO
	noted
	S3-080822
	-

	S3-080835
	Note on SNID IP binding
	Qualcomm
	agreed
	-
	-

	S3-080836
	Note on SNID IP binding
	Qualcomm
	agreed
	-
	-

	S3-080837
	Reply to S3-080650 on pre Rel-8 interworking in EPS
	SA WG3
	approved
	-
	-

	S3-080838
	Key Freshness during handover starting from an SGSN towards an MME (merge of 746 and 648)
	Nokia Corporation, Nokia Siemens Networks, ZTE
	agreed
	-
	-

	S3-080839
	LS to RAN2 on Key freshness during mobility from E-UTRAN to UTRAN/GERAN
	SA WG3
	approved
	-
	-

	S3-080840
	CR-33401: IDLE mode IRAT key freshness from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080740
	-

	S3-080841
	CR 33.401 :Ensuring security context freshness on handover from an SGSN towards MME
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080663
	-

	S3-080842
	KeNB derivation when activating cached security context
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080742
	-

	S3-080843
	CR-33401: Security Context Selection on IRAT handover to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080744
	-

	S3-080844
	CR on KSI security context desynchronization
	Nokia Siemens Networks, Huawei
	revised
	-
	S3-080925

	S3-080845
	CR on Forward security
	Qualcomm
	withdrawn
	-
	-

	S3-080846
	CR on forward security
	DOCOMO
	revised
	-
	S3-080906

	S3-080847
	Removing the restriction on AKA for Trusted Access
	Qualcomm Europe
	agreed
	S3-080786
	-

	S3-080848
	LS to SA1 on scenarios for Interworking between non-3GPP and EPS
	SA WG3
	approved
	-
	-

	S3-080849
	CR on EAP AKA (relaxation scenario)
	Orange
	CONDITIONALLY agreed
	-
	-

	S3-080850
	update of S3-080756 Resolution of EditorÆs notes regarding parameter exchange in access authentication
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080813
	-

	S3-080851
	Resolution of 2nd And 3rd Editor’s Notes in 8.2.2
	Alcatel-Lucent
	revised
	S3-080619
	S3-080926

	S3-080852
	Resolution of the Ed Notes under clause 8.2.5, TS33.402
	ortel, Nokia Siemens Networks, Ericsson
	agreed
	S3-080625
	-

	S3-080853
	MIPv4 Signalling protection between PDN-GW and FA
	Samsung
	agreed
	S3-080697
	-

	S3-080854
	Resolution of Ed notes on MIPv4 Root key generation
	Samsung, Qualcomm Europe, Intel
	agreed
	S3-080699
	-

	S3-080855
	Clarifications to S2c access
	Qualcomm Europe
	agreed
	S3-080784
	-

	S3-080856
	TR 33.922 v0.5.0
	Rapporteur
	agreed
	-
	-

	S3-080857
	WID on Protection against Unsolicited Communication for IMS (PUCI)
	NEC, AT&T, China Mobile, KDDI, NTT docomo, Qualcomm, Samsung, SOFTBANK MOBILE Corp., T-Mobile, Telenor
	noted
	S3-080825
	-

	S3-080858
	LS to SA Plenary on ANDSF
	SA WG3
	approved
	-
	-

	S3-080859
	First draft LTE algorithms based on AES
	SAGE Chairman
	noted
	-
	-

	S3-080860
	First draft LTE algorithms based on SNOW 3G
	SAGE Chairman
	noted
	-
	-

	S3-080861
	SAE: backhaul link management plane protection
	T-Mobile
	agreed
	S3-080617
	-

	S3-080862
	LS to SA5 on backhaul link protection CR
	SA WG3
	approved
	-
	-

	S3-080863
	CR: Removal of editor's note related to key change on-the-fly
	Ericsson
	agreed
	S3-080693
	-

	S3-080864
	CR: Algorithm selection cleanup
	Ericsson
	agreed
	S3-080695
	-

	S3-080865
	CR: Additional inputs to EPS Key Derviation Function (KDF)
	Ericsson
	agreed
	S3-080700
	-

	S3-080866
	Draft-LS Additional inputs to EPS Key Derviation Function (KDF)
	Ericsson
	approved
	S3-080701
	-

	S3-080867
	On the Inputs to the EPS Kasme Key Derivation Function
	Ericsson
	approved
	S3-080698
	-

	S3-080868
	NAS key re-keying
	HUAWEI, ZTE
	agreed
	S3-080712
	-

	S3-080869
	LS on Key Indicator
	SA WG3
	approved
	-
	-

	S3-080870
	CR Key identifier handling on inter-RAT mobility
	ZTE ,HUAWEI
	agreed
	S3-080687
	-

	S3-080871
	Clarification on MSIN_IMEI  confidentiality protected limitation
	Huawei
	agreed
	S3-080829
	-

	S3-080872
	CR: Editorial cleanup of TS 33.401
	Ericsson
	agreed
	S3-080694
	-

	S3-080873
	Reply LS to CT1 on AS and NAS message protection
	SA WG3
	approved
	-
	-

	S3-080874
	LS  on P-TMSI signature
	SA WG2
	noted
	-
	-

	S3-080875
	CR 33.401: Completing the specification on air interface ciphering and integrity algorithms inputs
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080667
	-

	S3-080876
	LS to GSMA SG on mandatory ciphering indication
	SA WG3
	revised
	-
	S3-080928

	S3-080877
	CR: Add requirement to have replay protection for NAS and RRC
	Ericsson
	agreed
	S3-080705
	-

	S3-080878
	NAS integrity tag term consistent
	Huawei
	agreed
	S3-080720
	-

	S3-080879
	LS to RAN2 on AS message exception handling
	SA WG3
	approved
	-
	-

	S3-080880
	CR 33.401: Inclusion of AS message protection exception list (Update 790)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080803
	-

	S3-080881
	CR-33401: NAS SMC handling clarifications
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080737
	-

	S3-080882
	CR-33401: Replay UE capabilities in the NAS SMC Command message
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080738
	-

	S3-080883
	Changes due to support for migration from pre-EPS systems
	Nokia Corporation, Nokia Siemens Networks
	postponed
	-
	-

	S3-080884
	Changes due to support for migration from pre-EPS systems
	Ericsson
	postponed
	-
	-

	S3-080885
	LS to CT WG1 on NGCN workshop
	SA WG3
	approved
	-
	-

	S3-080886
	LS to CT WG1on NGCN Security Issues
	SA WG3
	email
	-
	-

	S3-080887
	LS to SA2 on CAT
	SA WG3
	email
	-
	-

	S3-080888
	New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security
	Ericsson
	agreed
	S3-080831
	-

	S3-080889
	Updates to stage 2 description of NASS-IMS bundled authentication
	Ericsson
	approved
	S3-080674
	-

	S3-080890
	CR to 33.203 on ISIM
	Qualcomm Europe
	agreed
	-
	-

	S3-080891
	CR to 33.203 on IMC application
	Qualcomm Europe
	agreed
	-
	-

	S3-080892
	IMS e2e media security
	Ericsson
	approved with modifications
	S3-080669
	-

	S3-080893
	Correction of description of HSS tasks
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080751
	-

	S3-080894
	Resolution of EditorÆs note on 3GPP2 NDS requirement
	Qualcomm Europe
	agreed
	S3-080774
	-

	S3-080895
	new CR based on 398 resolution
	Qualcomm
	agreed
	-
	-

	S3-080896
	LS to OMA on media secrutiy
	SA WG3
	approved
	-
	-

	S3-080897
	TR 33.828 v0.7.1
	Rapporteur
	approved
	S3-080609
	-

	S3-080898
	CR-33401: KeNB forward security simplifications
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	S3-080735
	-

	S3-080899
	Results of session on Home (e) NB
	Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-080900
	Revised WID on PUCI (merging 675 and 857)
	NEC Coroporation
	agreed
	-
	-

	S3-080901
	Zh and ZhÆ intradomain reference points
	Ericsson
	agreed
	S3-080682
	-

	S3-080902
	LS to CT4 (SA2) on multiple identities
	SA WG3
	approved
	-
	-

	S3-080903
	CR 33.223: UE registration at Push NAF
	Ericsson
	agreed
	S3-080792
	-

	S3-080904
	CR 33.223: GPI Protection
	Ericsson
	agreed
	S3-080788
	-

	S3-080905
	LS to GERAN2 on GAN Iu mode security
	ASA WG3
	email
	-
	-

	S3-080906
	CR on forward security
	DOCOMO
	agreed
	S3-080846
	-

	S3-080907
	Threat about time synchronization of H(e)NB
	Huawei,BT
	approved with modifications
	S3-080731
	-

	S3-080908
	Security Assurance for integrated USIM applications (revision of S3-0626)
	Motorola, BT, Ericsson, Interdigital, Nokia, Nokia Siemens Networks
	approved
	S3-080794
	-

	S3-080909
	CS key derivation in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	S3-080685
	S3-080913

	S3-080910
	ACL analysis
	ZTE Corporation
	noted
	S3-080823
	-

	S3-080911
	Draft reply to RAN2 LS on Earthquake and Tsunami Warning System
	NTT DOCOMO
	approved
	S3-080806
	-

	S3-080912
	Draft Reply LS to SA2 LS on Earthquake and Tsunami Warning System
	NTT DOCOMO
	approved
	S3-080807
	-

	S3-080913
	CS key derivation in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-080909
	-

	S3-080914
	Follow-up Reply LS on 3GPP CS Security handling for SRVCC
	Nokia, Nokia Siemens Networks
	approved
	S3-080706
	-

	S3-080915
	TR 33.XXX v0.3.0 (Home(e)NB Security Study)
	Rapporteur
	email
	S3-080608
	-

	S3-080916
	LS to SA1 on PUCI
	SA WG3
	approved
	-
	-

	S3-080917
	Additions to H(e)NB security solutions
	Nokia, Nokia Siemens Networks
	email
	S3-080795
	-

	S3-080918
	H(e)NB Authentication Credential Options
	Huawei
	email
	S3-080710
	-

	S3-080919
	Possible Security Solution for removable authentication credentials attack to H(e)NB
	Huawei
	email
	S3-080728
	-

	S3-080920
	TR 33.812 v0.4.0
	Rapporteur
	agreed
	S3-080607
	-

	S3-080921
	LS reply  on IMS initiated and controlled PSS and MBMS User Service Architecture
	SA WG3
	email
	-
	-

	S3-080922
	The key derivation function negotiation between UE and HSS
	Huawei
	noted
	S3-080713
	-

	S3-080923
	LS answer to RAN2 on key change on-the-fly
	RAN WG2
	email
	-
	-

	S3-080924
	CR resolution to 847
	Qualcomm Europe
	agreed
	-
	-

	S3-080925
	CR on KSI security context desynchronization
	Nokia Siemens Networks, Huawei
	agreed
	S3-080844
	-

	S3-080926
	Resolution of 2nd And 3rd Editor’s Notes in 8.2.2
	Alcatel-Lucent
	agreed
	S3-080851
	-

	S3-080927
	LS to RAN on counter check procedure
	SA WG3
	approved
	-
	-

	S3-080928
	LS to GSMA SG on mandatory ciphering indication
	SA WG3
	approved
	S3-080876
	-


Annex B: List of change requests

	Document
	Title
	Source
	Decision
	Spec
	CR
	Rev
	Rel
	Cat
	WI

	S3-080617
	SAE: backhaul link management plane protection
	T-Mobile
	revised
	33.401
	1
	-
	Rel-8
	B
	SAES

	S3-080619
	Resolution of 2nd And 3rd Editor’s Notes in 8.2.2
	Alcatel-Lucent
	revised
	33.402
	xxx
	-
	Rel-8
	F
	SAE

	S3-080622
	Resolution of 1st Ed Note in Clause 6.1 TS33.402
	Nortel, Motorola, Nokia Siemens Networks, Ericsson, Nokia Corporation, Verizon
	agreed
	33.402
	2
	-
	Rel-8
	F
	SAE

	S3-080625
	Resolution of the Ed Notes under clause 8.2.5, TS33.402
	Nortel, Nokia Siemens Networks, Ericsson
	revised
	33.402
	0004
	-
	Rel-8
	F
	SAE

	S3-080627
	Mandatory Ciphering Indication
	TeliaSonera
	noted
	33.401
	CRNum
	-
	Rel-8
	C
	SAES

	S3-080662
	CR 33.223 : Identity handling for GBA push
	Nokia Corporation, Nokia Siemens Networks
	noted
	33.223
	1
	-
	-
	C
	GBApush

	S3-080663
	CR 33.401 :Ensuring security context freshness on handover from an SGSN towards MME
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	9
	-
	Rel-8
	F
	SAES

	S3-080666
	CR 33.401: Correction of text on security context and authentication data
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	6
	-
	Rel-8
	F
	SAES

	S3-080667
	CR 33.401: Completing the specification on air interface ciphering and integrity algorithms inputs
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	7
	-
	Rel-8
	F
	SAES

	S3-080672
	Removing annex B of TS 33.141
	Ericsson
	revised
	33.141
	8
	-
	Rel-8
	F
	SEC-IMS

	S3-080673
	New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security
	Ericsson
	revised
	33.141
	9
	-
	Rel-8
	B
	SEC-IMS

	S3-080674
	Updates to stage 2 description of NASS-IMS bundled authentication
	Ericsson
	noted
	33.203
	141
	-
	Rel-8
	F
	SEC-IMS

	S3-080676
	Changes to TS 33.203 due to a new normative Annex on GIBA
	Ericsson
	agreed
	33.203
	142
	-
	Rel-8
	F
	SEC-IMS

	S3-080677
	New normative Annex on GPRS-IMS-Bundled Authentication (GIBA)
	Ericsson
	agreed
	33.203
	143
	-
	Rel-8
	B
	SEC-IMS

	S3-080682
	Zh and ZhÆ intradomain reference points
	Ericsson
	revised
	33.22
	139
	-
	Rel-8
	F
	GBA

	S3-080684
	CR-Inter-RAT Mobility IK/CK Derivation
	ZTE
	noted
	33.401
	18
	-
	Rel-8
	C
	S3-080685

	
	CS key derivation in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	5
	-
	Rel-8
	B
	SAES

	S3-080687
	CR Key identifier handling on inter-RAT mobility
	ZTE ,HUAWEI
	revised
	-
	-
	-
	-
	-
	-

	S3-080690
	CR: Removal of counter check procedure
	Ericsson, Alcatel-Lucent, LG, TeliaSonera
	rejected
	33.401
	19
	-
	Rel-8
	C
	SAES

	S3-080692
	CR: Key derivation at IRAT handover
	Ericsson
	noted
	33.401
	20
	-
	Rel-8
	C
	SAES

	S3-080693
	CR: Removal of editor's note related to key change on-the-fly
	Ericsson
	revised
	33.401
	21
	-
	Rel-8
	D
	SAES

	S3-080694
	CR: Editorial cleanup of TS 33.401
	Ericsson
	revised
	33.401
	22
	-
	Rel-8
	D
	SAES

	S3-080695
	CR: Algorithm selection cleanup
	Ericsson
	revised
	33.401
	23
	-
	Rel-8
	F
	SAES

	S3-080696
	CR: Signalling of UE security capabilities at IRAT idle mode mobility
	Ericsson
	agreed
	33.401
	24
	-
	Rel-8
	C
	SAES

	S3-080697
	MIPv4 Signalling protection between PDN-GW and FA
	Samsung
	revised
	33.402
	6
	-
	Rel-8
	F
	SAES

	S3-080699
	Key label for MIPv4 Root key generation
	Samsung
	revised
	33.402
	7
	-
	Rel-8
	F
	SAES

	S3-080700
	CR: Additional inputs to EPS Key Derviation Function (KDF)
	Ericsson
	revised
	33.401
	25
	-
	Rel-8
	C
	SAES

	S3-080704
	MIP Root Key derivation
	Samsung
	noted
	33.402
	8
	-
	Rel-8
	F
	SAES

	S3-080705
	CR: Add requirement to have replay protection for NAS and RRC
	Ericsson
	revised
	33.401
	26
	-
	Rel-8
	D
	SAES

	S3-080714
	CR-The key derivation function negotiation between UE and HSS
	Huawei
	noted
	33.401
	31
	-
	Rel-8
	C
	SAE

	S3-080715
	EPS key hierarchy
	HUAWEI, ZTE
	agreed
	33.401
	30
	-
	Rel-8
	F
	SAE

	S3-080716
	Clarification on MSIN_IMEI  confidentiality protected limitation
	Huawei
	revised
	33.401
	32
	-
	Rel-8
	F
	SAE sec

	S3-080717
	Attach message intigrity verification clarification
	Huawei&#65292
	withdrawn
	33.401
	33
	-
	Rel-8
	F
	SAE sec

	S3-080719
	Marks the STARTps value as invalid after EPS AKA
	HUAWEI, ZTE
	revised
	33.401
	34
	-
	Rel-8
	C
	SAE sec

	S3-080720
	NAS integrity tag term consistent
	Huawei
	revised
	33.401
	35
	-
	Rel-8
	F
	SAE-sec

	S3-080721
	Derivation Function (S7) correction
	HUAWEI, ZTE
	noted
	33.401
	36
	-
	Rel-8
	F
	SAE sec

	S3-080722
	Untrusted non-3gpp access EPS AKA
	HUAWEI, ZTE
	noted
	33.402
	10
	-
	Rel-8
	F
	SAE/LTE

	S3-080724
	CR-ANDSF security-33.401
	Huawei
	noted (agreed for TR)
	33.402
	11
	-
	Rel-8
	C
	SAE/LTE security

	S3-080726
	correction of 33.402
	HUAWEI, ZTE
	agreed
	33.402
	12
	-
	Rel-8
	F
	SAE/LTE security

	S3-080727
	corrections for 33.401
	Huawei
	noted
	33.401
	28
	-
	Rel-8
	F
	SAE sec

	S3-080735
	CR-33401: KeNB forward security simplifications
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	10
	-
	Rel-8
	F
	SAES

	S3-080736
	CR-33401: AS SMC clarifications
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	11
	-
	Rel-8
	F
	SAES

	S3-080737
	CR-33401: NAS SMC handling clarifications
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	12
	-
	Rel-8
	F
	SAES

	S3-080738
	CR-33401: Replay UE capabilities in the NAS SMC Command message
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	13
	-
	Rel-8
	F
	SAES

	S3-080740
	CR-33401: IDLE mode IRAT key freshness from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	14
	-
	Rel-8
	F
	SAES

	S3-080742
	CR-33401: KeNB derivation when activating cached security context
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	15
	-
	Rel-8
	F
	SAES

	S3-080744
	CR-33401: Security Context Selection on IRAT handover to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	16
	-
	Rel-8
	F
	SAES

	S3-080746
	CR-33401: Key freshness during mobility from E-UTRAN to UTRAN/GERAN
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	17
	-
	Rel-8
	F
	SAES

	S3-080751
	Correction of description of HSS tasks
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.203
	140
	-
	Rel-8
	F
	SEC-IMS

	S3-080752
	Removal of EditorÆs note in Annex P.4.2
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.203
	144
	-
	Rel-8
	F
	SEC-IMS

	S3-080753
	Clarification of text on access network identities
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.402
	13
	-
	Rel-8
	F
	SAE

	S3-080754
	Clarification of use of AMF separation bit with EAP-AKA access authentication
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.402
	14
	-
	Rel-8
	F
	SAE

	S3-080755
	Clarification on handling of authentication vectors in the 3GPP AAA server
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	33.402
	15
	-
	Rel-8
	F
	SAE

	S3-080757
	Resolution of Ed notes on use of EAP-AKA in IKEv2
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.402
	16
	-
	Rel-8
	F
	SAE

	S3-080758
	Resolution of EditorÆs note on access authentication when using S2c (DSMIPv6)
	Nokia Corporation, Nokia Siemens Networks, Nortel
	noted
	33.402
	17
	-
	Rel-8
	F
	SAE

	S3-080759
	Distribution of authentication data from HSS to serving network
	Nokia Corporation, Nokia Siemens networks
	agreed
	33.402
	18
	-
	Rel-8
	F
	SAE

	S3-080762
	CR-33401: Removal of physical cell id binding from KeNB* derivation
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	33.401
	3
	-
	Rel-8
	F
	SAE

	S3-080764
	Changes due to support for migration from pre-EPS systems
	Nokia Corporation, Nokia Siemens Networks
	noted
	33.401
	37
	-
	Rel-8
	F
	SAES

	S3-080774
	Resolution of EditorÆs note on 3GPP2 NDS requirement
	Qualcomm Europe
	revised
	33.203
	0145
	-
	Rel-8
	F
	IMS-Sec

	S3-080775
	Alignment of ISIM and ISIM application terminology
	Qualcomm Europe
	noted
	33.203
	145
	-
	Rel-8
	C
	IMS-Sec

	S3-080777
	Remove EAP-AKA changes
	Qualcomm Europe
	noted
	33.402
	21
	-
	Rel-8
	F
	S3-080781

	
	MIPv4 Key Hierarchy Updates
	Qualcomm Europe
	noted
	33.402
	22
	-
	Rel-8
	F
	S3-080784

	
	Clarifications to S2c access
	Qualcomm Europe
	revised
	33.223
	2
	-
	Rel-8
	C
	GBAPush

	S3-080786
	Removing the restriction on AKA for Trusted Access
	Qualcomm Europe
	revised
	33.402
	-
	-
	-
	-
	-

	S3-080788
	CR 33.223: GPI Protection
	Ericsson
	revised
	-
	-
	-
	-
	-
	-

	S3-080791
	CR 33.223: Use of public identities
	Ericsson
	noted
	33.223
	3
	-
	Rel-8
	C
	GBAPush

	S3-080792
	CR 33.223: UE registration at Push NAF
	Ericsson
	revised
	33.223
	4
	-
	Rel-8
	D
	GBAPush

	S3-080800
	CR on UE-ANDSF security
	Telecom Italia, Ericsson, Huawei, Orange, Nokia Siemens Networks
	agreed
	33.402
	5
	1
	Rel-8
	F
	S3-080803

	
	CR 33.401: Inclusion of AS message protection exception list (Update 790)
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	8
	1
	Rel-8
	F
	SAES

	S3-080810
	CR to 33.402 on EAP-AKA
	Gemalto, Orange, Oberthur Card Systems, Telecom Italia
	CONDITIONALLY agreed
	33.402
	9
	1
	Rel-8
	B
	SAES

	S3-080813
	update of S3-080756 Resolution of EditorÆs notes regarding parameter exchange in access authentication
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised
	33.402
	16
	1
	Rel-8
	F
	SAE

	S3-080818
	Comments to S3-080764: Changes due to support for migration from pre-EPS systems
	Ericsson
	noted
	33.401
	4
	1
	Rel-8
	F
	SAE

	S3-080821
	Part 2:Comments to S3-080764: Changes due to support for migration from pre-EPS systems
	Ericsson
	noted
	-
	-
	-
	-
	-
	-

	S3-080827
	Credential Storage for non-3GPP access
	Intel
	withdrawn
	33.402
	-
	-
	-
	-
	-

	S3-080828
	Trusted or Untrusted network access detection
	Intel
	noted
	33.402
	-
	-
	-
	-
	-

	S3-080829
	Clarification on MSIN_IMEI  confidentiality protected limitation
	Huawei
	revised
	33.401
	32
	1
	-
	F
	SAE sec

	S3-080830
	Removing annex B of TS 33.141
	Ericsson
	agreed
	33.141
	8
	1
	-
	F
	SEC-IMS

	S3-080831
	New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security
	Ericsson
	revised
	33.141
	9
	1
	-
	B
	SEC-IMS

	S3-080833
	CR 33.401: Correction of text on security context and authentication data
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	6
	1
	-
	F
	SAES

	S3-080835
	Note on SNID IP binding
	Qualcomm
	agreed
	33.401
	-
	-
	-
	-
	-

	S3-080836
	Note on SNID IP binding
	Qualcomm
	agreed
	33.402
	-
	-
	-
	-
	-

	S3-080838
	Key Freshness during handover starting from an SGSN towards an MME (merge of 746 and 648)
	Nokia Corporation, Nokia Siemens Networks, ZTE
	agreed
	-
	-
	-
	-
	-
	-

	S3-080840
	CR-33401: IDLE mode IRAT key freshness from UTRAN to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	14
	1
	-
	F
	SAES

	S3-080841
	CR 33.401 :Ensuring security context freshness on handover from an SGSN towards MME
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	9
	1
	-
	F
	SAES

	S3-080843
	CR-33401: Security Context Selection on IRAT handover to E-UTRAN
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	16
	1
	-
	F
	SAES

	S3-080844
	CR on KSI security context desynchronization
	Nokia Siemens Networks, Huawei
	revised
	-
	-
	-
	-
	-
	-

	S3-080845
	CR on Forward security
	Qualcomm
	withdrawn
	-
	-
	-
	-
	-
	-

	S3-080846
	CR on forward security
	DOCOMO
	revised
	-
	-
	-
	-
	-
	-

	S3-080847
	Removing the restriction on AKA for Trusted Access
	Qualcomm Europe
	agreed
	33.402
	-
	-
	-
	-
	-

	S3-080849
	CR on EAP AKA (relaxation scenario)
	Orange
	CONDITIONALLY agreed
	-
	-
	-
	-
	-
	-

	S3-080850
	update of S3-080756 Resolution of EditorÆs notes regarding parameter exchange in access authentication
	Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	33.402
	16
	2
	-
	F
	SAE

	S3-080851
	Resolution of 2nd And 3rd Editor’s Notes in 8.2.2
	Alcatel-Lucent
	revised
	33.402
	xxx
	1
	-
	F
	SAE

	S3-080852
	Resolution of the Ed Notes under clause 8.2.5, TS33.402
	ortel, Nokia Siemens Networks, Ericsson
	agreed
	33.402
	0004
	1
	-
	C
	SAE

	S3-080853
	MIPv4 Signalling protection between PDN-GW and FA
	Samsung
	agreed
	33.402
	6
	1
	-
	F
	SAES

	S3-080854
	Resolution of Ed notes on MIPv4 Root key generation
	Samsung, Qualcomm Europe, Intel
	agreed
	33.402
	7
	1
	-
	C
	SAES

	S3-080855
	Clarifications to S2c access
	Qualcomm Europe
	agreed
	33.223
	2
	1
	-
	C
	GBAPush

	S3-080861
	SAE: backhaul link management plane protection
	T-Mobile
	agreed
	33.401
	1
	1
	-
	B
	SAES

	S3-080863
	CR: Removal of editor's note related to key change on-the-fly
	Ericsson
	agreed
	33.401
	21
	1
	-
	D
	SAES

	S3-080864
	CR: Algorithm selection cleanup
	Ericsson
	agreed
	33.401
	23
	1
	-
	F
	SAES

	S3-080865
	CR: Additional inputs to EPS Key Derviation Function (KDF)
	Ericsson
	agreed
	33.401
	25
	1
	-
	C
	-

	S3-080870
	CR Key identifier handling on inter-RAT mobility
	ZTE ,HUAWEI
	agreed
	-
	-
	-
	-
	-
	-

	S3-080871
	Clarification on MSIN_IMEI  confidentiality protected limitation
	Huawei
	agreed
	33.401
	32
	2
	-
	F
	SAE sec

	S3-080872
	CR: Editorial cleanup of TS 33.401
	Ericsson
	agreed
	33.401
	22
	1
	-
	D
	SAES

	S3-080875
	CR 33.401: Completing the specification on air interface ciphering and integrity algorithms inputs
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	7
	1
	-
	F
	SAES

	S3-080877
	CR: Add requirement to have replay protection for NAS and RRC
	Ericsson
	agreed
	33.401
	26
	1
	-
	D
	SAES

	S3-080878
	NAS integrity tag term consistent
	Huawei
	agreed
	33.401
	35
	1
	-
	F
	SAE-sec

	S3-080880
	CR 33.401: Inclusion of AS message protection exception list (Update 790)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	8
	2
	-
	F
	SAES

	S3-080881
	CR-33401: NAS SMC handling clarifications
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	12
	1
	-
	F
	SAES

	S3-080882
	CR-33401: Replay UE capabilities in the NAS SMC Command message
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	13
	1
	-
	F
	SAES

	S3-080883
	Changes due to support for migration from pre-EPS systems
	Nokia Corporation, Nokia Siemens Networks
	postponed
	-
	-
	-
	-
	-
	-

	S3-080884
	Changes due to support for migration from pre-EPS systems
	Ericsson
	postponed
	-
	-
	-
	-
	-
	-

	S3-080888
	New normative Annex on GPRS-IMS-Bundled Authentication for Ut interface security
	Ericsson
	agreed
	33.141
	9
	2
	-
	B
	SEC-IMS

	S3-080889
	Updates to stage 2 description of NASS-IMS bundled authentication
	Ericsson
	approved
	33.203
	141
	1
	-
	F
	SEC-IMS

	S3-080890
	CR to 33.203 on ISIM
	Qualcomm Europe
	agreed
	CR
	0146
	1
	-
	F
	-

	S3-080891
	CR to 33.203 on IMC application
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-080893
	Correction of description of HSS tasks
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.203
	140
	1
	-
	F
	SEC-IMS

	S3-080894
	Resolution of EditorÆs note on 3GPP2 NDS requirement
	Qualcomm Europe
	agreed
	33.203
	0145
	1
	-
	C
	IMS-Sec

	S3-080895
	new CR based on 398 resolution
	Qualcomm
	agreed
	-
	-
	-
	-
	-
	-

	S3-080898
	CR-33401: KeNB forward security simplifications
	Nokia Corporation, Nokia Siemens Networks
	withdrawn
	33.401
	10
	1
	-
	F
	SAES

	S3-080901
	Zh and ZhÆ intradomain reference points
	Ericsson
	agreed
	33.22
	139
	1
	-
	F
	GBA

	S3-080903
	CR 33.223: UE registration at Push NAF
	Ericsson
	agreed
	33.223
	4
	1
	-
	D
	GBAPush

	S3-080904
	CR 33.223: GPI Protection
	Ericsson
	agreed
	-
	-
	-
	-
	-
	-

	S3-080906
	CR on forward security
	DOCOMO
	agreed
	-
	-
	-
	-
	-
	-

	S3-080909
	CS key derivation in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	33.401
	5
	1
	-
	B
	SAES

	S3-080913
	CS key derivation in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	agreed
	33.401
	5
	2
	-
	B
	SAES

	S3-080924
	CR resolution to 847
	Qualcomm Europe
	agreed
	-
	-
	-
	-
	-
	-

	S3-080925
	CR on KSI security context desynchronization
	Nokia Siemens Networks, Huawei
	agreed
	33.401
	0038
	-
	-
	-
	-

	S3-080926
	Resolution of 2nd And 3rd Editor’s Notes in 8.2.2
	Alcatel-Lucent
	agreed
	33.402
	xxx
	2
	-
	F
	SAE


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision

	S3-080631
	LS on SAE Interworking with Pre-REL8 system
	CT WG1
	noted

	S3-080632
	Reply LS on AS and NAS message protection
	CT WG1
	noted

	S3-080633
	Reply LS on Outstanding NAS messages from SA3 [C1-081634 (S3-080525)]
	CT WG1
	noted

	S3-080634
	LS on Security Issues with NGCN connection
	CT WG1
	noted

	S3-080635
	LS on IMEI request in security mode control procedure
	CT WG1
	noted

	S3-080636
	LS on NGCN issues and proposed workshop
	CT WG1
	noted

	S3-080637
	LS on Reply to LS S3-080489 = C4-081222 on SAE interworking with Pre-REL8 system
	CT WG4
	noted

	S3-080638
	LS on documentation of TISPAN Rel-2 in 3GPP
	CT Plenary
	noted

	S3-080639
	LS regarding GAN Iu mode security
	GERAN Plenary
	noted

	S3-080641
	Reply LS on S1 Overload Control and on security for service request message
	RAN WG2
	noted

	S3-080643
	Reply LS on Earthquake and Tsunami Warning System
	RAN WG2
	noted

	S3-080645
	Reply LS to S3-080503 û key change on-the-fly
	RAN WG2
	noted

	S3-080646
	Reply LS on H(e)NB security requirements
	SA WG1
	noted

	S3-080647
	Ls on Adding and removing media during a multimedia service session
	SA WG1
	noted

	S3-080648
	SA1 answer to Support of pre-Rel-8 USIMs in EPS
	SA WG1
	noted

	S3-080649
	SA1 answer to Optional User-based UP Ciphering
	SA WG1
	noted

	S3-080650
	SA1 answer on 'SAE interworking with Pre-REL8 system'
	SA WG1
	noted

	S3-080651
	LS on Unauthenticated PS emergency calls
	SA WG1
	noted

	S3-080652
	reply LS on non-3GPP accesses to EPS
	SA WG2
	noted

	S3-080653
	Reply LS on NGCN issues and proposed workshop
	SA WG2
	noted

	S3-080654
	LS on security aspects related to CAT
	SA WG2
	noted

	S3-080655
	LS on Earthquake and Tsunami Warning System
	SA WG2
	noted

	S3-080656
	LS on IMS initiated and controlled PSS and MBMS User Serviceö Architecture
	SA WG4
	noted

	S3-080657
	LS to ETSI SCP and 3GPP on SIM usage in M2M applications
	GSMA SCaG
	noted

	S3-080658
	LS on IM Credentials
	SA Plenary
	noted

	S3-080659
	Reply LS to GSMA SCaG on SIM usage in M2M applications
	SA Plenary
	noted

	S3-080660
	LS on documentation of TISPAN Rel-2 in 3GPP
	SA Plenary
	noted

	S3-080874
	LS  on P-TMSI signature
	SA WG2
	noted

	
	
	
	


C2: Outgoing liaison statements

	Document
	Title

	S3-080837
	Reply to S3-080650 on pre Rel-8 interworking in EPS

	S3-080839
	LS to RAN2 on Key freshness during mobility from E-UTRAN to UTRAN/GERAN

	S3-080848
	LS to SA1 on scenarios for Interworking between non-3GPP and EPS

	S3-080858
	LS to SA Plenary on ANDSF

	S3-080862
	LS to SA5 on backhaul link protection CR

	S3-080866
	Draft-LS Additional inputs to EPS Key Derviation Function (KDF)

	S3-080869
	LS on Key Indicator

	S3-080873
	Reply LS to CT1 on AS and NAS message protection

	S3-080879
	LS to RAN2 on AS message exception handling

	S3-080885
	LS to CT WG1 on NGCN workshop

	S3-080896
	LS to OMA on media secrutiy

	S3-080902
	LS to CT4 (SA2) on multiple identities

	S3-080911
	Draft reply to RAN2 LS on Earthquake and Tsunami Warning System

	S3-080912
	Draft Reply LS to SA2 LS on Earthquake and Tsunami Warning System

	S3-080914
	Follow-up Reply LS on 3GPP CS Security handling for SRVCC

	S3-080916
	LS to SA1 on PUCI

	S3-080927
	LS to RAN on counter check procedure

	S3-080928
	LS to GSMA SG on mandatory ciphering indication


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-080900
	Revised WID on PUCI (merging 675 and 857)
	NEC Coroporation
	new WID


Annex E: List of draft Technical Specifications and Reports

	Document
	Spec
	vers
	Doc title

	S3-080603
	-
	..
	TS 33.401 v8.0.0

	S3-080604
	-
	..
	TS 33.402 v8.0.0

	S3-080605
	-
	..
	TS 33.223 v8.0.0

	S3-080606
	-
	..
	TS 33.224 v0.1.0

	S3-080607
	-
	..
	TR 33.812 v0.3.0

	S3-080608
	-
	..
	TR 33.XXX v0.2.0 (Home(e)NB Security Study)

	S3-080609
	-
	..
	TR 33.828 v0.7.1

	S3-080610
	-
	..
	TR 33.922 v0.4.0

	S3-080611
	-
	..
	TR 33.821 v0.8.0

	S3-080856
	-
	..
	TR 33.922 v0.5.0

	S3-080897
	-
	..
	TR 33.828 v0.7.1

	S3-080915
	-
	..
	TR 33.XXX v0.3.0 (Home(e)NB Security Study)

	S3-080920
	-
	..
	TR 33.812 v0.4.0


Annex F: List of action items

	Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	S3-52/1
	2
	S3-080600
	Provide SAE/LTE and IMS order of documents on Thurdsay before SA3 meeting
	Marc Blommaert/
Bengt Salin
	2008-09-18

	S3-52/2
	5
	(n/a)
	Provide information (minutes) from IETF 3GPP liaison conference calls
	Chairman
	2008-09-23

	S3-52/3
	6.1
	S3-080653
	Chair an email discussion on NGCN
	Colin Blanchard
	2008-08-08

	S3-52/4
	6.1
	S3-080654
	Chair email discussion CAT
	Tim Wright
	2008-08-08

	S3-52/5
	6.1
	S3-080900
	Retrieve TISPAN UC TR document for SA3 - ask TISPAN Chairman
	Chairman
	2008-09-23

	S3-52/6
	6.8
	S3-080921
	Chair email discussion on LS reply for PSS and MBMS User Service
	Vesa Lehtorvita
	2008-08-15
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