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	In SA3#56 in Seattle it was identified in document S3-091477 that there is there is the possibility of keystream reuse under the following circumstances:

1. The UE is handed over to UTRAN and ISR is kept on, i.e. the UE handovers to the SGSN that holds it UTRAN registration,

2. The UE goes into Idle mode while still in UTRAN
3. The UE runs AKA (before or going to idle), thus resetting START value
4. The UE moves back to E-UTRAN while still in Idle mode – note: there is no need for the UE to intiate a TAU procedure as ISR is on, hence there is no downlink NAS message

5. The UE sends a Service Request in E-UTRAN – note: this is not acknowledged at the NAS layer and hence there is no downlink NAS message

The UE is handed over to UTRAN, as there has been no downlink NAS message sinec step 1, the MME uses the same KASME and downlink NAS COUNT as in step 1 to calculate CK and IK
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	The NAS downlink COUNT is increased by 1 in MME and this value is sent to the UE in Handover Command. Thus UE and MME use the same NAS downlink COUNT to calculate the new key and this NAS downlink COUNT is different than the one used earlier for CK, IK derivation. Therefore the attack is not possible. 
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	Handover from EUTRAN to UTRAN will reduce security level in UTRAN, which is against the security requirements placed on EUTRAN systems, in particular, there will remain a possibility of keystream reuse, which would break confidentiality in UTRAN
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* * * 1st change * * * *

9.2.1
From E-UTRAN to UTRAN
NAS and AS security shall always be activated before handover from E-UTRAN to UTRAN can take place. Consequently the source system in the handover shall always send a key set to the target system during handover. The security policy of the target PLMN determines the selected algorithms to be used within the UTRAN HO command. 
The MME shall select the current NAS downlink COUNT value to use in the handover and then increase the stored NAS downlink COUNT value by 1. 
UE and MME shall derive a confidentiality key CK', and an integrity key IK' from the KASME and the selected NAS downlink COUNT value of the current security context with the help of a one-way key derivation function KDF as specified in Annex A.

Whether ciphering is considered active in the target UTRAN after handover from E-UTRAN shall be determined according to the principles for handover to UTRAN in TS 25.331 [24].
UE and MME shall assign the value of eKSI to KSI. MME shall transfer CK' || IK' with KSI to SGSN.  The target SGSN shall replace all stored parameters CK, IK, KSI, if any, with CK' , IK', KSI received from the MME. The UE shall replace all stored parameters CK, IK, KSI, if any, with CK' , IK', KSI in both ME and USIM. START shall be reset to 0. For the definition of the Key Derivation Function see Annex A.

NOTE 1: The new derived security conterxt (including CK’, IK’ and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.
NOTE 2: An operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in SGSN to run a UMTS AKA as soon as possible after the handover. One example of ensuring this is the deletion of the mapped UMTS security context in the SGSN after the UE has left active state.

MME shall also provide at least the 4 LSB of the selected NAS downlink COUNT value to the source eNB, which then shall include the bits in the MobilityFromE-UTRANCommand to the UE. After the UE receives the 4 LSBs it will update its NAS downlink COUNT accordingly.
MME shall transfer the UE security capabilties to the SGSN. The selection of the algorithms in the target system proceeds as described in TS 33.102 [4] for UTRAN.

* * * 2nd change * * * *

14.1
From E-UTRAN to Circuit Switched UTRAN/GERAN

Single Radio Voice Call Continuity (SRVCC) is specified in 3GPP TS 23.216 [22].

The MME and the UE shall derive a confidentiality key CKSRVCC, and an integrity key IKSRVCC from KASME and the NAS downlink COUNT with the help of a one-way key derivation function KDF as specified in Annex A. The MME shall select the current NAS downlink COUNT value to use in the handover and then increase the stored NAS downlink COUNT value by 1.
The KDF returns a 256-bit output, where the 128 most significant bits are identified with CKSRVCC and the 128 least significant bits are identified with IKSRVCC.

The MME shall also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then includes the bits to the HO Command to the UE. After the UE receives the 4 LSBs it will update its NAS downlink COUNT accordingly.
UE and MME shall assign the value of eKSI to KSI. MME shall transfer CKSRVCC, IKSRVCC with KSI and the UE security capability to the enhanced MSC server.  The enhanced MSC server shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI received from the MME. The UE shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI in both ME and USIM. START shall be reset to 0. 

NOTE 1: The new derived security context (including CKSRVCC, IKSRVCC , KSI and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.
NOTE 2: An operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in the enhanced MSC server to run a UMTS AKA as soon as possible after the handover. One example of ensuring this is the deletion of the mapped UMTS security context in the the enhanced MSC server after the UE has left active state.

If the SRVCC is from E-UTRAN to GERAN, the enhanced MSC server and the UE shall derive Kc from CKSRVCC and IKSRVCC with the help of the key conversion function c3 as specified in TS 33.102 [4]. The UE and the enhanced MSC Server shall assign the value of eKSI to CKSN.
NOTE:
Non-voice bearers may be handed over during the SRVCC handover operation. Key derivation for non-voice bearers is specified in clause 9 of the present specification.
* * * End of change * * * *
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