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1. Introduction 

In clause 5.4 of TS 33.328 v0.1.1, the subclauses 5.4.1 and 5.4.2 on Security properties for SDES are currently empty. This contribution proposes text for them. 
2. Proposal 

We propose the following changes to TS 33.328 v0.1.1 (all marked using MS-Word revision marks in the following):


**********************START OF CHANGE***************************

5.4
Security properties of key management, distribution and derivation

5.4.1 
General security properties for protection using SDES 
SDES requires SIP messages carrying SDES crypto attributes to be secured as SDES provides no security mechanism of its own. Under the assumption that the protocol for securing media, SRTP, is secure the use of SDES provides the same level of security for IMS media where media protection is applied as provided for SIP signalling. In other words, the user may place the same degree of trust in media security as in signalling security. 
In IMS, SIP messages are secured in a hop-by-hop fashion. Several alternatives are available for securing SIP messages between the IMS UE and the P-CSCF. In particular, IPsec and TLS, as defined in TS 33.203 [4] are specified in 3GPP.  Within the IMS core network, security shall be provided according to the principles of NDS/IP [5], i.e. using a profile of IPsec. Alternatively, TLS may be used according to TS 33.203 [4]. 
Outside the IMS, at least hop-by-hop TLS as in RFC 3261 is likely to be supported. IMS has no control over how non-IMS SIP providers secure the interfaces between their SIP proxies. This makes SDES appear less secure in a non-IMS environment. On the other hand, service level agreements may give sufficient assurance here. 
On the SIP proxies, the keys transported with SDES become visible in plaintext. Therefore, compromise of these proxies will allow not only signalling security, but also media security, to be compromised. However, it should be noted that, even if media security was not applied at all, the proxies would need to be protected anyway to secure SIP signalling for its own sake as SIP signalling security is an important requirement for operators and users. Therefore, the SIP proxies may be assumed to be trusted for this purpose anyhow. 
5.4.2 
Additional security properties for e2m protection using SDES
For the e2m case, there are additional security properties.

The trust in all SIP proxies in the signalling path required for SDES in general is a marked difference to the use of KMS, as explained in the next subclause. However, assuming that strong SIP signalling security, e.g. TLS or IPsec, is used between IMS UE and P-CSCF, this difference plays no role for the case of e2ae protection as explained in the following: 
By the very definition of e2ae protection, the media keys must be available in the P-CSCF in the clear, irrespective of the key management scheme used. And by the assumption of strong SIP signalling security and the fact that there is no SIP proxy between the IMS UE and the P-CSCF, no attacker can obtain the media keys by eavesdropping on the interface between the IMS UE and the P-CSCF nor any intermediate SIP proxy, again irrespective of the key management scheme used. Therefore, the use of other key management schemes for e2ae protection would provide no higher level of security than the use of SDES for e2ae protection. 
When SDES is used for e2m protection then, in addition to SIP signalling security, also the signalling between the SIP proxy terminating SDES towards the UE, i.e. the P-CSCF in the case of e2ae protection, and the media node terminating SRTP towards the UE, i.e. the IMS Access GW in the case of e2ae protection, needs to be secured. In the case of e2ae protection this means that the Iq interface needs to be secured. This shall be achieved using NDS/IP [5].
5.4.3 
Security properties for e2e protection using KMS
Key management, distribution and derivation shall be performed as described in Clause 6.2.3.  It is performed in accordance with MIKEY-TICKET [14].  In particular the key derivation functions of MIKEY in RFC 3830 [11] are reused.

MIKEY-TICKET extends the concepts from MIKEY in RFC 3830 [11] to cover ticket based key management. The basic exchanges between a user and the KMS used in this specification are security-wise modelled after MIKEY PSK and exhibit the same security properties.

These exchanges are performed over HTTP [8] and the security is based on the message security offered by MIKEY-TICKET.

The ticket transfer exchange is also modelled after MIKEY PSK but instead of directly using shared keys for message protection and protection of TGKs/TEKs, these keys are carried in the ticket and made available to the users from the KMS. Assuming that the KMS is secure this will render this exchange the same security properties as MIKEY PSK.

Access to KMS is a single source of failure in the system and depending on service requirements back-up solutions should be considered. It would be possible to replicate the KMS functionality and e.g. use another address for access. It is also possible to use different KMS's for ticket requests and ticket resolves. 

The KMS and the BSF are critical components in the system and their availability should be protected. Measures to protect against denial of service attacks should be installed. 

**********************END OF CHANGE***************************










