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	Reason for change:
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	The definition of the NULL integrity algorithm EIA0 states that when EIA0 is used, all processing shall be the same as for the other EIA algorithms (except for the fact that EIA0 always generates a MAC of all zeroes).
This is not correct behaviour, since it implies that replay protection shall still be activated when EIA0 is used. The reason this behaviour is incorrect/insecure is that if the receiver uses a replay mechanism without integrity protection, an attacker can accomplish a persistent DoS attack by injecting a message with a high COUNT value. When the receiver updates its replay state with this high COUNT value, all real messages (which have lower COUNT values) will be discarded as they are seen as old by the receiver.

	
	

	Summary of change:
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	Addition of text clarifying that replay protection shall not be activated when EIA0 is used.
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	Vulnerability to persistent DoS attacks remain in LTE. The attack can be executed when non authenticated emergency calls are in progress.
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*** BEGIN CHANGES ***
B.0
Null ciphering and integrity protection algorithms

The EEA0 algorithm shall be implemented such that it has the same effect as if it generates a KEYSTREAM of all zeroes (see subclause B.1.1). The length of the KEYSTREAM generated shall be equal to the LENGTH input parameter. The generated KEYSTREAM requires no other input parameters but the LENGTH. Apart from this, all processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms specified in this Annex.

The EIA0 algorithm shall be implemented in such way that it shall generate a 32 bit MAC-I and XMAC-I of all zeroes (see subclause B.2.1). All processing performed in association with integrity (except for replay protection) shall be exactly the same as with any of the integrity algorithms specified in this annex. Replay protection shall not be activated when EIA0 is activated.
EIA0 shall be used only for emergency calling for unauthenticated UEs in LSM.

NOTE: EEA0 and EIA0 provide no security.

*** END OF CHANGES ***
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