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Abstract of the contribution:
H(e)NB devices and device certificates may be compromised. This contribution proposes a method to prevent compromised devices from operating.
* * * First Change * * * 
7.2.2
Device Authentication Procedure

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in RFC 4306 [4]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity. Optionally, the SeGW may check if the H(e)NB is authorized to operate by sending the AAA an Access-Request message including the H(e)NB identity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator CA. The H(e)NB shall verify the SeGW identity by checking the subjectAltName field of the SeGW certificate against the name of the SeGW used by the H(e)NB to connect to the SeGW.

 NOTE: If DNS is available, the SeGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the SeGW.

Editor’s Note: 
The certificate handling for the H(e)NB device certificate and the SeGW certificate has to be specified.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:.
-
The H(e)NB’s private key shall be stored in the TrE.

-
The root certificate used to verify the SeGW identity shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process shall be performed by the H(e)NB’s TrE.

-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.
* * * Next Change * * * 
7.2.3.2
Certificate Profile

The H(e)NB and SeGW certificates shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3 of TS 33.310 [7] with the following additions and exceptions:
-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor.

-
The H(e)NB certificate shall carry the H(e)NB identity in the subjectAltName.  This identity shall be the same as the identity in the IDi payload of the first IKE_AUTH request.
-
Support for CRLs shall not be required. The respective certificate extensions shall not be mandatory for H(e)NB certificates.
Editor’s Note:  The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.

* * * Next Change * * * 
A.1
Device Authentication Call-flow Example

Certificate based mutual authentication between the H(e)NB and the core network is specified in clause 7.2. As example the call flow between the H(e)NB and the SeGW is shown in Figure A.1. This example illustrates an autonomous device integrity check followed by initiation of device authentication. 
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Figure A.1: Certificate-based authentication with device integrity
1.
TrE brings H(e)NB to secure boot and performs device integrity check of H(e)NB.

NOTE  1:
If the device integrity check fails the following procedure is not executed.

2.
Following successful device integrity check, the H(e)NB sends an IKE_SA_INIT request to the SeGW.
3.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 
4.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations.  Optionally a user profile may be selected based on the NAI presented in the IDi payload and may be used to enforce the choice of authentication (device only or combined device and HP).  The H(e)NB sends the AUTH payload and its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address needs to be configured dynamically. H(e)NB optionally includes a Notify Payload containing integrity information of H(e)NB with a Notification Type of INTEGRITY_INFO in the IKE_AUTH request. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

NOTE2: Inclusion of the Notify Payload and further usage of data transferred in this payload is not part of autonomous validation.

55.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.
6.
Optionally, the SeGW sends an Access-Request message containing the H(e)NB identity to the AAA.

7.
The AAA checks that the H(e)NB is authorized to operate and sends an Access-Accept message to the SeGW.  

8.
The SeGW processes the N payload of the IKE_AUTH request based on local policy of the operator.  

NOTE3: SeGW may choose to retain the information carried in the N payload for statistical analysis, send the information to a FIGS (Fraud Information Gathering System) for fraud detection, or send the information to a validation entity for validation.

NOTE4: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.
9.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.
10.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by H(e)MS.

11.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
NOTE5: The Notification Type value of INTEGRITY_INFO is to be defined, using available values in the Private Use Status Types range of Notification Type values in IKEv2.

Editor’s Note: In case the INTEGRITY_INFO payload carries security information, the security issues have to be studied.
* * * End of Changes * * * 






























_1314791360.vsd
H(e)NB


SeGW


2. IKE_SA_INIT request
HDR, SA, KE, Ni


3. IKE_SA_INIT response
HDR, SA, KE, Nr, CERTREQ)


4. IKE_AUTH request
HDR, SK{SA, TSi, TSr, IDi=NAI, IDr, CP(CFG_REQUEST),  [N(INTEGRITY_INFO)], AUTH, CERTREQ, CERT)}


9. IKE-AUTH response
HDR SK{AUTH, CP(CFG_REPLY),  SA, TSi, TSr}


5. Verify H(e)NB’s certificate


10. Verify SeGW’s certificate


1. Secure Boot and Device Integrity


8. SeGW processes N payload 


11.  Delete old IKE SA


AAA


6. Access-Request
(H(e)NB Identity)


7. Access-Accept
(H(e)NB Identity)



_1308733633.vsd
H(e)NB


SeGW


3. IKE_SA_INIT response
HDR, SA, KE, Nr, CERTREQ)


2. IKE_SA_INIT request
HDR, SA, KE, Ni


4. IKE_AUTH request
HDR, SK{SA, TSi, TSr, IDi=NAI, IDr, CP(CFG_REQUEST),  [N(INTEGRITY_INFO)], AUTH, CERTREQ, CERT)}


7. IKE-AUTH response
HDR SK{AUTH, CP(CFG_REPLY),  SA, TSi, TSr}


6. SeGW processes N payload 


5. Verify H(e)NB’s certificate


8. Verify SeGW’s certificate


1. Secure Boot and Device Integrity


9.  Delete old IKE SA



